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Abstract :

The more sophisticated a technology, the more possible vulnerabilities that will arise during
the use of that technology. Information systems require good management in order to run
optimally. For each possible vulnerability, system managers must know how to prevent,
reduce, avoid, or even accept the impacts that arise as a result of these vulnerabilities, so that
system management is needed, which is often called risk management. Knowing the possible
risks that arise in the implementation of this information system will make it easier for
companies to form strategies and increase the success and sustainability of the organization's
vision and mission.
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Introduction

The information system is a tool that is widely used and is growing in the current digital era.
With increasingly complicated business activities, information systems are created with the
aim of facilitating human work in achieving business goals (Betavia et al., 2022). In addition,
with the implementation of information systems, organizations, companies and government
agencies including educational institutions can process data and carry out their business
processes accurately, effectively and efficiently, which were previously done manually and
took a long time now can be done quickly and efficiently. with maximum results.

Conveying information and new ways for people to communicate along with technological
developments has turned digital or is called economic digitalization. In producing, processing
and disseminating information, initially the community used the face-to-face method as a
means of conveying information (Hanum et al., 2021). Along with advances in technology,
the mass media and other technological tools have emerged as a substitute for face-to-face
methods to make it easier for people to disseminate information. With the existence of mass
media and other technological equipment, the process of disseminating information develops
and changes from analog format to digital format. The digital era encourages fundamental
changes to patterns of communication, interaction and transactions (Mohammad Ikhsan
Tualeka, CEO/Founder of IndoEast Network).
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One of the negative impacts of misuse of information is cybercrime (Shulha et al., 2022a &
2022b). The existence of the potential for cybercrime is a threat that can create risks, so a
Management Control System is needed to assist the Company in achieving the goals set by
carrying out process improvements, strengthening the internal control system and increasing
the effectiveness of risk management.

Security issues are one important aspect of an information system. It's a shame that this
security problem often gets less attention from owners and managers of information systems.
Information security is the activity of protecting information from all possible threats in an
effort to ensure or guarantee business continuity, minimize business risks and maximize
business opportunities (ISO 27001).Management of security can be seen from the side of risk
management through control of management information systems in the company.
Management information system is a system that provides information to support operational
activities, management, and serves as material for decision making of an organization.

Information systems require good management in order to run optimally (Darmawan et al.,
2021). Imagine if there were problems with one of the existing information systems resulting
in delays in the work process being carried out. The more sophisticated a technology, the
more possible vulnerabilities that will arise during the use of that technology. In the case of
information systems, examples of vulnerabilities that must always be anticipated by system
managers can be hardware, software, misuse by users, natural disasters, network security, and
others. For each possible vulnerability, the system manager must know how to prevent,
reduce, avoid, or even accept the impacts that arise as a result of these vulnerabilities, so that
system management is needed which is often called risk management, which in this case is
information system risk management.

Literature Review
a. Information Systems

The information system is a combination of the words system and information. The
system (Jogiyanto, 2005, Mustika et al., 2021) is a network of procedures that are
interconnected, gathered together to carry out an activity or to complete a certain goal.
In addition, Jogiyanto concluded that the system is a collection of elements that
interact to achieve a certain goal.

b. Management information System

The system is a set of elements that are interconnected and influence each other in a
particular environment. The system is the parts that operate together to achieve some
goals. In simple terms it can be said that an information system performs data
processing, then converts it into information. According to O'Brien (2010), a
management information system is an organized combination of people, hardware,
software, communication networks, and data resources that collect, process, and
disseminate information within the organization. Management Information System
also has a definition, namely a system that provides information to be used in making
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decisions to solve problems for its users. problem solving consists of responding to
things that are going well, as well as to things that are going badly by defining
problems as conditions or events that are harmful or can harm the company, or that
are beneficial or can provide benefits. In the process of solving problems, leaders in
companies can use the management information system in decision making, namely
the act of choosing among various alternative solutions to problem solving
(Syahputra, et al., 2021). Decisions are defined as actions of choice and it is often
necessary to make many decisions in the process of solving a single problem.
Management information systems also have advantages, which can help companies
improve operational efficiency, introduce innovation in business, and build strategic
information sources.

c. Information Gathering Methods

There are several methods of gathering information that can be used to identify risks.
There are three methods most often used, namely brainstorming (brainstorming) in
this technique experts exchange ideas about the sources of risk that might occur; Risk
Breakdown Structure (RBS) by compiling risks based on certain categories (Susilo &
Kaho, 2014); SWOT analysis is used to determine possible risks, this stage can also
be used in brainstorming sessions.

d. Risk

Risk is the potential harm that will arise if a threat exploits certain weaknesses
causing damage to the organization's assets. In his book, Paul Hopkins explains
several definitions of risk (Hopkin, 2018). Based on the Oxford English Dictionary
risk is defined as the opportunity or possibility of harm, loss, injury or other adverse
consequences. The Institute of Risk Management (IRM) defines risk as the
combination of the likelihood of an event and its consequences. In ISO Guide 73, risk
is defined as a result of unclear objectives. The impact or effect and the consequences
that arise may be positive, negative or a deviation from what is expected.

e. Types of Risk

Risk may have positive or negative outcomes, or even provide uncertainty (Hopkin,
2017). Each risk has its own characteristics that require certain analysis or
management.

Risks are divided into 3 categories, namely hazard risks, control risks and opportunity
risks.

Hazard risks are risks that will only have a negative impact, for example theft. This
type of risk will hinder the organization in achieving its mission. Especially risks or
hazards that can be insured, including such as fire, storm, flood, accident and others.
Control risks are risks that provide uncertainty about the outcome of a situation,
usually often associated with project management. Usually organizations have an
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aversion to control risk. Uncertainty can be associated with the benefits that a project
will generate, as well as uncertainty about project completion on time, on budget and
within specifications. While opportunity risk is a risk that will be taken by the
organization with speculation to get positive results. Many organizations are willing
to invest in high-risk business strategies with the expectation of high returns.

f. Risk management

Risk management is, according to (Woody, C., 2006), “an iterative process that
addresses the analysis, planning, implementation, control and supervision of security
policy and implementation measures.” In fact, (Hubbard, 2009) the risk management
process usually contains four steps: (1) risk identification, (2) risk
assessment/measurement, (3) choice and implementation of risk mitigation options,
(4) monitoring results (Burtonshaw-Gunn, 2009) share the same decomposition and
assert that all descriptions follow a similar basic approach to identification,
quantification, response and risk control.Although the denominations of the four
phases may sometimes differ, this classification was adopted by several other
authors.Likewise, (Thevendran & Mawdesley, 2004) outlines the risk management
process into four phases: identification, analysis, response planning, and risk
monitoring and control.In the same way, (Dikmen, et al. 2008) defines risk
management as a procedure consisting of : (1) identification of risk; where sources of
uncertainty are defined, (2) the analysis of risk; it is about assessing the consequences
of uncertain events, (3) risk response: appropriate strategies based on stated expected
results, and 4) analysis of results treatment and the associated risks lead to possible
repetition of the first three stages. According to (Merna & Al-Thani, 2005), risk
management has an iterative continuous cycle of identification, analysis, control and
reporting. However, there are several works that propose a different grouping of risk
management process activities. For example, (Smith, 2002) defines three processes
for risk management: identification, analysis, and response. this grouping ignores the
supervision and monitoring phase, which has the important effect of being an
important activity in managing risk.

g. Risk Management Objectives

The purpose of risk management is to identify potential problems before these risks
arise so that activities in dealing with these risks can be planned and reduce the
impact of losses in the process of achieving organizational goals. Risk management
provides a framework for organizations to overcome and to react to ambiguity
(Hopkin, 2017). Risk management consists of procedures and stages for identifying,
analyzing, evaluating, treating, monitoring and communicating risks (Neeti et al,
2015). Important phases in the risk management process are risk identification, risk
analysis, and response to risk (DINU, 2012).

h. International Standardization Organization 27005 : 2018
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The I1SO 27005 standard, unlike other standards in risk management, makes it possible
to build results that evolve with the organization. Any changes small or large can be
incorporated into the risk management process. The ISO 27005 standard (ISO, 2011)
provides an approach to setting up a risk management system but only in the context
of information security. It proposes a methodology that complies with ISO / IEC
27001 and that implements the PDCA (Plan, Do, Check, Act) improvement cycle. The
risk management process consists of six phases (Figure 6): (1) Setting the Context:
Defining risk management areas, boundaries and environmental processes. During
this phase, risk management criteria are established: treatment thresholds for
evaluation, thresholds for considering risks in terms of their impact and acceptance
thresholds, (2) risk assessment. risk: The first step of this phase is to define the
context and elements that compose it such as the organization, information systems,
critical elements to protect, entities that depend on them, and any boundaries that may
arise. Then, it is necessary to reveal the security needs of the critical elements, to
identify and characterize the threat opportunities that burden the information system.
Finally, risk is determined by facing threats to security requirements. These risks are
analyzed and evaluated to set priorities and schedule them according to the evaluation
criteria, (3) Risk treatment: This is the process of selecting and implementing security
measures. It starts with identifying the security objectives which are the specifications
of the risk treatment process. Then, security requirements are defined to meet the
security objectives and to describe how to address the risks. To determine the choice
of treatment, the risk and cost of treatment must be adjusted, (4) risk acceptance: This
is the accreditation of safety carried out by a designated testamentary authority for a
certain period of time. This approval requires checking the security file whose
contents must be determined. (5) Risk communication: This is the regular exchange
and sharing of information about risks between risk managers, decision makers and all
stakeholders. This risk communication helps to: (a) reduce misunderstandings with
decision makers, (b) gain new knowledge about safety, (c) involve decision maker
responsibilities. The final phase is: (6) risk monitoring and review to ensure that the
process remains relevant and adjusted to safety objectives. It is also important to
identify changes that require a reassessment of risks and new threats and
vulnerabilities.

i. International Standardization Organization 31000

The 1SO 31000 standard through its two components of the Framework: "principles”
and "organizational framework™, verifies the element of criterion 2. Indeed, the first
two principles of risk management in this standard: "(1) risk management creates and
sustains value" and (2) risk management risk integrated into organizational processes”
ensures the first two objectives of this criterion. The organization's risk management
framework allows risk management to be organized in such a way as to ensure
consistent consistency. IT risk management can only be carried out within the
framework of overall organizational risk management and in accordance with the
organization's risk appetite. As for criterion 3, the generic aspect of the 1ISO 31000
risk management process allows it to be applied to all types of systems and especially
IS as a work system with all its elements. The tool proposed by ISO 31000 also

Eur. Chem. Bull. 2023, 12(Special Issue 7), 224-233



Risk Identification and Information System Management Control Techniques (The Implementation in
Chemical Companies)

I : Section A-Research paper

verifies criterion 4. Indeed, it incorporates the notions defined by (1SO, 2009-b) to
standardize the vocabulary around risk. It is also based on the “AS/NZS 4360~
standard, which is proven by industry realities (Sienou et al, 2009). However, for
specific IS risks, it is important to consider the specificity of risk security processes
and methods such as ISO 27005 and EBIOS.

j. NIST Guide (National Institute of Standards and Technology)

The NIST (National Institute of Standards and Technology) guidelines (Stoneburner,
Goguen, & Feringa, 2002) provide the basis for developing an effective risk
management program, which contains both the definitions and practical guidance
needed to assess and mitigate the risks found in technology systems. information. In
the NIST guidelines, risk assessment is carried out in 9 stages, namely system
characterization, identifying threats, identifying vulnerabilities, conducting control
analysis, determining likelihood, impact analysis, risk determination, control
recommendations and documenting results.

1. System Characterization The first step in carrying out a risk assessment is to determine
the scope of system characteristics. At this stage, the boundaries of the IT system and
the resources and information related to the system are determined. By determining
the scope of the characteristics of this system, the Risk assessment effort will be
clearer and more focused, for example by determining hardware specifications,
system authorization, system connectivity, software, and the responsibilities of each
part will clarify the Risk assessment. According to NIST guidelines, for IT
operational systems, the data collected pertains to IT systems in their production
environment, including data on system configuration, connectivity, and documented
and undocumented procedures and practices.

2. Threat Identification (Threat Identification) The risk assessment process must consider
the threats that are expected to attack system weaknesses. Organizations need to
compile a list of all possible threats. Threats can be seen from events, resources,
actions taken or not carried out that can trigger losses or harm organizational assets
(Haythorn, n.d.). A threat source can be defined as any event or situation with the
potential to cause harm to IT systems. Common threats can come from nature,
humans, or the environment. In considering the sources of threats, humans are the
greatest potential threat due to their motivations and the actions they may take.

3. Identification of Vulnerability (Vulnerability Identification) Analysis of system threats
must also include weaknesses in the system. By knowing the weakness of the system,
it allows the organization to assess how much the threat will affect or harm the
system. Weakness assessment can be more difficult than threat identification, because
organizations must understand the specific weaknesses of their assets. It is important
for companies to periodically document suspicious events that occur on their systems,
so they can find out and have a list of weaknesses that may be attacked by several
threat sources. The purpose of this stage is to develop a list of system weaknesses,
which can be errors or vulnerabilities in the system that can be exploited by certain
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threat sources. Errors or weaknesses in an organization can be considered from
several aspects, namely system security procedures, system design, implementation,
or internal controls carried out by companies that may accidentally or intentionally
exploit causing system security policy violations.

4. Control Analysis (Control Analysis) This stage is carried out to analyze the controls
that have been carried out or control plans designed by the organization to minimize
or eliminate the possibility of a threat attacking system weaknesses. Control planning
is an important aspect for organizations to reduce the possibility of threats that will
occur. For example, a weakness in a system or procedure is unlikely to be attacked or
the likelihood of an attack occurring is low when security controls are implemented
effectively so as to eliminate or reduce the impact of a loss. This control analysis can
be done in 3 ways, namely: a. Control Methods Security controls include the use of
technical and non-technical methods. Technical controls are protections that are
embedded in hardware, software, or firmware, such as access control mechanisms,
identification and authentication mechanisms, encryption methods, intrusion detection
software). Meanwhile, non-technical controls are operational and management
controls such as security policies, control procedures, personnel, and the environment.
b. Control Categories Control categories for the two control methods above can be
classified into prevention and detection. prevention controls block attempts to violate
the security policy, whereas detection controls alert when a security policy violation
occurs. ¢. Analysis of Control Techniques In carrying out the analysis of control
techniques, a list of security requirements is needed which is generated from the
identification of weaknesses stage so that the organization can carry out control
analyzes efficiently and systematically.

5. Determination of Likelihood The stages of determining the likelihood are carried out
by analyzing and measuring how often a threat can appear and harm the system.
Determining the likelihood can be done with two approaches, namely qualitative and
quantitative for each threat. The results of this measurement can be used as a
comparison between an incident and other events which will become a consideration
for the organization regarding which threats must be immediately taken action
against. The level of possible threat occurrence can be categorized into very low, low,
moderate, high, and very high. Each level can also be determined based on a scale of
0-100.

6. Impact Analysis The next stage in the Risk assessment is to analyze the impact of the
threats that will attack the system's vulnerabilities and their consequences for the
company's operations or even organizational goals. At this stage the analysis is carried
out by finding out what the mission of the system is, the value and importance of the
system and data for the organization, and the sensitivity of the data. This information
can be obtained from existing organizational documentation, such as important
organizational asset appraisal reports, impact analysis reports, and others. However, if
the above documentation is not owned by the organization or an assessment of the
organization's assets has not been carried out, then important data and systems can be
determined based on the level of security needed to maintain the availability, integrity
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and confidentiality of data. This impact analysis will aim to prioritize information
assets based on the results of a qualitative and quantitative assessment of these assets.
Calculations with a quantitative approach can be made based on lost revenue, system
repair costs, or the effort required to fix problems caused by successful threat actions.
In addition to the impacts that can be calculated, the organization must also consider
the impact of losses that cannot be calculated, such as loss of public trust, loss of
credibility, and deterioration of the organization's image. Based on the possible
impacts, an analytical assessment at this stage can also be carried out using two
approaches, namely qualitative and quantitative based on categories or a Likert scale.

7. Risk Determination Stages of risk determination are carried out to assess the level of
IT system risk. In order to measure Risk, a Risk scale and a Risk level matrix must be
developed.

8. Control Recommendations Control is a security measure that can be carried out
technically or non-technically. Non-technical security measures can take the form of
administrative safeguards in the form of policies, regulations or procedures related to
information system security. The purpose of carrying out control recommendations is
to determine security measures both technically, administratively, preventive actions,
or corrective actions against threats that may occur. Technically, security measures
for the system can be in the form of preventive measures such as providing training
on system security, installing a firewall, anti-virus on the system and/or applying IPS,
and so on.

9. Documentation of Results way to do to provide document by using proof accurate
record of sources information

Methods

The research design in this study is qualitative, namely data in the form of words, pictures,
and not numbers (Danim, 2002). The research approach uses a phenomenological approach,
which focuses on real experiences to describe experiences (Patton, 1990).

Result and Discussion

Risk Identification is efforts to find or know the risks that may arise in activities
carried out by companies or individuals. Forms of threats for the risk of using
information technology systems other than natural factors or natural factors/disasters
(power failure, disaster, force majeure), namely threats arising from hackers or third
parties who have the ability and skill to hack information technology systems, this
hacker process has not up to the stage of damaging the information technology
system, if it is damaged then it is called a cracker. There is also the threat of social
engineering, the hacker first disturbs the user, such as committing fraud via SMS
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messages or fake telephone calls, e-mail (spoofing) on behalf of managers or leaders
at the company. This attack is carried out by way of click-bait. The potential risk of
hackers depends on the system, all information technology systems have the potential
to be hacked depending on the benefits and advantages for the hacker. Hacking of
financial information is crucial, financial information reflects whether an entity is
healthy or not, and describes a transaction from various parties.

Risk Handling, The results of the risk assessment that has been carried out will be
taken into consideration in making decisions on the control recommendations that
must be carried out. From each risk, a recommendation will be given whether the risk
is acceptable or risk mitigation must be carried out so that the impact of the risk can
be reduced to an acceptable level. The decision to accept the risk is made based on the
controls that have been implemented by the Company, so that the possibility of
existing risks does not have a large impact on the organization.

Conclusion

In this paper, we present an overview of risk management (RM) information systems (IS).
Some basic concepts and models are introduced to understand IS risk management. Since
information systems are socio-technical systems, risk studies are needed to ensure the
relevance of this paper. This study focuses on the concept of risk and risk management in
general, then specifically on information systems. According to this state of the art, although
the literature is quite rich in this field, there is still no consensus on risk management and the
concept of IS risk management. This review introduces the most important risk management
and risk management processes for information systems. Then, it shows a comparative
analysis of these processes. This analysis shows the application of 1SO 31000 to risk
management of information systems as a socio-technical system, but also the need for
integration of several RM process specifications when specific IS areas such as IS security
and IS quality. Hence the importance of designing an adaptable IS RM system.

Recommendations for actions against threats that occur are divided into 2 (two) categories,
namely accept and mitigate. An acceptable level of risk means that Pusdata has exercised
adequate control over the system so that risks or threats that arise do not result in large losses.
Meanwhile, a moderate to very high level of risk is recommended for risk mitigation so that
the risk can be reduced or reduced to an acceptable level.
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