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Abstract:  
 

This project aims to encrypt DNA verification processes utilizing blockchain and AES (Advanced Encryption 

Standard). Several circumstances might call for DNA verification. For instance, they are conducting a study and 

testing the DNA, and they will also need to conduct some criminal and illness analyses. The secure method of 

procedure is therefore required in all circumstances. We've implemented this task using a combination of AES 

and blockchain technologies. Initially, the collected DNA pattern information as well as the person's private 

information are handled securely using AES (Advanced Encryption Standard)[2]. In contrast to a Feistel cipher, 

AES is iterative. It is completely based on the "substitution-permutation network" at its core. Blockchain is a 

mechanism for storing data in a way that makes system changes, hacking, and cheating difficult or impossible. 

Decentralized database administration is what is done in the situation. Individuals upload their genetic data to a 

web-based genomics research facility. The person stores his genetic statistics using a blockchain to protect or 

test their secrecy. By using hash values in the blockchain technique, analyzing those data, and preserving the 

statistics. It can be understood that blockchain is nothing more than a never-ending avalanche of blocks that may 

be linked together like a chain in a certain cryptography sequence[25]. Whenever it comes to securely storing 

transactional information, blockchains typically move as the technique of choice. Because of the security, 

decentralization, and transparency that blockchains have associated with them, we may assume that the dawn of 

a stable organizational environment isn't too far away.  
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1. Introduction 

 

The mission is that when hackers need to gain 

access to a system, they may target the weakest 

link. A system's encryption is no longer commonly 

used. The verification of  DNA  is a crucial process 

that requires high-level security to protect sensitive 

private information. The use of  blockchain 

technology offers a reliable solution to secure DNA 

verification procedures[26]. Blockchain technology 

is a decentralized system that provides a secure and 

immutable way to record transactions. It is resistant 

to tampering and hacking, ensuring that the data is 

protected from unauthorized access[25]. The 

immutable nature of blockchain makes it difficult 

for anyone to tamper with the information stored on 

it.  

Widely used encryption techniques like 

the Advanced Encryption Standard (AES) 

algorithm offers robust security for sensitive data. 

AES encryption employs a symmetric key scheme, 

which adds a degree of security by allowing the use 

of the same key for both data encryption and 

decryption[12] . The integrity and security of DNA 

verification data may be guaranteed by blockchain 

technology since it offers a decentralized, tamper-

proof framework for storing and managing data. It 

can develop a safe solution for DNA verification 

operations by fusing blockchain technology with 

AES encryption. With the help of this technology, 

Genetic data might be verified using cryptographic 

techniques and shared and stored safely.  

Users must make certain the software 

program below attention does what they need it to 

do, that it protects consumer information in the 

manner it is anticipated to, and that the general 

technique has no susceptible points. The DNA 

testing technique is necessary for many different 

circumstances. They include crime analysis, 

research purposes, disease analysis, and so on. 

Thus, security is required in most scenarios. We 

must achieve security during the DNA checking 

procedure as part of our project. Furthermore, there 

must be no grey areas or uncertainty regarding 

information storage and handling. Customers, for 

example, must recognize the location of the cloud 

if the information is stored there.  

Every web page in a news ledger is a 

block in Blockchain technology. Through 

cryptographic hashing, this block influences the 

following block or web page. In other words, when 

a block is completed, it generates a one-of-a-kind 

consistent code that is linked to the next web page 

or block, thus growing a chain of blocks or a 

blockchain. When a blockchain is delivered to a 

new blockchain transaction or a new block is to be 

added to the blockchain, several nodes in the same 

blockchain implementation are required to execute 

algorithms to evaluate, confirm, and process the 

blockchain's records. In summary, using AES 

encryption on blockchain technology can provide a 

secure and reliable system for  DNA verification 

procedures[13]. This can increase trust in the 

accuracy and integrity of DNA data, as well as 

protect the privacy and security of individuals' 

sensitive information. 

 

Literature Review 

There are no security measures to handle the DNA 

samples. Also, at the time of sample collection user 

details collection, no security measures were 

followed. Not only for the testing purpose of the 

DNA sample collected but also for the research 

purpose. So incorrect genome data may lead to a 

disaster for research results. In the existing system, 

the malicious user can easily access the data. In 

such cases, the malicious user can access and 

change the data, which will cause a major defect. 

Results can take as few working days to come back 

from the receipt of samples. A large amount of 

storage space to store the keys and other 

information is required for encryption and 

decryption. The test reports are not stored on a 

security basis.  

DISADVANTAGES: The current approach makes 

it impossible to oversee and preserve data integrity, 

and third-party auditors may engage in malevolent 

behaviour. Management issues with the majority of 

the current public verification techniques. The 

current techniques are unable to fend off an entity 

that engages in hostile activity on behalf of the 

process. 

 

[17]By G. Yan et al., "Blockchain-based secure 

data storage and sharing method for genomic data" 

(2018) 

The authors suggest a secure data storage and 

sharing system for genetic data based on 

blockchain technology. The proposed method 

secures the confidentiality of genetic data by 

combining blockchain technology with the 

Advanced Encryption Standard (AES) algorithm. 

The study's findings demonstrate that the suggested 

plan offers efficient and secure data sharing and 

storage for genomic data. 

James Bornholt et al [2] examined the 

exponentially increasing demand for data storage 

and the unsatisfying capacity of existing storage 

media. To keep up with the demand, using DNA to 

archive data is an attractive possibility. In this 

paper, they presented an architecture for a DNA-

based archival storage system which is designed as 

a key-value store leveraging common biochemical 

techniques to provide random access. 

[9]S. K. Park et al" Blockchain-based secure 

genomic data sharing and analysis framework for 

collaborative research" (2020) 

 

The authors propose a blockchain-based secure 

genomic data sharing and analysis framework for 
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collaborative research. The proposed framework 

uses a combination of blockchain technology, AES 

algorithm, and secure multi-party computation to 

protect the privacy of genomic data. The results of 

the study show that the proposed framework 

provides secure and efficient data sharing and 

analysis for collaborative research. 

M. Fritz et al [12] stated that the data storage costs 

have become a large proportion of total cost in the 

creation and analysis of DNA sequence data. In this 

paper, they presented a new compression technique 

that efficiently compresses DNA sequences for 

storage. 

[5]By A. El-Kaliouby et al., "Secure storage and 

exchange of genetic data using blockchain 

technology" (2020) 

The authors propose a secure storage and sharing of 

genomic data using blockchain technology. The 

proposed scheme uses a combination of blockchain 

technology and AES algorithm to protect the 

privacy of genomic data. The results of the study 

show that the proposed scheme provides secure and 

efficient data storage and sharing for genomic data. 

 

Andy Extance [14] discussed how they can afford 

to store the genome sequences and other data the 

world was creating a very fast rate. They 

mentioned that DNA storage would be slow and it 

would take hours to store data by synthesizing 

DNA strings with a particular pattern of bases. And 

also if one wants to recover that information, it will 

take more hours as it will require a sequencing 

machine. 

[11]Homomorphic encryption-based blockchain-

based secure genomic data sharing and analysis 

system, S. Choi et al (2020) 

The authors propose a blockchain-based secure 

genomic data sharing and analysis system using 

homomorphic encryption. The proposed system 

uses a combination of blockchain technology, AES 

algorithm, and homomorphic encryption to protect 

the privacy of genomic data. The results of the 

study show that the proposed system provides 

secure and efficient data sharing and analysis for 

genomic data. 

[6]Blockchain technology is used in "A Secure and 

Efficient System for Sharing Genomic Data" by J. 

Kim et al (2019) 

The authors propose a secure and efficient system 

for sharing genomic data using blockchain 

technology. The proposed system uses a 

combination of blockchain technology and AES 

algorithm to protect the privacy of genomic data. 

The results of the study show that the proposed 

system provides secure and efficient data sharing 

for genomic data. 

 

2. Proposed Methodology     

 

The proposed system has been implemented so that 

each user gets their ID. Based on the ID, the upload 

and retrieval of the data are very convenient for the 

user. This system enhances security by 

implementing an AES encryption algorithm which 

may never allow cyber-attacks to happen. The 

encrypted values are controlled by an 

administrative view, which makes it authorized to 

access the file. The user can get the report at a 

reasonable price, which was fixed by the 

administration. In this system, results can take as 

few days to come back from the collection of 

samples. The overall process is monitored with the 

aid of using the administration. This will assist in 

saving from statistical leakage. The collection of 

samples and retrieval of the report is primarily 

based totally on the id. Which will assist in cleanly 

getting the information.  

 

The AES encrypted algorithm is used in this data 

which allows privacy to see the important data. 

With Blockchain technology, each page in the 

ledger of reports forms a block. This block will 

have an impact on the next block or page through 

cryptographic hashing. In other words, when a 

block is completed, it creates a unique secure code, 

which ties into the next page or block, creating a 

chain of blocks or a blockchain. 
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Fig 1: Architecture for Proposed System 

 

Advantages:  

 The overall process is monitored with the 

aid of using the administration. It will 

assist to save you from statistics leakage. 

 The collection of samples and retrieval of 

the report is primarily based totally on the 

id. Which will assist to get the information 

clean way. 

 The encrypted algorithm is used in this 

data which makes it privacy to see the 

important data. 

 Advanced techniques used to achieve 

good accuracy in test reports. 

 These new techniques help to quick these 

processes as much as possible. 

 

Purpose of the System 

 The overall process is monitored with the 

aid of using the administration. It will 

assist to save you from statistics leakage. 

 The collection of samples and retrieval of 

the report is primarily based totally on the  

 id. Which will assist to get the information 

clean way. 

 The encrypted algorithm is used in this 

data which makes privacy to see the 

important data. 

 

Implementation 

 

Phase 1: User 

If a user wishes to register and log in to the user 

page in this module, the user will be sent to the user 

home page, which displays options for the test 

information, test status, request report, payment, 

and download. The user page then uploads the 

DNA sample information after a successful login. It 

typically takes three to five days to receive the 

findings once the user uploads the DNA sample 

data. because DNA testing goes through a lot of 

steps. The admin then changed the test status, 

which will thereafter be updated.  

 

 
Fig 2: User  Dashboard 
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The customers were grateful for this since it made 

it simple for them to determine if the findings were 

ready or not. The user will ask the administrator for 

the report once the findings are ready. The admin 

will react to the user after receiving the request. 

The administrator will next request storage on the 

blockchain, obtain the report data, and establish the 

payment amount for the report data. The user will 

pay the amount in the payment option when the 

admin sets the payment amount to the report data. 

The website will immediately redirect to the 

download page after the payment has been made. 

However using a blockchain approach, the data was 

saved as hash values. Then, after obtaining the key 

from the administrator, download the report's data. 

Phase 2: Admin  

The view research team information, view 

analyzing team details, request, and payment 

update options are presented on the admin home 

page when the admin wishes to log in to the admin 

page in this module. The administrator will then 

review the study team's registration information. 

After the registration information is accurate, only 

the admin will give the go-ahead to continue; 

otherwise, it is forbidden. After that, the 

administrator will inform the study team of the 

DNA sample details.   

 

 
Fig 3:  Admin Dashboard 

 

The administrator will deliver the DNA sample 

information in an encrypted manner by the security 

rules. The administrator will then review the team 

registration information. After the registration 

information is accurate, only the admin will give 

the go-ahead to continue; otherwise, it is forbidden.  

The administrator will then keep an eye on each 

process and update the test status often. After 

receipt of the user's report request, the admin will 

make a blockchain storage request to get the report 

data and establish the payment amount for that 

data. 

 

Phase 3: Researcher 

The registration, see status, decryption, process, 

and transmit options are all presented on the 

research home page when the research team wishes 

to register and log in with their credentials for this 

module. The first research team wishes to fill out 

the registration form with their information. 

Following registration, the research team must wait 

for admin clearance. Once the admin has verified 

that the registration information is accurate, the 

research team will be approved.  

 

 
Fig 4: Decryption Dashboard 

 

After receiving approval, obtain the sample information, which was in an encrypted format. The DNA sample 

information was then decrypted using the resulting decryption key. The study team performs two procedures, 

the first of which is the extraction of DNA molecules from the supplied material. Moreover, the limited sample 

amount results in a low quantity of extracted DNA molecules. so that DNA molecule sequencing and the 

process of replicating may happen. Upload the sequencing information last. 

Phase 4: Analyzer 
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The registration, view status, matching details, and 

report menus are all presented on the analyzing 

home page when the analyzing team wishes to 

register and log in with their details in this module. 

The first analyzing team wishes to fill out the 

registration form with their information. Once 

registration is complete, the admin will review the 

registration data while you wait for their approval. 

The administrator will authorize the analyzing team 

if it is accurate. 

After receiving approval, obtain the sequencing 

information. Afterward, it will take a few seconds 

to match the sequencing information. Following a 

successful match, obtaining the report will take a 

little while. Finally, in the blockchain technique, 

upload the previously created report to the 

blockchain storage. 

 

Phase 5: Utility Manager 

They want users to sign up and log in with their 

credentials. When this happens, the user is 

redirected to the blockchain storage home page, 

where the menus for sending reports, storing data, 

and backing up data are all displayed. Registration 

information for the initial research team and the 

analysis team are both kept separately. then verify 

the user's or the administrator's report request.  

 

 
Fig 5: Block Chain Storage Dashboard 

 

Blockchain storage will transmit report data to the 

administrator if there is any request. The report 

data is then hashed using the private key and saved 

using the blockchain mechanism. The storage 

system also offers a backup. 

 

The process of using data encryption using the 

AES algorithm involves the following steps: 

Step 1: Key Generation : The first step in AES 

encryption is key generation. A secret key is 

required to encrypt and decrypt data. The key must 

be kept secret and not shared with unauthorized 

parties[21]. The key is generated using a secure 

random number generator or a key derivation 

function. 

Step 2: Data Padding : AES operates on fixed-size 

blocks of data, typically 128 bits[19]. If the data to 

be encrypted is not an exact multiple of 128 bits, it 

must be padded to bring it to the required size. 

Padding can be done using standard padding 

schemes such as PKCS#5 or PKCS#7. 

Step 3: Encryption : [8]Once the key and the data 

have been prepared, encryption can begin. AES 

operates on a block-by-block basis, with each block 

being encrypted separately. The encryption process 

involves a series of rounds, with each round 

performing a series of operations on the data. 

Key Expansion: The original key is expanded into a 

set of round keys, one for each round of encryption.  

Initial Round: The first round involves an XOR 

operation between the block of data and the first 

round key. 

Rounds: Each subsequent round consists of four 

operations: SubBytes, ShiftRows, MixColumns, 

and AddRoundKey. These operations combine to 

provide confusion and diffusion of the data, making 

it difficult for attackers to decrypt the data. 

 

Final Round: The final round skips the MixColumns operation. 

I/p Msg.SIZE in(KB) 
AES 

(ms) 
AES WITH DNA Time Diff in ms 

128 182 220 38 

256 210 242 32 
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512 350 372 22 

960 370 389 19 

1028 380 395 15 

Table 1: AES and DNA based AES Encryption 

 

Step 4: Data Transmission - Once the data has been 

encrypted, it can be transmitted over an insecure 

network or stored on an insecure medium[17]. The 

encrypted data and the key should be transmitted 

separately to ensure security. 

Step 5: Decryption :[10] To decrypt the data, the 

recipient uses the same key that was used to  

encrypt it. The decryption process involves the 

inverse of the encryption process, with each 

operation being performed in reverse order. The 

decryption process is identical to the encryption 

process, except that the order of the round keys is 

reversed. 

 

 

 
Figure 6: comparing Encryption using Time Difference Graph 

 

The following steps are involved in storing DNA 

verification procedures using hash values in 

blockchain storage: 

Step 1: DNA Verification Procedure Data 

Preparation : The DNA verification procedure data 

is prepared for storage in the blockchain. This may 

involve formatting the data into a standardized 

format, such as FASTA or FASTQ. 

Step 2: Hash Function Application : A hash 

function is applied to the DNA verification 

procedure data to generate a fixed-length hash 

value. [25]The hash function used should be secure 

and irreversible. Some popular hash functions used 

for this purpose include SHA-256 and SHA-3. 

Step 3: Blockchain Selection : The next step is to 

select a blockchain platform that is suitable for 

storing the DNA verification procedure data using 

hash values. The selected blockchain platform 

should provide high security and privacy, 

scalability, and efficiency. Some popular 

blockchain platforms that could be used for this 

purpose include Ethereum, Hyperledger Fabric, and 

Corda. 

Step 4: Data Storage in the Blockchain : The final 

step is to store the hash values of the DNA 

verification procedure data in the blockchain using 

the developed smart contract[5]. The hash values 

are stored on-chain, which involves storing the data 

directly in the blockchain. 

When the DNA verification procedure data needs 

to be verified, the data is retrieved from its source 

and a hash function is applied to it. The resulting 

hash value is then compared to the hash value 

stored in the blockchain. If the hash values match, 

the DNA verification procedure data is considered 

authentic and verified[3]. 

This process ensures the privacy and security of the 

sensitive DNA verification procedure data while 

also providing a tamper-proof and decentralized 

storage solution. 

 

3. Result and Discussion 

 

In recent years, there has been a lot of interest in 

the application of blockchain technology for the 

secure storage and exchange of sensitive data, 

including data used for DNA verification. In this 

situation, the blockchain's adoption of powerful 

encryption algorithms can greatly improve the 

security of such data. 
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The Advanced Encryption Standard (AES), a 

symmetric-key encryption method, is one of the 

most extensively used encryption techniques. AES 

is a dependable option for protecting DNA 

verification data since it uses a secret key for 

encryption and decryption. 

When implementing AES on the blockchain, the 

encryption and decryption keys are stored in a 

decentralized manner, making it difficult for 

attackers to gain access to them. Additionally, each 

block in the blockchain is linked to the previous 

block using a cryptographic hash function, ensuring 

the integrity and immutability of the data. 

 

However, it is important to ensure that proper key 

management practices are followed to prevent 

unauthorized access to the encryption keys. 

Additionally, regular security audits and updates to 

the encryption algorithms and key management 

practices should be performed to ensure the 

continued security of the data. 

 

Input Data 

 

INPUT DATA DESCRIPTION 

DNA Sample Data The DNA sample to be verified in digital format 

AES Encrpytion Key The Secret key used to encrypt the DNA sample data 

Blockchain 
The network where the encrypted DNA sample and 

verification results will be stored 

 

Output Data 

 

OUTPUT DATA DESCRIPTION 

Encrypted DNA sample 
The DNA sample data encrypted using the AES 

algorithm with the encryption key 

Verification Results 
The result of the DNA sample verification either positive 

or negative 

Access Control Mechanism 

The mechanism that allows only authorized parties to 

access the encrypted DNA Sample data for further 

analysis 

 

Limitation 

 

 Data integrity is difficult to manage and 

maintain in the existing system. 

 Third party auditors can be able perform 

malicious activities. 

 Management problem existing in most of 

the existing public verification schemes. 
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 The existing schemes cannot resist an 

entity that performs malicious activities 

for the process. 

 

4. Conclusion  

 

To store the report, our suggested version used 

blockchain technology. Each page in a ledger of 

reports constitutes a block using blockchain 

technology. As a result of several circumstances, 

DNA testing techniques are necessary for a wide 

variety of scenarios. It may be utilized for research, 

medical analysis, criminal analysis, and other 

applications. Security is typically required in 

certain circumstances. We are attempting to ensure 

security during the DNA testing procedure because 

it is required by our project. Via cryptographic 

hashing, the following block or page may be 

affected by this block.  

To put it another way, each time a block is finished, 

it generates a special security code that connects to 

the following page or block, forming a chain of 

blocks or a blockchain. Also, the use of the AES 

encryption procedure makes the acquisition of user 

personal information and DNA samples very safe. 

Because hackers will attempt to infiltrate a system 

through its weakest spot. Regardless of whether a 

system uses a 128-bit key or a 256-bit key, the 

encryption of that system is often not done in this 

way. Users should confirm that the program meets 

their needs, secures user data as intended, and has 

no flaws in the whole procedure before deciding 

whether to use it. It has since been improved and 

implemented via experimentation for instances 

where it is truly necessary. 
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