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ABSTRACT

The key is an important component for any cryptography algorithms. If the key is breached
by the cyber attacker, then the cyber attacker encrypts the confidential message. In
symmetric cryptographic, only one key is used for encryption and decryption, and it has
weakness of symmetric cryptography. So, the problem can be solved by proposing Advanced
Encryption Standard (AES) which is symmetric cryptography and Paillier system which is a
asymmetric cryptography are used. The private key of AES is encrypted by Paillier
cryptography. The message is encrypted by private key of AES cryptography and the private
key of AES is encrypted by the public key of Paillier cryptography. The computed results are
reported in the form of table and graph.

Keywords: Key Generation, Symmetric Cryptography, Asymmetric Cryptography, AES and

Paillier System.

1. INTRODUCTION

In the recent days, scientific community is doing exhaustive research over the security of
cloud servers, therefore, it is a developing topic of the research. The majority of businesses
are switching away from conventional storage of information to cloud storage, which enables
effective data access at all times and from any location around the globe. The cloud
information is encrypted or decrypted by cryptography algorithms in keeping with approved
standards. The cryptography protects the data stored from illegal access using encryption
techniques. Hybrid cryptography is the idea that incorporates the combination of any two
cryptography algorithms in between symmetric, asymmetric and hash cryptography. Data
transport is taking advantage of unique sessions alongwith symmetrical encryption encourage
using hybrid cryptography.

The data encryption standard (DES) was replaced by the symmetric algorithm known as

AES, which was released by the National Institute of Standards and Technology (NIST) in
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2001 and which is the most well-known symmetric key cryptography techniques, and uses an
identical key to perform the encryption and decryption for confidential information.
According to the size of the key, the AES is divided into three categories: AES-128, AES-
192, and AES-256 in which the numbers 128, 192, and 256 denote the key's size as used in
the cryptographic operation. A homomorphic public key system of cryptography is Paillier's
system. The process of creating the public and private keys begins with the selection of two
sufficiently large prime numbers, such as prn; and prny, that have an equal bit length. Based
on these prime numbers, it generates public key and private key for encryption and
decryption for confidential information. The present paper focuses on how to secure private
key of AES cryptography with the help of Paillier cryptography.

2. RELATED WORK

Several authors have represented several hybrid cryptography algorithms which enhanced the
security for information exchange across communication channels. This section discusses
some of the important work related to the present work. Prakash and Rajput [1] have
proposed hybrid cryptography using AES and Elliptic Curve Cryptography for wireless
senser network. It generates keys by employing the ECC technique and encryption/decryption
of information by applying AES. In the year 2019, Rong-Bing et al. [2] have proposed
method with combination of Paillier algorithm, Horner’s rule and hash function. By the use
of Horner’s rule then use of hash function then size of encryption and decryption were
reduced and provide two-way authentication. Tsai et al. [3] have developed new AES
algorithm with low power consumption for 10T devices. Low-Power Shift-Box, power gating,
and control of power techniques are used in the Low-Power AES Data Encryption
Architecture (LPADA), which lowers the amount of power used by AES when performing
data encryption. Mohamed et al. [4] have discussed various types of hybrid cryptography for
various domain and find that combination of AES and ECC hybrid cryptography very
popular hybrid cryptography. Patil and Bansode [5] have proposed hybrid cryptography
combinations of AES, Elliptic Curve Cryptography and SHA-256. It was discussed that the
proposed method has better performance than existing algorithm for text and images data. It
is providing more efficient encryption and decryption for textual information. Ghosh et al. [6]
have discussed hybrid cryptography technique which secure, low-cost communication and
emphasises on time consume during encryption and decryption. Ogunseyi and Bo [7] have
discussed to reduce decryption time for Paillier cryptography and decryption complexity is

O(log n) in relationship between size of input and time taken by decryption. In the year 2020,
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Kumar and Saxena [8] have implemented a hybrid strategy in the manner of an algorithm to
secure data with high integrity, speed, and secrecy. Bharathi et al. [9] have proposed a hybrid
cryptography which is used AES, DES and RSA cryptography for encryption and decryption.
Before transmission data is divided in to three parts and each part encrypted by AES, DES
and RSA. The key is used to in the image by LSB stenography. Bermani et al. [10] have
implemented method for data security strategies where data is encrypted using a hybrid
cryptographic method made up of the Message-Digest algorithm (MD5), Blowfish, and
Advanced Encryption Standard (AES). As a result, this kind of technology offers quick and
reliable data encryption. By applying hex code operations to the encryption, the hybrid
Paillier cryptosystem approach is applied to cut the number of bits from the encryption
process-text [11]. In the year 2021, Algarni [12] has discussed, to handle data created from
various data sources or users in the cloud without first decrypting it. Such a strategy is used to
safeguard data from assault and make encryption more difficult to preserve privacy. Seth et
al. [13] have discussed, hybrid cryptography based on Blowfish and Paillier cryptography and
analysed of security, attacked. Without compression, Paillier and Blowfish take around 2.5
times longer for encryption data than RSA-AES. Other important reference is Paillier

cryptosystem[14].

3. METHODOLOGY

The proposed method, provides hybrid cryptography which is used through AES and Paillier
crypto systems. Let us first describe the Paillier asymmetric cryptography whose algorithm is

given below:

3.1 AES Cryptography

AES [3] cryptography is a symmetric cryptography which uses only one key for encryption
and decryption both. AES cryptography has three key sizes of 128, 192 and 256 bits. At the
time of encryption, each block is treated by AES as a 16-byte matrix in a column-major
configuration 4 bytes x 4 bytes = 16 bytes = 128 bits. Each rounds takes four actions such
that SubBytes, ShiftRows, MixColumns, and Add Round Key except and last round does not

have MixColumns.
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3.2 Paillier Cryptography
Initially Paillier cryptography takes two prime numbers of equal length of size and performs
multiplication operation between prime numbers. Define L(x) =x-1/n and calculate prk=
(LCM (prni-1, prnp-1)) for private key. In the following algorithm, LCM denotes Least
Common Multiple and selects a random number positive number g between 1 to n% In the
next step, calculate modular multiplicative inverse as u= (L(g"™* mod n?))™. Public key and
private key which are pub_key (n,g), pub_key (n,g), respectively. In the final step, encryption
is done by public key and decryption is done by private key. The Paillier cryptography [14]
describes below in brief:
Key Generation()

Two large prime number prn; and prn,

To check GCD(prny,prny(prni-1)(prnz-1))= 1, if not, again take two prime number

Compute n=prn;*prn;

Define L(x) =x-1/n

Compute prk= (LCM (prn;-1, prn,-1))

Select random integer number g, g € Z*n

Calculate u= (L(g"™* mod n?)*

Public key =pub_key (n,g)

Private key = pri_key (u, prk)
Encryption()

m = Message , 0 <=m<=n

Select random r, O<r<n and r € Z*n

Compute ciphertext cipher_text = g™.r" mod n?
Decryption()

Compute message m=L(cipher_text"® mod n?).u mod n
3.3 Hybrid cryptography
In the following figure 1, RAM generates keys which are shared over the internet. SHYAM
generates a key and encrypts the message and private key of AES. The cipher text of message
and private key are shared over the internet. RAM receives both cipher texts, firstly decrypts

private key of AES and the message is decrypted by AES.
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RAM SHYAM
K illi 0 Key_gen_by_AES()
ey-gen_pailler( pub)‘e““ priv_key_aes(aes_key)

Pub_key(n,g)
Priv_key(prk)

sl AEScipher= ENC s, AEs,Priv,key(Mﬁssage)
Pg,%“’ AES_Keycipher= ENChpaitier, pubkey(priv_key_aes)

M eSSﬁge= DECAES, prav_key,zes(AESCipher)

Figure 1. Proposed Method

The algorithm of proposed method is given below:

Step 1. consider two large prime number prnl and prn2;

Step2.
Step3.
Step4.
Stepb.
Step6.
Step7.
Step8.
Step9.

check if GCD(prny,prny(prni-1)(prn,-1))= 1, then goto Step?2. else Stepl.;
compute n =prni*prny;

define function L(x) =x-1/n;

compute prk = (LCM (prn;-1, prn,-1));

select random integer number g, g € Z*n;

calculate u= (L(g"™ mod n?))* ;

public key =pub_key (n,g);

private key = pri_key(u,prk);

Step10. share the public key over internet;

Stepl1. AES generate private key, priv_key aes(aes_key)
Steplz. AESCipher: ENCAES’ priv_key_aes (Message)

Stepl3. AES_KeYCipher: ENCoraillier, pubkey(priv_key_aes)

Stepl4. aes_key = DEChrailiier, Priv_key (AES_Keycipher)

Step15 message: DECAES, priv_key_aes (AESC|pher)
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In the proposed method, initially public and private keys are generated by Paillier
cryptography. The public and private keys represent pri_key(u,prk) and pri_key(u,prk)
respectively. The public key is shared by the receiver (RAM). The sender (SHYAM) is
generated private key as priv_key aes(aes_key) by AES cryptography and the message is
encrypted by AES. The private key of AES is encrypted by the public key of Paillier
cryptography and sends encrypted message as AEScipner and encrypted private key as
AES_Keycipner 0f AES over insecure channel. At another end, the receiver (RAM) is
decrypted private key of AES by private key of Paillier cryptography. The message is
decrypted by private key of AES.

4. RESULTS AND DISCUSSION

AES cryptography has three versions which are based on size of key such that 128,192, and
256 bits. When the sender sends encrypted message which is encrypted by AES and at the
same time, private key of AES is encrypted key by public key of Paillier cryptography. At
the receiver side, the receiver firstly decrypts private key of AES by Paillier cryptography
and then message is decrypted by AES cryptography. The experiment has completed in the
environment of Windows 11 operating system with the help of Python programming
language with 3.10.6 version.

Table 1. Comparison of Key Length for AES, Paillier and Hybrid Cryptography

AES (In Bits) [3] Paillier (In Bits) [14] | Proposed Method (In Bits)
(AES + Paillier)
128 128 512
128 256 1021
192 512 2047
256 1024 4093
256 2048 8186

The proposed method provides length of private key is higher and if AES cryptography is
used 128 bits length of private key is needed while for Paillier cryptography, it is 128 bits
length but when the present method (AES + Paillier System) is used then shared key becomes
512 bits length. The similar interpretation is given for the other bits length. The graph is
representing the relationship between length of private key of AES, length of key of Paillier
cryptography and length of key of the proposed method.
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Figure 2. Comparison of the key lengths in bits for the AES cryptography, Paillier
cryptography and Proposed Method

The figure 2 shows that the size of key of proposed method is increasing in the
exponential manner in the respect of AES and Paillier cryptography. Blue color line
represents AES, Orange color represents Paillier cryptography and gray color represents

proposed method.

CONCLUSIONS AND FUTURE SCOPE

All the symmetric cryptography algorithms have use of one common weakness such that
one key for encryption and decryption while the proposed method enhanced the AES
cryptography with the help of Paillier cryptography and provides mutual authentication
between sender and receiver. In the future, this proposed method can be enhanced for
symmetric cryptography by the use of Paillier cryptography and cane be implemented for
different types of data analysis for CPU utilization, security and compute throughput in

different types of environments.
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