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Abstract: Lightweight cryptographic model was an algorithm tailored for implementation in 
limited environments devices. However, the aim of applied lightweight cryptography is to 
use it in equipment with limited requirements (memory, power, size). The goal of NVLC has 
been a lightweight cipher that applied with a high level of security in the low-resource 
device. The proposed is described the new block cipher called NVLC, uses round function 
can be repeated as many times as necessary for more security. The algorithm worked with 
block symmetric cipher 64-bit and 80-bit/128-bit of the key used SPN structure. 
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1. INTRODUCTION 

 
 Light weight cryptography is the requirement of cryptography .becouse normal cryptography 
algorithms can be too slow ,too big or too energy consuming .this problem eliminate by light 
weight cryptography[1] .Light weight cryptography reduce key size ,cycle rate ,throughput 
rate, power consumption and area which are measure in gate equivalence(GE). It is generally 
defined for resource constrained device. It is a key tool for building robust security 
solution[2] for pervasive device. Light weight cryptography does not apply difficult 
algorithm . It is use simle algorithm .Light weight algorithm are very low requirement to 
main resource for target devices .genrally two types of light weight cryptography symmetric 
and asymmetric cipher. 
 
Figure. 1 
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II. Symmetric ciphers 

Symmetric ciphers can be classified as (streamand block cipher). Each one of them has a lot 
of known algorithms that are used in a security of data and information, A lot of works on 
symmetric ciphers are published during the past twenty years. As a result of most main 
applications of symmetric ciphers use the software system, it’s no surprise that around all 
algorithms for example, the (AES) have been developed with good software performance in 
mind. The paradigm shift that we tend to foresee can probably cause an increasing demand 
for light-weight ciphers that perform well in H/W Therefore, we tend to focus here in 
recently published works on ciphers that were developed for minimal H/W requirements 
namely, Present Lightweight cryptography standards developed in (ISO/IEC JTC SC27) 
cover the necessary symmetric key based primitives Block cipher, stream cipher, hash 
function, and MAC[3]. The standards cover a relatively large range w.r.t. the hash value, key 
size, block size, etc. Public key based algorithms are mainly for authentication purpose 
designed for specific applications (radio frequency identification (RFID)), contactless 
transaction, and sensor networks). As the standard symmetric algorithms like advanced 
encryption standard (AES) cannot fit in these low cost small devices[3]. The cryptographic 
community has recently responded by designing a number of lightweight symmetric 
primitives appropriate for constrained environments Encrypted and decrypted using same 
key. it transform plaintext into cipher text using a secret 
key . 
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Types of symmetric cipher  
 

 
 
(a) Stream cipher 

 A stream cipher is a type of symmetric encryption in which data is encrypted one bit or some 
time one byte at a time[18]. example of stream ciphers include SEAL, TWOPRIME 
TYPES OF STREAM CIPHER. 
(1).Synchronous stream 
(2). Asynchronous stream 
In synchronous stream ciphers where the key stream depends only on the key 
A synchronous stream cipher where the key steam also depend only ciphertext. 
(b) Block cipher  

A block cipher is a method of encrypting text to produce ciphertext in which a cryptographic 
key and algorithm are applied to a block of data at once as a group rather than to one bit at a 
time .example 64 contiguois bit. 

Types of block cipher. 
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II. ASYMMETRIC CIPHER 

Among public key algorithms, established families of factual relevance: Rivest Shamir 
Adleman Elliptic curves, and discrete logarithms. Elliptic curves are tack into account the 
most attractive family for embedded environments attributable to its relatively lower 
computational requirements and smaller operand lengths. Elliptic curves have been accepted 
commercially and has adopted by standardizing bodies like the American National Standards 
Institute ANSI, the Institute of Electrical and Electronics Engineers, the International 
Organization for Standardization ISO, the Standards for Efficient Cryptography Group 
SECG,and the National Institute of Standard and technology. Cryptography is that the 
practice and study of hiding  information. It is   the science of reworking message to form 
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them secure and resistant to attack. In cryptography, the original message is converted into 
other message at encryption side and converted into an original message at the receiver side. 
For constrained devices, normal cryptography algorithms can be too slow, too big or too 
energy-consuming. The term light-weight cryptography studies New algorithms to outdo this 
problem. Light-weight cryptography is generally defined as cryptography for resource- 
constrained devices,for which RFID tags and WSN are typically mentioned as 
examples.Light-weight encryption is a junction of two terms "Light and weight”, and it is a 
sector of a classical cryptographic algorithm.Light-weight encryption and decryption are 
implemented on platforms as well as hardware and software. In this paper, present analyzing 
study on the common use of recent hardware H/W and software S/W implementations of 
symmetric as well as asymmetric ciphers. The design of Internet of Things (IoT) is a copy of 
the computer everywhere possible. The spread of RFID, sensors and embedded systems is 
increasing in cars, smartphones, and others. It has become an inevitable fact that IoT is 
widely applied to social life applications such as smart grid, intelligent transportation, smart 
security, and smart home “as shown in fig. below”. In addition to these applications, Access 
cards, bus cards, and some other small applications are applied. 

 
Lightweight cryptographic model was an algorithm tailored for implementation in limited 
environments devices. However, the aim of applied lightweight cryptography is to use it in 
equipment with limited requirements (memory, power, size). Also, lightweight cipher must 
cope with the tradeoffs among security, cost, and performance as shown in fig below. 
Moreover, there is a real problem to provide security in such a low-end device. There are 
some design conditions, such as constrained environment must have a small footprint, low 
power, and energy consumption, and satisfactory speed 
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The proposed cipher inherited most of its main characteristics from the previous developed 
cipher likewise. These structures specify the general form of the work of the algorithm. 
Type:   Symmetric block cipher 
Structure:  Substitution Permutation Network 
Data size:  64-bit 
Key length:  80-bit or 128-bit 
No. of rounds:  6 rounds is enough to maintain the security of data, and to increase the 
data security we can applying 20 rounds 
 

IV. The Encryption Algorithm 
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MixCol & Shifting Layers 
MixCol & Shifting Layers 
MixCol & Shifting Layers 
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V. The Decryption Algorithm 

 
 
VI. Analysis Algorithm 

While keeping the dimensions of the lightweight cryptography, proposed algorithm designs 
aim to offer a high level of security. The cipher is designed adopting the theory of provable 
security against differential and linear cryptanalysis. The suggested cipher presents a full 
diffusion feature to prevent shortcut attack accumulation. The power was consumed in NVLC 
algorithm is 1.83 µW with the frequency of 100 KHz 
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Algorithm Key Block size S-Box Area in GE 

Power 

Consumption 

AES-128 128 128 256 3600 0.35 µm 

DESL 56 64 8×16 2310 0.18 µm 

Hummingbird 128 16 4×16 2159 0.13 µm 

PRESENT-80 80 64 16 (4 group) 1570 0.18 µm 

SFN 64 64 16 1877 0.18 µm 

NVLC 80 64 16 1134 1.13 µm 

 
 
VI. Results & Conclusion 

 
The goal of LWC has been a lightweight cipher that applied with a high level of security in 
the low-resource device. The proposed is described the new block cipher called NVLC, uses 
round function can be repeated as many times as necessary for more security. The algorithm 
worked with block symmetric cipher 64-bit and 80-bit/128-bit of the key used SPN structure. 
Pervasive computing permeates our lives, bringing us nearer to the vision of embedded 
devices This significant change in the usage and the form number of computing devices 
produce new challenges in terms of the security of their resources, as well as the connection 
data that are stored or transmitted. The scientific aspect of using light-weight cryptography 
that the LWC has become a branch of the modern cryptography and new brand in the 
analysis of moving towards modern security compared with other systems that do not have 
the term lightweight cryptography. Provide that the lightweight cryptography is an 
improvement to a classical or a traditional security when we get the same characteristic 
 of the latter one but with high speed minimum time high performance and low cost. We 
reach in this survey to the scientific thinking aspect of using light weight cryptography 
presented a survey of light weight cryptography implementation and had drawn about the 
various ultra light weight block ciphers whose  goal is to be software and hardware efficient. 
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