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Abstract— with the rising demands of secure and efficient data
transmission in presence of uncertain vulnerabilities residing in large
network of Internet-of-Things, the evolution of multiparty-based
authentication system is spontaneously increasing. Review of existing
research methodology on same direction is carried out to find that there
are still wide opportunities of improvement owing to various identified
research issues associated with it. Hence, the proposed scheme
presents a novel and secure computation scheme for multiparty-based
authentication in order to promote higher degree of privacy while
retaining ownership of intellectual property. The scheme performs this
task by introducing primary and secondary optimization method which
is meant for strengthening the encryption system by constructing a
robust trapdoor function for secure validation of signature acting as
proof of transaction towards non-repudiation. The benchmarked
outcome shows that proposed scheme offers better performance in
contrast to existing scheme.
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Privacy, Trapdoor Function, Proof of Transaction, Non-Repudiation

l. INTRODUCTION

Multiparty authentication in the context of the Internet of
Things (10T) refers to a mechanism where multiple entities or
parties participate in the authentication process to establish trust
and ensure the secure communication between 10T devices
[1][2]. 1t goes beyond the traditional two-party authentication,
which typically involves a client and a server. In 10T scenarios,
multiparty authentication becomes relevant when multiple
devices or entities need to authenticate each other before sharing
sensitive data or engaging in secure transactions [3]. Here are
some key aspects of multiparty authentication in loT are as
follows. The first key aspect is multiparty authentication that
involves more than two entities participating in the
authentication process [4]. These entities can include loT
devices, gateways, cloud services, or other entities involved in
the loT ecosystem. Each entity verifies the identities of others
before establishing trust. In multiparty authentication, mutual
authentication is performed, meaning that each entity verifies the
identity and authenticity of others involved in the
communication [5]. It ensures that all parties involved can trust
each other before engaging in data exchange or other
interactions. Further, the authentication process in multiparty
authentication aims to establish trust between the participating
entities [6]. Trust can be established through various means,
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such as digital certificates, shared secrets, cryptographic
protocols, or trusted third parties. The next important aspect is
about secure key exchange [7]. Multiparty authentication often
involves the exchange of cryptographic keys between the
entities to ensure secure communication. Key exchange
protocols, such as Diffie-Hellman key exchange, are commonly
used to establish shared secret keys securely [8]. The next
essential aspect is hierarchical or distributed trust models [9]. In
IoT ecosystems, multiparty authentication may involve
hierarchical or distributed trust models. Hierarchical models
utilize trusted entities or central authorities to authenticate and
vouch for the identities of other entities. Distributed models
leverage consensus algorithms or blockchain technology to
establish trust among the entities without relying on a central
authority. Multiparty authentication mechanisms in 10T should
be scalable to handle large numbers of devices and entities [10].
As the number of IoT devices increases, the authentication
process should be able to accommodate the growing ecosystem
without compromising performance or security. Further, privacy
is a crucial aspect of multiparty authentication in 10T [11]-[14].
The authentication process should ensure that entities can prove
their identities without revealing unnecessary personal or
sensitive information. Techniques like anonymous credentials or
zero-knowledge proofs can be employed to address privacy
concerns.

Hence, multiparty authentication in I0T plays a vital role in
ensuring the security and trustworthiness of 10T deployments.
By involving multiple entities in the authentication process, it
strengthens the overall security posture and enables secure
interactions within the loT ecosystem. However, it involves
various challenges too. Therefore, the proposed scheme
contributes towards a novel design of multiparty authentication
scheme which is meant to offer a good balance between potential
security features as well as data transmission performance of
10T. The study further benchmarked its outcomes with existing
scheme to showcase its strength and effectiveness. The
organization of this manuscript is as follows: Section Il presents
discussion of review of literature followed by highlights of
research problems in Section I11. Section IV presents discussion
of adopted research methodology while discussion of
accomplished results is carried out in Section V while conclusive
remarks of proposed model is carried out in Section V1.
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Il.  REVIEW OF LITERATURE

At present, there are various multiparty-based authentication
scheme being introduced in existing scheme focusing on use-
case of loT-based environment. Shu et al. [15] have presented
a blockchain-based certificateless scheme towards signature
focusing on securing cyber physical system. The idea of this
implementation is towards authenticating varied entities along
with sharing information in healthcare domain. Similar
adoption of blockchain is also noted in work of Rathod et al.
[16] for incorporating secure communication in 5G networks.
The work carried out by Zhang et al. [17] have used
certificateless encryption scheme for performing authentication
associated with 10T devices to protect from various adversaries.
Further adoption of certificateless scheme is witnessed in work
of Xiang et al. [18] in order to resists replacement key attacks
on certificateless signature schemes. Sahu et al. [19] have

presented a key-agreement protocol for strengthening
authentication of multiparty in loT using identity-based
encryption. Feng and Si [20] have wused searchable
cryptography using certificateless scheme for authentication of
public key where a stochastic predictive model is constructed to
resist guessing attack. The work of Wu et al. [21] have
presented a unique authentication scheme using signcryption
scheme for better stability and consistency in service delivery.
Lee et al. [22] have presented a random scheme of signature
management in 10T using certificateless scheme integrated with
key generation center where aggregation is carried out in
gateway node to resists replacement attack and rogue key
generation center. Tan et al. [23] and Khalid et al. [24] have
presented another set of unique schemes to strength the security
perspective of 10T in order to improve authentication. Table 1
highlights the strength and weakness of existing schemes.

Table 1 Summary of Existing Approaches

Authors Problems Methodology Advantage Limitation

Shu et al. [15] Secure storage in | Blockchain Computationally No benchmarking
cyber physical efficient
system

Rathod et al. [16] Privacy in data | Blockchain Higher training | Computationally
sharing accuracy expensive with

higher iteration

Zhang et al. [17]

Secure transmission

Certificateless
encryption

Offers highly secure
communication

Not applicable for
heterogeneous
network

to concurrent users

signcryption

continuity of service

Xiang et al. [18] Secure Certificateless, Offers security from | Induces complexity
communication Elliptical Curve | lethal threats and overhead
Encryption
Sahu et al. [19] Key agreement Identity-based Reduced power | Not analyzed over
encryption consumption heterogeneous
nodes
Feng and Si [20] Low adaptivity of | Searchable Simplified security | Attack-specific
certificateless encryption, model to implement | solution
scheme Stochastic
prediction
Wu et al. [21] Security issues due | Certificateless Better stability and | Demands memory to

manage keys

key encryption

authentication

Lee etal. [22] Security threats in | Certificateless Strengthens  non- | Attack-specific
certificateless Signature scheme repudiation solution
scheme
Tan et al. [23] Signature Collaborative Applicable for | Induce complexity,
verification signature multi-device not scalable
collaborative
signing
Khalid et al. [24] Edge security Conventional public | Secure mutual | Not applicable for

heterogeneous
network
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I1l.  RESEARCH PROBLEM

Multiparty authentication in IoT poses several challenges due
to the complexity and diverse nature of 10T ecosystems. Here
are some key challenges associated with multiparty
authentication in 10T:

e Scalability: 10T systems often involve a large number of
devices and entities, making scalability a significant
challenge. Multiparty authentication mechanisms must be
able to handle the increasing number of entities and devices
efficiently without compromising security or introducing
significant delays in the authentication process.

e Heterogeneity: 10T ecosystems consist of diverse devices,
platforms, communication protocols, and authentication
mechanisms. Integrating multiparty authentication across
this heterogeneity can be challenging, as different devices
may have varying capabilities and security requirements.
Ensuring interoperability and seamless authentication
among different entities is a complex task.

e Resource Constraints: Many IoT devices have limited
computational power, memory, and energy resources.
Multiparty authentication mechanisms need to be
lightweight and resource-efficient to operate effectively on
resource-constrained devices. Efficient cryptographic
algorithms, optimized protocols, and smart resource
management techniques are required to address these
challenges.

e Key Management: Multiparty authentication often
involves the exchange and management of cryptographic
keys among multiple entities. Key distribution, storage,
and revocation become complex tasks, particularly in
large-scale 10T deployments. Robust key management
mechanisms are necessary to ensure secure and efficient
key exchange while considering the dynamic nature of loT
environments.

e Trust Establishment: Establishing trust among multiple
parties is a critical aspect of multiparty authentication.
However, determining and verifying the trustworthiness of
each entity in a decentralized loT ecosystem can be
challenging. Ensuring the integrity and authenticity of each
participating entity, especially in the absence of a
centralized authority, requires careful design and use of
trust models and mechanisms.

e Privacy and Data Protection: Multiparty authentication
should address privacy concerns, as loT systems often
handle sensitive and personal data. Balancing the need for
authentication while protecting user privacy becomes
crucial. Privacy-enhancing techniques, such as anonymous
credentials or secure protocols that minimize the disclosure
of personal information, need to be incorporated into
multiparty authentication schemes.

e Security Vulnerabilities: The complexity and
interconnected nature of 10T ecosystems increase the attack
surface and expose potential security vulnerabilities.
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Multiparty authentication mechanisms need to address
various security threats, including impersonation attacks,
man-in-the-middle  attacks, replay attacks, and
compromised devices. Robust security measures, such as
strong authentication protocols, secure communication
channels, and continuous monitoring, are essential to
mitigate these risks.

e Usability and User Experience: 10T devices are often
designed for user convenience and ease of use. However,
multiparty authentication mechanisms should not introduce
complexity or burdensome authentication procedures that
hinder user experience. Striking a balance between security
and usability is critical to ensure that users can easily
authenticate multiple parties without compromising
security.

Addressing these challenges requires a comprehensive
approach that combines cryptographic techniques, standardized
protocols, secure key management, efficient resource
utilization, and robust trust models. As the loT ecosystem
continues to evolve, ongoing research and innovation are
needed to overcome the challenges and ensure the secure and
seamless authentication of multiple parties in loT
environments. The next section discusses about the proposed
solution in terms of research methodology in order to address
the above-mentioned research issues.

IV. RESEARCH METHODOLOGY

The core aim of the proposed study is to introduce a

computational model in order to improve the non-repudiation

perspective using multiparty computation system considering
case study of loT. In order to accomplish this research aim,
following implementation objectives has been set:

e Framework for Multi-Party Computation System for
1oT: A novel baseline architecture has been constructed
towards multiparty computation in 10T. The model is
characterized by novel key management, shared memory-
based computation, transformation-based encryption. The
study outcome has shown reduced delay, faster algorithm
processing time, and minimal overhead. A research journal
by title “Framework of Multiparty Computation for Higher
Non-repudiation in Internet-of-Things (IoT)” is published
for this objective most recently [25].

e Framework for Optimizing Multi-party Computation:
The prime goal of the current work being carried out is to
perform further optimization of the multi-party based non-
repudiation system. This part of the study focuses on the
fact that cloud computing, which basically host loT
environment is highly vulnerable to various threats as well
as various other threats associated with it. This part of the
proposed system is basically intended for incorporating
optimization process in the multi-parties validation scheme
targeting better form of non-repudiation along with
privacy. Fig.1 highlights the schematic diagram which
shows that a transmitting 10T node forwards its data to the
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authentication module which further process this data to
the multi-parties. This processing generates a multi-party
data which will be subjected to the primary optimization, a
kind of a trap door function development to ensure for
forward as well as backward secrecy. The idea is also to
ease down the process of encryption approach to be
followed in next step. The proposed system also offers a
novel encryption mechanism using modified public key
encryption. This is further processed for secondary
optimization that ensures that a better form of key
management can be constructed. The secondary
optimization block is responsible for ensuring the privacy
factors of all the multi-parties involved in it. Finally, the
encrypted data goes to the receiving 10T nodes.

Transmitting loT node

!

Authentication

M1 Primary Optimization

M1
—>| Multi-party data |
. Y
|Secondary Optimizationl
M1

A

Novel Encryption
Algorithm

Receiving loT Node

Fig.1 Proposed Research Methodology

The prime novelty of this part of implementation is about the
mechanism of authentication being carried out by multi-parties’
modules. This makes the process run over distributed system
where authentication and authorized data / service relay is
carried out concurrently, which is an indicator of better form of
non-repudiation performance over cloud environment.
Algorithm for Primary Optimization

Input: n(number of 10T nodes), m (number of multiparty
nodes)

Output: Encgata (transmission of encrypted data)

Start

1. Fori=1:n

For j=1:m

3 j=>f()
4, I € Priviey
5. i=>ds(b1, b2)
6

7

8

N

If cond;=cond:
flag ‘authenticate msg’
End
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9. j=>fA()

10. CN<fi(i)
11. CN->j(ENnCyaw)
12. End

13. End

End

The discussion of the above algorithm is as follows: The

algorithm takes the input argument of n (number of 10T nodes)

and m (number of multiparty nodes) in a defined simulation area
which after processing yields an outcome of EncCgaa

(transmission of encrypted data). The complete internal

operational steps of the algorithm can be discussed under

following sequential processes:

e Initialization of Primary Optimization: Under this
process, the proposed scheme considers that secure
encryption and key management process is being carried
out by core node and multiparty authority and not the other
regular 10T nodes. An explicit function fi(x) is developed
(Line-3) which carries out following operation on its input
of i 10T device viz. i) a security key s is generated in order
to carry out a simplified public key encryption of the data
packet, ii) the function generates pairing attributes (ai, az,
as, a4, as, as, and ay), iii) the function selects dual methods
for performing hashing i.e., P (=aig)and p (=a1.) for that
maps the data in as attribute and maps input towards an
output with uniform constant length respectively. iv)
configures a public key Pubyey=r.y, where r and y represents
a random number and generator of as attribute respectively,
v) finally an 10T device is loaded with all these system
attributes. It should be noted that multiparty authority
performs this task of pre-allocating the security tokens to
all the 10T devices prior to communication.

e Management of Secret Key: In this process, the 10T node
i extracts its private key priviey (Line-4). The private key is
obtained by multiplying random number r with hashed
value obtained by concatenating identity of specific loT
node and its timestamp. This information of private keys
can be obtained from the supreme token B and identity
information of the specific loT device. The next
consecutive process is related to generation of two
attributes by and by as follows:

bi=p.concat(EncCgaa, t, 1)

b2:b1-priney+randloTnode-Y (1)

In the above expression (1), the computation of first
attribute b is carried out considering specific hash function
p over the value obtained by concatenating encrypted data
ENncyata, time stamp t, and a variable = obtained by
exponential operation i.e.,, = =(y, y)*. The algorithm
generates digital signature ds using b, and b, attribute
which is computed by the 10T node i (Line-5). The next
part of the implementation is associated with the
verification process by formulating two logical condition
cond; and cond, which are both associated with verifying
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7 attributes (Line-6). For this purpose, the attribute  is split
into two part i) original m; and ii) computed m’.[mi"=(y,
v)"*=mi]. The condition cond; will represent hashed value of
concatenation of EnCgata, t, and 7i” while condition conds
will represent hashed value of concatenation of Encgat, t,
and m; which is also equivalent to b; attribute of digital
signature (Line-6). If these conditions are found to be valid
than the system flags that message is authenticated (Line-
7). In the consecutive steps, the multiparty j broadcast its
identity, a single-session random number, and initiating
time to be used for signing the digital signature using a
function f(x) as exhibited in Line-9. Finally, a core node
CN is selected from the normal loT device randomly
consisting of higher resources. A new function f3(x) is used
for this purpose which performs. In order to choose a role
of CN, all the 10T devices chooses an arbitrary number and
compares this with a threshold. For all the nodes whose
value is found to be less than this threshold is considered
as CN. Finally, CN forwards the encrypted data EnCgat to
the multiparty which then forward it to the gateway node
(Line-11) and this completes the primary optimization
operation.

Algorithm for Secondary Optimization

Input: n(number of 10T nodes), m (number of multiparty

nodes)

Output: Encgaia (transmission of encrypted data)

Start

1. For i=1:n

2. Forj=1:m

3 j=>1a(i)

4 I € Priviey

5. hor>(Cs) ™

6. Aon>(C5) *ff

7 If conds=cond.

8 flag ‘authenticate msg’

9. End

10. CN->j(Encgan)

11. End

12. End

End

The prime task of the above-mentioned secondary optimization

algorithm is towards optimizing the operation of the internal

processing associated with proposed loT based communication

system. The agenda of the secondary optimization algorithm is

to minimize the cost of signing of signature along with storage

and computational burden of primary optimization algorithm.

¢ Initialization of Secondary Optimization: Nearly similar
steps are performed during secondary optimization where
the multiparty authority implement a function fi(x) as
exhibited in Line-3 which is nearly equivalent to prior
function f1(x) with slight changes as following: i) a security
token s; is generated by the proposed encryption method,
ii) an arbitrary generator cs is selected from the
multiplicative group of finite field c; followed by selection
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of r random number with supreme token B, iii) an arbitrary
number c7 is selected for generating a private key for each
10T device considering P as hash operator, iv) finally, the
10T is preloaded with attributes attr. In case of secondary
optimization, the attributes selected are attr(SO)=(c1, Cz, Cs,
Ca, Cs, Cs, C7, Cg), Where eight attribute elements represent
security token s;, integer corresponding number of security
token, multiplicative group, q prime order, arbitrary
generator of multiplicative group, arbitrary number
selected by key generator, random number for private key
generation, and hash operator for mapping strings of
multiplicative group P respectively. In the prior discussion
of primary optimization algorithm, it was stated in
initialization step that pairing attributes (a1, a., as, a4, as, as,
and a7) which represents first prime order, second prime
order, elliptical curve, finite field, subgroup of elliptical
curve and finite field, subgroup of finite field, and
generator of pair map. While the discussion of the
secondary optimization scheme has been carried out
considering initialization step of attributes (c1, ¢, Cs, C4, Cs,
Cs, C7, and cg). One important fact to be known is there are
7 pairing attributes and 12 system attributes attr(PO) used
in primary optimization (Fig.2(b)), while there are only 8
system attributes attr(SO) used in secondary optimization
(Fig.2(a)). Therefore, there is difference in attributes opted
in previous primary optimization algorithm and secondary
optimization algorithm, which is as shown in Fig.2.

EN a a a a ]

Prime order p | Prime order g Elliptical Curve Finite Field F, G1:Subgroup of | G2: Subgroup of
E ElFp Fp
o: generator of| Security |  Integer to P: Hash operator for | r: random P input mapping for
) . ) - output with constant
pairmap | token s, |represent s, size|string mapping for G1| number length
a 3 a an a1 an
(a) system attributes for primary optimization, attr(PO)
& G ] G4 Cs
Security token ) G:finite . g: random
Integer to represent s, size . Prime order g
St cyclic group generator of G

r: random number

ri: random number for private key| P: Hash operator for string mapping
generation for G1

Fig.2

Cs cr Cs
(b) system attributes for secondary optimization, attr(SO)
Elements involved in system attributes attr

Therefore, from Fig.2, it can be said that secondary
optimization has inclusion of a smaller number of system
attributes compared to primary optimization. It should be
noted that attributes are preloaded within the 10T device
prior to communication as a part of security configuration
in proposed scheme in both the optimization schemes. The
next part of the implementation is associated with
extraction of private key (Line-4) by the i" IoT device,
however, there is a difference the security token st in
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secondary optimization is considered with two attributes
ie.,
$(SO)=(y1, ¥2) )

In the above expression (2), the first variable y; represents
random generator of multiplicative group G while the
second variable y, represents summation of ri i.e., random
number for private key generation and hashed value for y;
and identity information of IoT node multiplied by random
number r and modulus of second prime order g.

e Management of Secret Key: The part of proposed scheme
is to perform the signing process considering two network
condition:

o Signing during peak traffic condition: This
process of signing is carried out during the
situation when the normal data transmission is
affected temporary due to variable reasons. In this
case, the IoT device generates Ao Signature
considering timestamp associated with the
transmission while the information of signature is
stored to be processed during normal traffic
condition. The signature generated is represented
with respect to timestamp t; of 10T device while
the process of signing can be carried out by loT
device or by multiparty authority too during peak
traffic condition (Line-5).

o Signing during normal traffic condition: This
process of signing is carried out during the normal
stream of transmission among the 10T devices in
regular case of networking. According to this
scheme, a signature Aon IS generated using two
parameters viz. i) c¢s i.e., random generator of
cyclic group and first hashing operator P applied
on encrypted data Encgaa and identity of 10T node
to offer a dual layer of encryption-based security
(Line-6).

The next task is associated with the authentication of the

validity of the signature which acts like a proof in order to

ensure non-repudiation. Similar to primary optimization, two
different conditions are assessed and compared i.e., conds and
conds (Line-7). The first condition conds and second condition

conds is shown in expression (3)

conds=\on, rand(P).cs(pi, P(rand, identity of node))

conds=(cs) 3)

If the above both conditions are found to be valid, then system
consider it as authenticate message (Line-8) followed by
transmitting the encrypted data from core node to multiparty
node j which further forwards it to gateway node. It should be
noted that multiparty authorities are many in number which is
designated as single entity as it is a part of service provider. The
next section discusses about the accomplished outcome of this
algorithmic implementation.
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V. RESULT DISCUSSION

The assessment of the proposed work is carried out considering
nearly similar implementation scenario as noted in first
implementation objective with minor amendments. The
simulation parameters considered for the assessment are as
follows: i) number of loT devices: 100-500, ii) location of
multiparty authority, iii) percentage of 10T nodes to play the
role of CN: 5-50%, iv) initialized energy of 10T device=1 as a
probability value to represent highest resource value. The
comparison of the proposed scheme is carried out with existing
scheme Exist which represent certificateless authentication
scheme which is frequently deployed in existing multiparty-
based schemes in 10T [17]. The discussion of the outcomes are
as follows:

1200

g
°

800

600

400 [

No of round (Inactive lIoT Nodes)

200

Protocol

Fig.3 Comparative Analysis of Inactive loT Nodes

Fig.3 highlights the number of inactive 10T nodes which
represents non-participating nodes due to complete saturation
of their respective resources. The outcome shows that proposed
secondary optimization (Prop-SO) offers a smaller number of
inactive 10T nodes in comparison to proposed primary
optimization  (Prop-PO) and existing certificateless
authentication scheme (Exist). The prime reason behind this is
Prop-SO offers much reduced number of system parameters
which lightens up the burden during authentication and hence a
greater number of active nodes are retained. Exist scheme incurs
too much sophisticated operation resulting in higher number of
inactive loT nodes.
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Rounds
Fig.4 Comparative Analysis of Active loT Nodes

The outcome shown in Fig.4 is in agreement with inactive nodes
present in Fig.3, whereas the current outcome in Fig.4 showcase
secondary optimization (Prop-SO) to benefit retention of more
active nodes compared to existing scheme Exist. Similar
justification can be offered for this; moreover, Exist consist of
higher number of operational steps to in performing secure
aggregation followed by signcryption. Although, this scheme
offers strong security, but it also consumes additional resources

from resource-constraints 10T devices.

100 T T T T
\ ——Prop-SO
Exist 1
Prop-PO

90

80

701

60

50

40

Remnant Resources

30

201

10

L L L

0 T T
0 1000 2000 3000 4000 5000 6000 7000

!

Rounds

Fig5. Comparative Analysis of Remnant Resources

Fig.5 highlights that Prop-SO offers significantly better
retention of residual resources in comparison to Exist. The
mechanism adopted in Exist scheme consists of increasing
operational steps right from generation of user key to validation
of signature on the basis of identity. However, all these
operations are mainly carried out by 10T device itself, whereas
proposed scheme introduced the complete operation to be
performed by distributed multiparty (only after ensuring their
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legitimacy), which curtains maximum resource depletion from

10T device causing more remnant resources.

100 T T T
Prop-SO
—Exist 7

Prop-PO

90

80

701

60

50

Throughput

40

30-
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1 L

1 L

0 L L
0 1000 2000 3000 4000 5000 6000 7000
Rounds

Fig.6 Comparative Analysis of Throughput

Fig.6 showcases that Prop-SO offers higher and consistent
throughput compared to other schemes. It is because the
proposed scheme introduces a mechanism of selection of CN
out of all loT devices just on the basis of random number
declaration and comparing with threshold. The process is very
faster while the CN node obtains all information and forward to
multiparty who performs the task of authentication. One
multiparty can have concurrent transmission with multiple CN
and this consideration results in superior increment of
throughput with higher consistency. This form of outcome is
not reflected in existing scheme, where multiple form of
aggregation followed by authentication encryption and
decryption is highly an iterative step. Hence, significant amount
of effort is used for securing the routes without much
consideration of data transmission performance in existing
scheme.
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Fig.7 Comparative Analysis of Fluctuation Reduction
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Fluctuation of variance in distribution of energy attribution is
highly detrimental for improving network lifetime as well as to
gain a similar control of algorithmic performance for all
heterogeneous loT device. Hence, the difference in statistical
variance is computed before and after the data propagation
process to find out fluctuation reduction as performance
parameters in Fig.7. The outcome showcase that proposed
scheme of Prop-SO offers superior reduction of fluctuation
followed by Prop-PO. However, Exist scheme is witnessed to
offer reduced capability to deal with fluctuation. It is imperative
to anticipate fluctuation of energy consumption in
heterogeneous loT system and hence it must be suppressed. The
proposed scheme controls fluctuation of energy by i)
constructing faster mechanism of CN selection, ii) pre-
allocation of system parameters even before communication
starts, iii) consideration of resources for selection of CN node
apart from the random number declaration process. For this
purpose, the synchronization of multiparty entities is well-
established with proper syncing with the loT nodes that results
in streamlining reduction of resource dependencies towards
performing any sorts of security-based task. Exist scheme
introduces usage of partial key generation followed by
differential authentication without considering heterogeneity
aspect. Hence, energy fluctuates from one to another group of

communicating 10T devices.
100 T T T T

JE—
Prop-SO
90 —Exist |
Prop-PO
80 1
.5 70 1
°
2 60 8
2
° 50 1
1]
(7]
£ 40 1
(]
>
O 30 8
20 2
10 1
0‘ ! L Il | L |
0 1000 2000 3000 4000 5000 6000 7000
Rounds
Fig.8 Comparative Analysis of Overhead Reduction

Fig.8 highlights that Prop-SO offers higher overhead reduction
in comparison to other schemes. The prime reason behind this
outcome is that Exist scheme of certificateless authentication
involves a large step for system initialization in comparison to
proposed system where a common algorithm is executed by the
key generation center. This is heavily time-consuming as well
as requires multiple set of information from varied resources for
analysis. Hence, the first step itself introduces overhead when it
is exposed to variable and dynamic traffic situation. Whereas,
the initialization steps of proposed scheme is quite simplified
and highly reduced with lesser dependency of information to be
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acquired from any environment. Hence, protocol
implementation becomes faster when exposed to any form of
traffic and no additional data is required apart from payload
information resulting in reduced overhead.

VI. CONCLUSION

The proposed scheme presents a novel framework where the
prime focus is towards optimizing the securing features of data
transmission while performing multiparty authentication in 10T.
The contribution of the proposed scheme is presented in the form
of following novelty as:

o The proposed scheme can perform multiparty
authentication in any form of traffic condition of loT.

o The mechanism of encryption and management of
evidence (or proof) in the form of digital signature actually
creates a robust trapdoor function.

o The proposed scheme has no iteration, nor it has any
complex encryption steps in comparison to existing
schemes of non-repudiation and privacy control in IoT
environment.

o  The outcome of the proposed scheme shows that proposed
scheme (Prop-PO and Prop-SO) offers approximately 20%
less inactive 10T nodes, approximately 45% more retention
of active 10T nodes, approximately 37% more remnant
resources, approximately 68% more throughput, and
approximately 62% of reduced energy fluctuation in
comparison to most frequently used existing scheme of
certificateless authentication.
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