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Abstract – In this paper safety and security for the user is provided  by preventing them 

from accessing any harmful or suspicious link that may possibly be a phishing link while 

browsing the internet. As most of the financial and work-related activities have been moved 

to the internet, that makes us more exposed to cybercrime. Phishing attacks are one of the 

common threats to any internet user out there. In this the attacker exploits human 

vulnerability by tricking a person into revealing sensitive information through a URL or 

link that looks secured. A phisher can target both individuals and organizations, the main 

aim of phishers is to acquire a user's sensitive and critical information such as banking 

details, username and password, etc. To overcome this problem, we are using a Random 

Forest algorithm for detecting any phishing URL link based on the features of the URL, the 

extension will report and alert the user about the URL being a phishing link and not to be 

processed further. After testing various algorithms Random Forest Algorithm is applied  to 

our dataset and create a user-friendly chrome based plugin also called as chrome extension.  

Keywords—Chrome Extension, Phishing Detection, Random Forest Algorithm, Web 

security. 

1. Introduction  

In today’s scenario, when everyone is working from home and have moved most of their work 

online it’s become necessary to protect the users credentials and sensitive information from 

getting exploited by the hackers. Phishing is a common and prevalent cyber attack that a phisher 

or hacker does by stealing sensitive information through various manipulation techniques, it has 

interfered with people's lives and had an impact on a number of organizations. Phishing can be 

done in a number of ways, including via email, clickbait advertisements, whaling, spear-

phishing, and more. An official website is copied by attackers into a website that appears 

authentic to the user but is actually run by the attacker. The users eventually give their login 
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information and other sensitive information to the cloned website, which is subsequently 

exploited by the attacker [1][2]. 

Phishing is not just restricted to emails and pop-ups on websites. Links in tweets, Facebook 

posts, status updates, and advertisements online might take you to malicious websites built to 

steal your financial data. Several strategies have been used to prevent phishing, however they 

haven't really proven that successful. Campaigns on cybersecurity precautions to be taken against 

phishing have been organized by a wide variety of organizations and businesses. But this 

conventional method hasn't been very effective, which has prompted the development of 

numerous phishing detection software and plugins using a variety of technologies year after year 

[3][4]. 

Example of a typical attack:  

1. An attacker impersonating a member of the IT department sends a bulk email to employees. 

2. The email or a notification that serves as a reminder for an employee to complete an important 

task or course, but the course is under the control of an attacker. 

3. The affected user is instructed to input their employee credentials during the course 

completion, which are then sent directly to the attacker [5][6]. 

2. Related Work 

The various methods and technologies used to create systems and software to prevent or detect 

have been discussed in numerous publications we have read so far [7]. 

Network Phishing Detection database mining is used in [2] Zou Futai, Gang Yuxiang, Pei Bei, 

Pan Li, and Li Linsen's "Web Phishing Detection Based on Graph Mining," published in IEEE in 

2016. This will identify any potential phishing attempts that the analysis of the URLs cannot. 

utilizes a user-website browsing setup. to obtain the information gathered from actual traffic of a 

Big ISP. The client consumer receives a unique AD, but the ISP chooses a generic address from 

its own Address database. With the AD, we consequently establish a visit relationship graph. 

They proposed a framework that examines the idea of ACT-R cognitive-behavioral architecture 

in [3] Nick Williams and Shujun Li's article "Simulating Human detection of phishing websites: 

An investigation into the applicability of ACT-R cognitive behavior architecture model," 

published in IEEE in 2017. Simulate the brain processes that are used to determine the 

legitimacy of a certain website using features mostly found in HTTPS padlock secure predictors. 

Further research to more accurately reflect the range of human security awareness and activities 

in an ACT-R system may lead to deeper insights into how to integrate technology and human 

protection to reduce the likelihood of phishing attacks for users. ACT-R has good abilities that 

model the phishing use case well. 
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3. Methodology Used 

The dataset used has been recommended from the UCI machine learning repository for our 

suggested system. The phishing website attribute collection consists of around 11,000 URLs 

(examples), which include 6,000 phishing cases and 5,000 real incidents. Each of these instances 

has about twenty-five aspects, each of which is linked to a set of choices and proceeds in 

accordance with a set of rules [8][9]. 

Figure 3.1  below illustrates how the qualities and features are divided into various groups: 

I Address-bar-based features 

ii) Anomaly-based characteristics 

iii) JavaScript and HTML-based features 

 iv) Domain system-based features 

 

Fig.3.1 - Attributes in Dataset 

 

4. IMPLEMENTATION DETAILS 

The dataset was arranged in a 7:3 ratio for planning and verification [10][11]. 

In the field of tests, the results of our research will be presented. 

 

A. Classifier based on Random Forest (Algorithm) 

Based on the values of the random variable collected independently, random forests are 

optimization methods that include multiple tree predictors [12][13]. 

The distribution of all forest trees actually follows the same pattern. For the majority of the data, 

the random forest algorithm can correctly identify a class. However, there are a few errors that 
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occasionally even trees make. As a result, we decide to conduct a vote for each observation in 

order to observe the class on the poll result and help the model forecast outcomes more 

accurately [14][15]. 

This algorithm is used in our suggested method to determine whether or not web URLs are 

phishing attempts. In order to predict the class from the data, we utilise this approach to classify 

the characteristics on the data. There are numerous situations, each with a range of possible 

consequences. On this foundation, many decision trees are developed based on various features 

and outcomes as well as the same features with various outcomes. The class prediction is based 

on the final outcome, which is based on the majority pole of all the multiple decision trees. 

Additionally, while building the forest, an internal, impartial calculation of the generalization 

error is generated. Actually, incomplete data can be calculated effectively. Below is the figure of 

our system's flow diagram [16][17]. 

 

   Fig.2 System Architecture 

 

 

B. Results : 

 Pre–Processing of Dataset (Non-functional Result): 
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Sci-kit Learn library loads the phishing dataset that was referred to from the repository into the 

array. About 25 occurrences in the phishing dataset need to be extracted using the classifier. 

Because each characteristic has potential outcomes, this feature extraction is crucial in 

identifying the class. More features prepared for classification aid in more precise class 

prediction. The mentioned phishing dataset is divided into training and testing sets in a 7:3 ratio 

using the k-fold validation technique [18][19]. 

The project consists of a Random Forest algorithm using the Confusion Matrix. We can see the 

accuracy and runtime from the result. After examining Random Forest, Support Vector Machine, 

and Neural Network,  Random Forest was chossen since it produced accurate results and 

required less processing time [20][21]. 

 

 

                                                 

                                                                    Fig. Confusion Matrix 

 

                                                                      Fig.Performance Matrix 
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                                                   Fig.Pre-processed data 

 

 

                                                              Fig. Preprocessing output 

Precision is described as the percentage of relevant objects among those that were retrieved. In 

this instance, the percentage of URLs that are correctly identified as phished are the ones that are 

actually phished [22][23]. 

     Precision = TP/TP+FP 

Recall can be defined as the ratio of the total number of correctly classified positive examples 

divided to the total number of positive examples. High Recall indicates the class is correctly 

recognized (a small number of FN) [24]. 

     Recall = TP/TP+FN 

F Measure: The harmonic mean of recall and precision both followed by the formula below: 
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     F-measure = 2*Recall*Precision / Recall + Precision 

 

 

 

 

 

 

 

 

 

 

Fig: Evaluation of the model. 

Training: 

The phishing dataset will now be used for model training after being preprocessed. The classifier 

is chosen by analysis and based on the confusion matrix, accuracy, turnaround time, and 

efficiency. The phishing dataset will be trained using the appropriate split ratio using the k-fold 

method in our case. This prevents the trained model from having problems with under-fitting and 

over-fitting. The file will be saved separately for the training process after the dataset has been 

split along the X and Y axes. 
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Fig: Training output 

                                                                     

Plugin Feature Extraction and Classification:  

It makes use of a content script to gain access to the webpage's DOM. Each page automatically 

contains the content script as it loads. The features must be gathered by the content script and 

sent to the plugin. The major goal of this work is to avoid utilizing any external online services, 

and the features must be independent of network latency and quick in terms of extraction. All of 

these are taken into consideration while creating strategies for feature extraction. A feature is 

retrieved and then encoded into the values "-1, 0, 1" (Legitimate, Suspicious, Phishing). 

After the feature extraction process the data is sent to the model which is using a random forest 

algorithm for classification of the link.  

C. Chrome Plugin API: 

The strategy focuses on building the model using the already-collected data and Random Forest. 

discriminative classifier, extracting key features from the phishing dataset, and setting up the 

platform for Chrome. JavaScript was used during the plugin's development. Python and other 

libraries added support for the integration of JavaScript and JSON objects and vectors for the 

efficient processing of the whole functionality of distinguishing between legal and phished 

URLs. The user or any other person from any organization can utilize it as an automatic 

extension. We investigated various approaches throughout the project's first phase, and after 

weighing the benefits, drawbacks, and resource availability, we came to the conclusion that the 

above-mentioned technique would be most effective. 

5. CONCLUSION: 

An enormous global impact of phishing, a social engineering attack, is the destruction of the 

financial and economic value of enterprises, government sectors, and individuals by using 

various phishing techniques to abuse the data. Due to thorough searches and the upkeep and 

upgrading of a blacklist database with new links, which is not an appropriate and accurate 

method of identifying phishing attempts, we have overcome various traditional ways to phishing 

detection. So, using a machine learning algorithm, we have suggested a Chrome plugin that 

automates the process of identifying and defeating conventional approaches. After reviewing a 

number of other algorithms, we chose random forest as our primary algorithm based on its 

execution rate and confusion matrix using the k-fold validation. The predicted phishing link or 

website will be reported to the website blacklist database of google.  
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