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Abstract  

 

Web crawlers are computer programmes that browse the World Wide Web systematically, mechanically, or in 

an organisedway.Crawling the web is an essential method for learning about and keeping up with the ever 

changing internet. Numerous online sites are updated often. This project presents an overview of web crawling, 

including onion routing and Tor network utilisation for both the surface and deep webs. This is done to monitor 

and preserve onion links and to keep up with the large deep web and to keep track of some illegal websites 

within it. 
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1. Introduction  

 

The client-server model is used by the Internet, also 

referred to as the WWW. It is a robust solution that 

relies entirely on the server's independence when it 

comes to delivering web content. A hypertext 

document system, which is a large, dispersed, and 

non-linear text structure, is used to organise the 

data. The term "hypertextual content" in these 

systems refers to text or image fragments that are 

linked to other documents via anchor tags. HTTP 

and HTML offer a standardised way of retrieving 

and displaying hyperlinked documents. Web 

browsers use search engines to comb servers for 

the necessary information pages. The pages that the 

servers send are processed on the client side. 

The importance of using the Internet has increased 

in today's society. 

 

2. Methodology 

 

An initial set of URLs, referred to as seed URLs, 

can be used by a Web crawler to begin operations. 

Along with the web pages for the seed URLs, they 

download additional new links that are present in 

the pages you downloaded. In order to be later 

recovered with the aid of these indexes as and 

when necessary, the pages that were retrieved are 

preserved and thoroughly indexed on the storage 

space. The extracted URLs from the downloaded 

page are inspected to see if the associated 

documents have already been downloaded. If the 

URLs are not downloaded, they are once more 

made available to web crawlers for downloading. 

Continue doing this until no more download URLs 

are required. 

 

2.1 Existing: 

Currently, the internet plays a huge role in our 

daily lives. The user uses the internet to do a search 

based on his needs. Due to the abundance and 

dynamic nature of web resources on the internet, 

producing better results that are pertinent to the 

search term and customising the search are the 

difficult problems in information retrieval. The 

only part of the web that is currently crawled by 

crawlers in this planet is the surface web. With the 

use of seed URLs, it will crawl the surface web and 

examine the URLs contained in the supplied URL. 

After crawling the provided URLs, it will save and 

index every crawled URL so that the user can use 

the known URLs and All of the crawled URLs 

from the provided URLs are indexed, allowing the 

user to use the well-known URLs and just conduct 

a keyword search while the search engine handles 

the rest. A search engine's operation is intricate. A 

lot of content that has been scraped from numerous 

web pages with a tonne of unique words is indexed 

by search engines. Every second, they react to 

several inquiries. Web search engines are 

extremely important on a large scale, but their 

underlying mechanisms have received less 

attention. 

 

Limitations In The Existing System: 

● Can not crawl the hidden URLs. 

● Revels the IP address of the user. 

● Can not crawl contact information. 

● Support only some internet protocols. 

● Used only on the surface web which is 

only a minor part. 

 

2.2 Proposed 

An alternative crawler to the current system is 

called the Advanced Deep Web Crawler 

(ADC).The deep web and black web that are 

present within the deep web will also be explored 

in addition to the surface web. In other words, the 

entire internet is fully crawled. With the aid of seed 

URLs, which might be onion URLs, surface URLs, 

or hidden URLs, it will crawl the web and examine 

the URLs to determine if any other URLs are there. 

Then, based on the depth value provided for the 

depth scan, the crawled URLs from the seed URLs 

are crawled once again. The crawler searches the 

seed URLs not only for the URLs existing there, 

but also for any contact information. All of the 

crawled URLs, seed URLs, and contact 

information are stored locally and indexed after the 

crawling process is complete and can be utilised 

later to access the webpage.By using a parallel 

processing mechanism for the crawling, the user 

can multitask by providing two or more URLs as 

the seed URL. 

Above importantly, by establishing a connection 

with the onion-routing TOR network, the crawler 

offers security and anonymity. 

 

Pro’s of the proposed system: 

● Easy to use. 

● Provides anonymity. 

● Crawls the hidden URLs. 

● Support all internet protocols. 

● Crawl's contact information. 

● Uses onion routing on the TOR network. 

● Used on both surface web and deep web. 

● Supports Multitasking  

● Uses Parallel processing 
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Figure 1: Working of Advanced Deepweb Crawler 

 

3. Modeling and Analysis 

The below flow diagram shows the full procedural working of the Advanced Deepweb Crawler. 

 

 
Figure 3.2: Activity Diagram 

 

The activity diagram up above depicts the steps of the crawling process that were conducted for a single seed 

URL. For every distinct URL, the process is carried out separately each and every time.  
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4. Results and Discussion 

 

 
Figure 4.1: Opening Page 

 

 
Figure 4.2:Crawling phase 
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Figure 4.3:Crawling mode 

 

 
Figure 4.4:Extract Mode 
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Figure 4.5: Crawl and Extract mode 

 

 

Figure 4.6: Save Mode 



Section A-Research paper 

 

 

   Advanced Deepweb Crawler 

Eur. Chem. Bull. 2023, 12 (1), 1533 – 1541                                                                                                1539 

 

 

 
Figure 4.7: Quiet Mode 

 

5. Conclusion 

 

The Internet and intranets have made a wealth of 

information available. The majority of individuals 

have access to search engines and can utilise them 

to locate the information they require.Because they 

scan the Web and retrieve web resources based on 

user needs, web crawlers are crucial tools for 

information retrieval.In order to retrieve webpages 

and add them to nearby repositories, web crawlers 

were developed. In a nutshell, crawlers are used to 

copy each site that is viewed. Search engines then 

analyse these copies, indexing the downloaded 

pages to enable quick searches. The review paper's 

main objective is to provide some clarification on 

past web crawling studies. This study also covers 

many web crawler-related studies.This results in a 

crawling speed of more than a million pages per 

day, which is adequate for the bulk of academic 

research projects, as we can see. While additional 

research is required, we predict that for larger 

configurations, between and pages per second and 

per node would be feasible by appropriately 

distributing components. We have provided details 

on our crawling system's architecture and 

implementation, as well as a few preliminary trials. 

Undoubtedly, there are a lot of methods to make 

the system better. Future research must focus on a 

crucial area: a thorough analysis of the system's 

scalability and the behaviour of its constituent 

parts. 

The most efficient method to do this would 

probably be to set up a simulation testbed 

composed of several workstations that mimics the 

web using either artificially generated pages or a 

partial snapshot of the web that has been stored16. 

We are now considering testbeds for other high-

performance networked systems in addition to this. 

The system is being used by a number of students, 

who are collecting information in various ways. 

The primary goal of our research team is to use the 

crawler to examine new challenges in web search 

technology. 
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