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Abstract 

In this era of digitalization, everything is transfer on the internet. Some of the files need to have higher security. 

To provide security, encryption techniques play a vital role. [1] To obtain high efficiency in encryption techniques 

many factors play an important role. [2, 3, 16] Avalanche effect is one of the most important factors which is 

calculated as number of flipped bits by small change in key, or plaintext or initialization vector.[5-7] This paper 

provides performance analysis of encryption techniques considering avalanche effect as a key role. One more 

property cipher should exhibit is completeness property.[10, 11] 
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Introduction: 

In digital era data security is a major concern. For achieving data security, encryption is used in large extent. 

Selection of efficient encryption technique depends on evaluation parameters such as time taken, avalanche effect, 

power consumption. [4, 8, 9] This paper focuses on avalanche effect and strict avalanche criterion parameter for 

CRB algorithm. CRB algorithm includes a modified Feistel network that is comparable to the original Feistel 

network that is included with the genetic algorithm and mutation concepts. Unlike the original Feistel network, 

where the values in the S-box and the XOR operation of the S-box values are identical, the genetic crossover with 

the new machine produced internal key and the flip bit mutation were added in order to enhance the quality of 

encryption.  A strong avalanche effect indicates, a single bit change on the input propagates speedily throughout 

the encryption process or hash function, creating a certain degree of randomness in the cipher or hash value. [6] 

Two slightly different inputs should yield results as different as possible from each other. Consequently, making 

it difficult for cryptanalysts to break the algorithm 

 

An avalanche is a rapid flow of snow down a slope, such as a hill or mountain. In cryptography, the avalanche 

effect is a term associated with a specific behaviour of mathematical functions used for encryption. [12-13] 

Avalanche effect is considered as one of the desirable property of any encryption algorithm. A slight change in 

either the key or the plain-text should result in a significant change in the cipher-text. This property is termed as 

avalanche effect. A good encryption algorithm should always satisfy the following relation: Avalanche effect > 

50%. [14] 

The effect ensures that an attacker cannot easily predict a plain-text through a statistical analysis. An encryption 

algorithm that doesn’t satisfies this property can favour an easy statistical analysis. [15] That is, if the alteration 

in a single bit of the input results in change of only single bit of the desired output, then it’s easy to crack the 

encrypted text. [16] Here the following chart illustrate the bits. 
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Fig 1: Encryption illustration 

As shown in the figure-1. In the first phase the input key is 0000 on which the encryption is performed and got 

some cipher   text. After changing the 1 bit in the input key and made it as 0001 and performing the same 

encryption algorithm on the same plain text which results in the different output. This is one of the ideal algorithms 

which change the huge numbers of bit after change in the single bit of the Input key. Here the avalanche effect is 

more than 50%, so it can be consider as the more secure algorithm for performing the encryption.  

Way of counting Avalanche Effect 

The avalanche effect is a phenomenon in which a small change in an input to a system leads to a dramatic change 

in the output. The most common way to measure the avalanche effect is to measure the number of output states 

that are altered when a single input is changed. This can be done by running the system with a given input and 

recording the output. Then, the input is changed and the output is compared to the original output. The number of 

states that have changed is then counted and used to measure the avalanche effect. Here the following algorithm 

shows the method of counting avalanche effect. 

 

Step 1: Perform encryption using the first key on plain text and generate the cipher   text. 

Step 2: Perform encryption using the second key on plain text and generate the cipher   text. 

Step 3: Find XOR of the first and second cipher   text. 

Step 4: Count number of 1’s in the result. 

Step 5: Divide number of 1’s in by the longest length of the cipher   texts. Use the following formula. 

Avalanche Effect  =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑙𝑖𝑝𝑝𝑒𝑑 𝑏𝑖𝑡𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑐𝑖𝑝ℎ𝑒𝑟𝑒𝑑 𝑡𝑒𝑥𝑡

Number of bits in cipher ed text
× 100 

For more better understanding, consider the following example. Consider that some algorithm is there for 

converting the plain text to cipher text.  

First cipher text is : 4257871  

Second cipher text is : 5687291 

Result of XOR of first_cipher with second_cipher in decimal is : 0b101100011111110110100 

Total numbers of 1 is 13 which divide by length of the cipher text 25.  
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Avalanche Effect  =
13

25
× 100 

Which resulted in 52 % which is the avalanche effect.  

Avalanche of CRB algorithm and keys  

The CRB algorithm is created on the basis of blowfish algorithm for encryption of the audio file. The CRB 

algorithm used different keys for the encryption and decryption process. This CRB algorithm generate one main 

key and 21 sub keys for the encryption and decryption process. The following table 1. describe the avalanche 

effect of various 10 keys generated. 

 

KEY

S 

ABCDE

F 

ABCDE

G Abcdef abcdee 123vbn 123vbv 10101 10100 sky789 

sky

987 

ABC

DEF 0          
ABC

DEG 

62.1306

4 0         
Abcd

ef 64 65.42427 0        
Abcd

ee 

65.2574

9 63.82637 63.67816 0       
123vb

n 

63.9167

3 64.01202 65.12158 63.97608 0      
123vb

v 

63.0996

3 63.86555 64.06368 64.09861 62.43137 0     

10101 

61.7312

1 63.30615 64.49387 62.19512 63.50932 61.835 0    

10100 

62.3376

6 63.45588 63.62205 60.9063 65.62974 65.90406 

62.296

3 0   
sky78

9 

61.5445

9 62.44275 60.98689 62.67943 62.09553 66.2069 

64.475

74 62.69968 0  
sky98

7 

64.9136

6 65.69005 64.34457 63.10905 65.88062 64.28571 

62.831

19 63.02711 

62.8019

3 0 

Table 1: Avalanche value of key in % 

As shown in table 1. All the 10 key compared with each other and almost in all the cases avalanche value is more 

then 62%. An average value of avalanche of the key is around 63% which indicate that method use for the key 

generation is highly effective. Those values are plotted in the figure 2. 

 

Figure 2: Avalanche effect of CRB algorithm key. 
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As shown in the figure 2, all the keys are compared with each key and generating output almost around 63%.  

For more advance testing, this avalanche effect is counted on file. To do so, 10 keys are generated and used on 

the same file for the encryption process which create 10 different encrypted file of a single mp3 file. Then those 

10 files are compared with each other and avalanche effect is found which is shown in the table 2. 

 

Table 2: Avalanche effect on encrypted file 

As shown in table 2, All the 10 files compared with each other and almost in all the cases avalanche value is more 

then 63%. An average value of avalanche of the key is around 63.20% which indicate that method use for the 

encryption is highly effective. Those values are plotted in the figure 3. 

 

Figure 3: Avalanche of the file 

As shown in figure 3, avalanche effect of each file compares to other is more than 63% in all the case. This 

indicated that the algorithm is accurate and hard to hack by generating any random key or even trying cryptanalytic 

attack. It makes CRB algorithm the secure one. 

 

KEYS 

ABCD

EF 

ABCD

EG abcdef 

Abcde

e 

123vb

n 

123vb

v 10101 10100 sky789 

sky9

87 

ABCD

EF 0          
ABCD

EG 

63.4930

2 0         

Abcdef 

63.1153

5 

63.4478

7 0        

Abcdee 

63.1371

2 

63.1718

5 

63.132

12 0       

123vbn 

63.2322

8 63.2129 

63.285

17 

63.291

82 0      

123vbv 

63.5557

9 63.0713 

63.335

7 

63.191

98 

63.361

47 0     

10101 

63.4397

5 

63.1593

9 

63.199

73 

63.235

29 

63.361

09 

63.235

33 0    

10100 62.9567 

63.3570

4 

63.376

78 

63.170

74 

63.434

22 

63.095

05 

63.336

85 0   

sky789 

63.1393

6 

63.1994

9 

63.453

4 

63.288

63 

63.018

55 

63.520

44 

63.261

93 

63.445

21 0  

sky987 

63.1903

8 

63.3480

6 

63.305

04 

63.325

09 

63.201

3 

63.459

33 

63.451

81 

63.286

1 

63.387

47 0 
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Conclusion 

From the method of avalanche effect, it clearly shows that the keys generated in CRB algorithm and the file which 

are generated by the encryption process are having high ratio of avalanche. That says that some change in the key 

will change almost 63% bits in the encryption file or key. So, it become more secure for the encryption and 

security of the files. 
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