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Abstract:

In this paper, the application of the Cheldhiya sequence in cryptography is invented by coding and decoding
matrices with the help of American Standard Code for information interchange, the way of finding errors and
the procedures for rectifying the errors are presented. Furthermore, blocking methods are discussed.
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1. Introduction:

Brief notes on cryptography and some practise are
shown in [1]. In [2,3], the authors displayed the
Golden Matrix used in cryptography. The message
can be converted into matrix style and used with
elliptical curve cryptography in [4]. Coding and
decoding the message with Pell and Pell-Lucas
numbers are dealt with in [5,-7]. In [8], the author
introduced a new Cheldhiya sequence, the
Cheldhiya companion sequence and discovered
some properties among the members of both
sequences.

In this paper, the application of the Cheldhiya
sequence in cryptography is developed by coding
and decoding matrices, the method of finding
errors and the techniques for remedying the errors
are offered. Additionally, blocking methods are
deliberated.

2. Process of coding and decoding in

cryptography:

In this section, the process of coding and decoding

in cryptography concerning the Cheldhiya numbers

are exhibited.

The Cheldhiya sequence is formed from the solution

to the Diophantine equation x? — dy? = 1, where

d = k? + 1 is a square free positive integer.

The recurrence relation of the Cheldhiya sequence

is  Cpr=2(k*+1)Ch1x—Chzx  where

k € N with CO,k = 0, Cl,k = k.

The Cheldhiya sequence for k = 1 is given by
Cn1=0,1,4,15,56, .....

The Cheldhiya S matrix of order two is taken as

S = (11L _(} ) and is monitored by mathematical

induction on n by

C —C
st = ( n+Ll w1 )for alneN (2.1)
Cn,l _Cn+2,1
Note that Det(Sn) = Cn’]_Z - Cn+1,1 Cn+2,1.

L] 7’2)

Choose the message matrix as R = (r3 Ty

where M, 12,13, € Z+.
Let n = 1 be the order to construct the code matrix
C —C 4 -1
1 _ (C21 11 _
5= <C1,1 —Coa ) (1 0)
Initiate the Cheldhiya coding and decoding

matrices M and R respectively by the successive
transformations

M =R xS"and R = M x (§™) L. Then, the

) n n Cz1 —Cy1
code matrix M = ( ) X ( ’ ’ )
3 T4 C1,1 _Co,1
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_ <T1C2,1 +1011 1€ — 17 Co,1>
T \r3Cpq + 14011 13011 =714 Cop
L L
:le)
Now, the code matrix is transferred to the receiver.

He will get the message matrix R by decoding as
follows.

I L —Co1  Cin
R=(o )*Cer an)
=1 Con =01 LGy —1Co,
=(4ﬁm—uqﬁlwm—ugﬁ

It is well known that the relation between the
coding matrix M and the decoding matrix R is
Det(M) = Det(R x S1) = Det(R) X Det(S') =1
Also,

rp=—1Cy1— 1,1, >0 (22)

r,=04C 4+ 1,0, >0 (2.3)

r3=—l3Cp1 —1,C;; >0  (2.4)

1 =130 1 +1,C,1 >0 (2.5)
In the vision of (2.2) and (2.3), it is noticed that

%ﬁ <p< % (2.6)
In a similar way, from equation (2.4) and (2.5), it
is obtained as

%ﬁ <Z< % 2.7)
By compiling (2.6) and (2.7), it is perceived that

ﬁ—: = ﬁ—i = q (say) (2.8)

Ilustration of the process:

Assume that the message to be transferred is
“area”.

. . a r
The corresponding message text is R = (e a)

Now, the coding and decoding processes are
described below.

Using ASCII (American Standard Code for
Information Interchange) for the corresponding
letter, the message matrix becomes

_ (97 114
R=(101 o7
n = 1 is represented by

M=RxS?!
_ (97 114 4 -1
_(101 97)x(1 o)
_ (502 —-97 )
501 -101
The decoding matrix for n = 1 is exemplified by

R=Mx (SH)1

) and the coding matrix for
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k= (ggi —_3071) % (—01 D = (19071 19174)

Finally, the ASCII code helps to treasure the
correct word “area”.

3. Error detection and correction for coding and
decoding method:

Some error may happen in the code matrix M for
various reasons in the process.

If n=1, then the 2 X2 message matrix is

norn
R= (T3 r4) and Det(R) = i1y — 173. Also,

the code matrix M =R X S! and Det(M) =
Det(R).

The basic concept of this method depends on
calculating the determinants of M and R. By
comparing the determinants obtained from the
sender, the receiver can decide whether the code
message M is correct or not.

It is not possible to decide which element of the
code message is wrong. The error may be a single
error, double error, triple error etc. First, let us
clear up the single error in the code matrix M.
There are the following four ways to make the

CITor.
e; I
2) (13 14)

where e;, 1 < i < 4 are error elements. To rectify
the error in the above four different cases, let us
use the following relations

eily — 13 = Det(R) (3.1)

Lil, — eyl =Det(R) (3.2)

lil,—l,es =Det(R) (3.3)

lie, — Ll = Det(R) (3.4)
Then, the possible error values are noted by

e, = Det (12+1213 (3.5)

—Det (R)+lll4

e, = = (3.6)
(3.7)

__ —Det (R)+141,
ez = —l
2

_ Det (R)+lzl3

ey = T (38)

It is concluded that if any one of the values of
e;, 1 < i < 4 is an integer, then it is the damaged
element otherwise (all are not integer values)
single error is incorrect or an error can be occurred
in the element Det(R). If Det(R) is incorrect, the
relation given in (2.8) is used to rectify the error in
the code matrix M.
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For example, the message “area” is coded by
M= (502 —-97

501 —10 1). Due to some disturbance if

the code matrix is assumed by (ggi :f(?l) ,
i 98 110
then it can be decoded by (101 97 ) and the

corresponding ASCII code is “bnea”. The receiver
can identify some error occurs in the coding
process in such a way that the message is
incorrect. So, the receiver asked the sender to send
the determinant value of the message. Then sender
contributes that Det(R) = —2105.

Now, the receiver try to find whether any single
error exists in the code matrix M. There are the
following four possibilities for the same.

2) (58011 —_f&)

502 e,
®) (501 —101)

(502 —98 )
9 \e, —101

502 —98
d) (501 ey )

Then, (3.1) to (3.4) can be modified as follows.
—101e; + 49098 = —2105
—50702 — 501e, = —2105
—50702 + 98e3 = —2105
502e, +49098 = —2105

Solving the above equations, the values of e;,
1<i<4 are obtained as e; =506.9,
e, = —97,e3 = 495.8,e, = —101.9. Since, the
value of e, is an integer, it is decided that the error
is e,. Replace the corresponding value of e,, the
exact code matrix is found to be

502 —-97 )
501 —-101/°
Similarly, one can clear double errors in the code
matrix M. There are six opportunities to occur
double errors in M which are presented below.

5 (b )

=

ly
o (5 )
o (1 2)
9 (2 7)
o (o)
0 (2 2)

Since Det(M) = Det (R), the equivalent forms of
(3.1), (3.2), (3.3) and (3.4) are written as

61l4_ - ezl3 = Det(R) (39)
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ei1ly — le3 = Det(R) (3.10)
e1ey — 13 = Det(R) (3.11)
Il — e;e3 = Det(R) (3.12)
liey —eyl; = Det(R) (3.13)
lie, — l,e3 = Det(R) (3.14)

Since 131, = l,13, it is clear that the the equation
(3.9) to (3.14) are Diophantine equations. By
selecting the values [, 5,3 and 1, satisfying the
above relation, the errors can be altered. In this
manner, one can modify errors more than two in
the code matrix.

4. Blocking methods:

In this section, new coding and decoding
algorithms by using the Cheldhiya sequence are
introduced. Put our message in a matrix of even
order. Dividing the message matrix R of order 2r
into the block matrices named as Bj, (1 < j < r2)
of order 2 from left to right. Assume that matrices
B; and K; are of the following forms

b,” b,
B, =< j j

3 klj sz
Kj - (k j k j
3 4

Rewrite the elements in the matrix S™ as given in

Q2.1) by " = (2 Z)
3, ifb<3
Define n = {[g],ifb >3

where b is the number of the block matrices B;.

Coding process:

1. Divide the matrix R into block matrix
B,(1<j<r?.

2. Choose n.

3. Find b/, (1 < x < 4).

4. Det(B;) = ;.

5. coding matrix M = [yj, bijxE{1,3,4}

Decoding process:

Calculate S™.

Determine s;, (1 < j < 4).

Find s;b3” + s3b,” = k3’ ,(1 < j < m?).
Evaluate s,b3” + s,b,” = ks, (1 < j < m?).
Find

y; = ko’ (516, — s32;) — k3! (s2b1” — 542)).
Replace z; = sz .

7. Construct B;.

8. Finally determine the decoding matrix R.

A S

@
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Example:

Let us consider the message matrix for the message
text

“Number theory is quite interesting” as

N u mb e r
t h eo r Yy
|l x # i s + !
R_quite*
(inteT

e s t 1. n g

Coding procedure:

1. Divide the message matrix R of order 6 X 6 into
the matrices of order 2 named as B;

(1 <j <9) from left to right.

SV LG R )
* 1 !
B4=(q u),B5=(; i)’B6=(: *)
1 t e r
B=(g )Bs=(f DB o)
2. Here b =9 > 3,s0 n = 4. Consider the ASCII
code for the elements in the matrix M as given

in table 4.1.
Table 4.1

N u m b e r t h e

78 | 117 | 109 | 98 | 101 | 114 | 116 | 104 | 101

0 T y * # i s + !

111 | 114 | 121 | 42 | 35 | 105|115 | 43 | 33

q u i t e * ( i n

113 | 117 | 105 | 116 | 101 | 42 | 40 | 105 110

t e r e s t i n g

116 | 101 | 114 | 101 | 115| 116 | 105 | 110 | 103

3. Ilustrate the elements of the blocks B;
(1 <j <9) as presented in table 4.2.

Table 4.2
byt =78 | bt =117 | by' =116 b,' =104
b,> =109 | b,> =98 | b;> =101 | b,* =111
b® =101 | b,> =114 | bs®> =114 | b,> =121
b,*=42 | b,* =35 | b,* =113 | b,* =117
b,° =105 | b,> =115 | b,°> =105 | b,° = 116
b,® =43 | b,®=33 | b,®=101]| b,° =42
b, =40 | b,” =105 | by’ =101 | b,” = 115
b,® =110 | b,® =116 | bs® =116 | b,® = 105
b, =101 | b,° =114 | by’ =110 | b,° = 103

4. Calculate the determinants y; of the block
Bj, 1 < j < 9 which are listed in table 4.3.
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Table 4.3

y;1 = det(B;) = —5460
y, = det(B,) = 2201
y3 = det(B3) = —775
v, = det(B,) = 959

ys = det(Bs) = 105
Ve = det(Bg) = —1527
y; = det(B,) = —6005
yg = det(Bg) = —1906
Vg = det(Bg) = —2137

5. Determine the matrix M by applying step 3 and
step 4.

—-5460 78 116 104
2201 109 101 111

—=775 101 114 121
959 42 113 117

M= 105 105 105 116
—1527 43 101 42
—-6005 40 101 115
—1906 110 116 105

—2137 101 110 103
Decoding procedure:

1. From equation (2.1), the 4" power of the S is
. 209 =56
attained by §* = ( 56 _15).
2. The elements of S* are denoted by
sq = 209,s, = —=56,53 = 56 and
s, = —15.
3. Evaluate the elements k3j to build the matrix K;
by using the relation
sibs’ +s3b =k3',1<j<9
Therefore, k;* = 30068, k3* = 27325,
ks® = 30602, ks* = 30169, k5> = 28441,
ks® = 23461, k;’ = 27549,
ks® = 30124, ks’ = 28758.
4. Find the elements k4j to form the matrix K;
with the help of the identity
sybs’ +s,b, =k,J,1<j<09.
Thus, k,* = —8056,
k2 =—7321,k,> = —8199,
k,* = —8083,k,° = —7620,
k,® = —6286,k,” = —7381,

k,® = —-8071,k,° = —7705.
5. Compute the elements z; by the relation

y] = k4j(51b1j - S3Zj) - kgj(SZblj - S4Zj),
1<j<9.Then, z; =117,z, = 98,z; = 114,
z4 = 35,25 = 115,z = 33,2z, = 105,

Zg = 116, Zg = 114.
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6. Rename z; = sz ,1<j <9 as mentioned in

table 4.4.
Table 4.4
z1=b," =117 | z,=b,>=98 |z, =b,” = 114
2y =b,* =35 |z =b,"> =115 | z5 = b,* =33
z,=b,’ =105 | zg = b,® =116 | zo = b,° = 114

7. construct the block matrices B;,1<j<0.

17 (17186 1(1)1) Bz = (18? 19181)’
Bs = Ggi 1;1}) By = 14123 13157)’
Bs = (182 112) Be = (14031 ig)
B = (o1 115) %= (116 108)
o= (12 119

8. Finally, the decoding matrix is assembled by
78 117 109 98 101 114

116 104 101 111 114 121

R=| 42 35 105 115 43 33
113 117 105 116 101 42

\40 105 110 116 101 114/
101 115 116 105 110 103

Consequently, the ASCIl code for the
corresponding number matrix is of the form
N u mb e r
t h eo r Yy
|« # i s + !
k= q u i t e x
( i n t e r
e s t I n g
Conclusion:

This article is mainly focused on how the Cheldhiya
sequence is applied in cryptography. The ACII code
is used to analyse the concepts. In this manner one
can scrutinize the application of any other
sequences in cryptography by supposing specific
secret codes for letters in message text.
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