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Abstract — To meet the growing demand for increased data traffic and support advanced services in
various applications, the introduction of 5th generation (5G) networks offers enhanced flexibility
compared to previous network generations. Docker's container-based platform plays a crucial role in
enabling highly portable workloads for 5G communication. This study extends the implementation of
Docker for IP security purposes, with the evaluation conducted using Free5GC. The paper presents
two 5G deployment options: a Docker-based implementation using Ansible and a Virtual machine-
based implementation utilizing Free5GC open source and UERANSIM. The evaluation of results is
performed through the utilization of Python code and Linux commands. The proposed solution
empowers network operators to ensure the confidentiality of users' data, addressing the need for
secure communication in the 5G ecosystem.
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I Introduction

The advent of 5G networks has brought significant advancements in data rates, capacity, and latency.
The main feature of 5G is device-to-device (D2D) communication without involving the base station.
However, securing D2D communication is critical for maintaining the integrity, confidentiality, and
availability of transmitted data. In this study, the use of Docker and the Free5GC platform is explored
to enhance the security of D2D communication.To achieve secure D2D communication in 5G
networks, cryptographic techniques are employed to protect the confidentiality, integrity, and
authenticity of data. The existing 4G core network is costly, inflexible, and limits innovation. In
response, the Free5GC platform was introduced as an open-source solution, providing easy access to
source code for researchers to analyze and simulate ideas. Free5GC is an open-source 5G core network
framework developed by the Free5GC community, aiming to deliver a scalable, flexible, and vendor-
neutral solution for constructing 5G core networks. It supports both standalone (SA) and non-
standalone (NSA) architectures defined by 3GPP.

D2D (Device-to-Device) communication has brought about numerous benefits and possibilities. It
enables direct communication between user devices, allowing them to exchange data, services, and
resources without relying solely on the network infrastructure. This direct communication capability
has the potential to enhance various applications, such as proximity-based services, local multiplayer
gaming, content sharing, and collaborative sensing. One of the key advantages of device-to-device
communication is its ability to improve network efficiency and reduce congestion. By offloading traffic
from the base station to direct device-to-device links, Device to device communication reduces the
burden on the network infrastructure, leading to faster and more reliable connections for users.
Moreover, D2D communication can enhance the quality of service for delay-sensitive applications,
such as real-time video streaming, by reducing latency and improving the overall user experience.
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However, ensuring the security of D2D communication is crucial to protect against potential threats
and vulnerabilities. Cryptographic techniques play a vital role in securing D2D communication
channels and safeguarding the confidentiality, integrity, and authenticity of the transmitted data.
Encryption algorithms, digital signatures, and secure key exchange protocols are employed to establish
secure D2D connections[27][28] and prevent unauthorized access or tampering of data.Efficient
resource allocation mechanisms need to be in place to prevent interference between D2D links and
traditional cellular connections, ensuring fair and optimal utilization of the available spectrum.Overall,
D2D communication[25][26] in 5G networks holds immense potential for improving connectivity,
enabling innovative applications, and enhancing the overall user experience. By addressing security
concerns and implementing effective resource management strategies, D2D communication can unlock
new possibilities for peer-to-peer interactions and collaborative services in the era of 5G.Fig 1 shows
the demo stage of Free5GC it is an open-source 5G core network framework developed by the
Free5GC open-source community. It aims to provide a scalable, flexible, and vendor-neutral solution
for building 5G core networks. Free5GC is designed to support both standalone (SA) and non-
standalone (NSA) architectures defined by 3GPP (Third Generation Partnership Project).

Commercial ,| Commercial . Core
Phones base stations Network

Free5GC

Fig. 1. Demo stage of Free5GC

Cryptographic technigues, when implemented correctly, can provide a high level of security for D2D
[10][11] communication in 5G networks. To select appropriate algorithms, protocols, and key
management practices, and regularly update cryptographic mechanisms to stay resilient against
emerging threats. Docker is a popular containerization platform that can be utilized in 5G
communication networks, specifically by implementing security improvements and protecting D2D
communication [10][11]. One potential approach is to leverage Docker alongside the Free5GC open-
source project, which provides a 5G Core Network (CN) implementation. In this work, we demonstrate
two 5G deployment options. First, a Docker implementation of 5G using Ansible, and second a Virtual
machine (VM) based implementation using Free5GC. This project further implements IPsec to protect
the confidentiality of users' data. Docker is a great technology that simplifies the development and
deployment of distributed applications. While building dockerized applications, security at various
points needs to be considered. Due to a lack of CPU/Hypervisor, Docker [2] security is fully
implemented in Software. Docker can enhance security in 5G networks, they should be used as part of
a comprehensive security strategy. Additional security measures, such as the cryptographic techniques
mentioned earlier, should be employed alongside Docker containerization to provide end-to-end
security for D2D communication in 5G networks.

I1. Literature Survey

A literature survey, also known as a literature review or a systematic review, is an essential component
of academic research. It involves a comprehensive examination and analysis of existing literature and
scholarly works relevant to a specific research topic or question. The primary purpose of a literature
survey is to provide a critical summary and evaluation of existing knowledge, identify gaps or
inconsistencies in the literature, and inform the direction of further research. Deploying a 5G network
in a cloud environment and introducing automation which reduces the overall expenditure of the
network. Ryan Pepito [1] proposed the main 5G enabler for the fifth generation of mobile wireless
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networks is edge computing (MEC). Compared to conventional systems, it enables computing and
resources in storage to be placed nearer to the user and the point of data production. To enable use
cases and applications that need low latency and extensive management, MEC gives 5G users
optimized network performance [34][35][36]. Additionally, it aids in the offloading of backhaul traffic
via the local breakout. MEC offers service and application advantages, however, there are elevated
security threats. These include dangers related to the storage of security contexts in the edge servers,
frequent key exchanges between the edge servers and the central cloud, and visitor authentication at the
edge servers.

Larisa-Mihaela Tufeanu et al. [2] presented two distinct network topologies for deploying a
containerized 5G standalone (SA) network, incorporating concepts from 5G cloud network services,
Docker containers, and Linux virtualization. Our evaluation of the proposed approach involves the
utilization of subscriber data and next-generation application protocol (NGAP) filtering. We
implemented both Minimalist Deployment and Basic Deployment scenarios and assessed their
performance by injecting simulated TCP/UDP traffic. Key performance indicators such as traffic
volume and data rate were analyzed for both the uplink and downlink. Furthermore, Oana-Mihaela
Ungureanu supported the development of two network topologies for 5G SA deployment, leveraging
ideas from 5G cloud network functions, Docker containers, and Linux virtualization.

This would result in the construction of a containerized 5G standalone (SA) network. Next-generation
application protocol (NGAP) filtering and subscriber data are used to evaluate the attach method
based on our implementation of both Minimalist Deployment and Basic Deployment. Additionally,
simulated TCP/UDP traffic is injected into the network, and the performance of this traffic is assessed
using metrics like traffic volume and data rate for both the uplink and the downlink. Ziran Min et.al.
explained that 5G-based loT use cases like adaptive robotic repair, DANSM, a software-defined,
dynamic, and autonomous network slice management middleware. The uniqueness of our strategy lies
in the use of multiple M/M/1 queues to formulate a 5G network resource scheduling optimization
problem that includes service-level and system-level objectives, the design of a heuristics-based
solution to get around this optimization problem's NP-hard properties, and the implementation of a
software-defined solution that uses the heuristics to dynamically and autonomously provision and
manage 5G network slices that deliver predictable results.

Oana-Mihaela Ungureanu and colleagues [5] introduced the usage of Kubernetes-managed Open5GS
open-source utility within Kubernetes-managed containers to emulate PDU session setup requests.
This approach facilitates the implementation of a service mesh solution that enables real-time inter-
service communication, considering traffic allocation, request length, and throughput among all 5G
core services. In a separate study, K. Du and L. Wang [6] proposed a cloud-native 5GC architecture,
emphasizing a Message-Level State Less Design (ML-SLD) approach. To ensure uninterrupted
connectivity between the Radio Access Network (RAN) and the 5GC and prevent disruptions and
data dropouts , the study introduces an innovative technique for servitization of the N2 interface..

Kuan-Lin Lee [7] developed a comprehensive, open-source, and easily deployable 5G network
utilizing a Message-Level Stateless Desigh (ML-SLD) to achieve a cloud-native 5GC. The primary
objective is to ensure uninterrupted connectivity between the Radio Access Network (RAN) and the
5GC while preventing disruptions and data dropouts, especially for large-scale user data.

For virtualization implementation, the architecture employs OpenStack as the platform, utilizes the
Tacker module for deploying the slicing environment, incorporates free5GC as the core network for
the 5G system, and employs UERANSIM to simulate UE and gNB functionalities. This proposed
architecture enables automatic slicing services with specific functions. Slices can be registered into
the 5G network with core network support, and simulated UEs can establish connections with their
respective slices.Experimental results demonstrate the feasibility of the proposed architecture based
on open-source components.

The primary enabler for the fifth generation (5G) of mobile wireless networks is edge computing
(MEC), as proposed by Ryan Pepito et al. (reference [1]). By allowing computing and storage
resources to be located closer to the users and data sources, resulting in optimized network
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performance for 5G users who require low latency and extensive management (references [37][38]).
Furthermore, MEC facilitates the offloading of backhaul traffic through local breakout. While MEC
offers numerous service and application benefits, it also introduces heightened security threats
(references [39][40]). These threats encompass risks associated with storing security contexts on edge
servers, frequent key exchanges between edge servers and the central cloud, and visitor authentication
at the edge servers. Thus, ensuring the integrity of the specifications is crucial in maintaining a secure
MEC environment.

I11. 5G SERVICE BASED ARCHITECTURE (SBA)

The current 4G network of P2P techniques produces many interfaces between function pieces, which
leads to dependencies between functions and makes it difficult to update a deployed architecture,
which is critical in 5G. The cloud environment and Network Function Virtualization [9], 3GPP mobile
network must evolve to allow flexibility and enable both functional and service agility. Therefore
service-based 5G core network architecture is specifically designed to leverage the benefits of network
function virtualization and software-defined networking [41][42]. This architecture divides mobile
functions into two distinct categories: "stateless” control functions and state management functions,
effectively separating computation and storage resources.

AMF SMF

DATA
UPF NETWORK

Fig. 2 5G Service-Based Architecture [8]

V. Ansible Workflow

Ansible operates by establishing connections with your nodes and deploying lightweight programs
called Ansible modules to them as shown in Fig.3. These modules are executed by Ansible and
subsequently removed upon completion. The library of modules can reside on any machine, and there
is no need for daemons, servers, or databases. In the provided diagram, the Management Node serves
as the controlling node, overseeing the entire playbook execution. The inventory file contains the list of
hosts where the Ansible modules are to be executed. Ansible efficiently manages the removal of
modules once they are installed. It establishes connections with the host machines, executes the
instructions, and upon successful installation, removes the code that was previously copied to the host
machine.

Host 1

(Group A)

Wost 2
“ (Groupn)

Host N

[ Ansible Management

Node

Playbook Inventory

[group A}
Host 1
group B)
Host 2
Host N

Fig. 3. Ansible Workflow
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V. PROPOSED METHODOLOGY

i.  Environment Setup:
a. Installation and configuration of Docker.
b. Installation and configuration of Free5GC.
c. Generation of D2D traffic scenarios.

ii.  D2D Protection Implementation:
a. Integration of Docker for containerizing D2D communication [43][44] components.
b. Implementation of security measures like authentication, encryption, and access

control within Docker containers [45].

c. Configuration of firewall rules and security policies

VI. EXPERIMENTAL EVALUATION

Measurement of performance metrics such as throughput, latency, and packet loss. Assessment of
security-related parameters, including authentication success rate and vulnerability analysis.
Comparison of results obtained with and without Docker-based security enhancements.

Environment D2D Protection Dxpeimesal
Setup Implementation | Evaluation

Fig. 4 Steps of Experimental Evaluation

Fig.4 encompasses three main elements: an Automation Platform, Deployment, and IP security. The
Automation Platform, known as Ansible Automation Platform, serves as a fundamental infrastructure
for implementing automation on a large scale within an organization. It offers a comprehensive suite of
tools necessary for deploying enterprise-wide automation solutions. With Ansible Automation
Platform, users across the organization can collaboratively create, share, and oversee automation
workflows, spanning various domains including development, operations, security, and network teams.
This platform empowers organizations to efficiently build and operate IT automation at scale,
extending from hybrid cloud environments to edge computing infrastructures.

IT managers could offer team-specific automation guidelines, while automation creators can leverage
their existing knowledge to develop tasks. With the utilization of Ansible Automation Platform,
organizations benefit from a more reliable and secure foundation for deploying comprehensive
automation solutions. Additionally, in Docker deployment, each 5G network function and network
entity can be facilitated. To ensure secure communication between these entities over the internet, IP
security protocols are employed.To implement IPsec security functionality in a network, we leverage
the Scapy Python library. Additionally, Ansible, an open-source IT automation software written in
Python used for various tasks such as system configuration, software deployment, and workflow
orchestration. Ansible is a user-friendly interface, and emphasis on security and reliability. With
minimal moving parts, it utilizes OpenSSH for transport (with alternative transports and pull modes
available) and employs a human-readable language designed to facilitate.

Automation Platform

|

DEPLOYMENT SCENARIOS

vm DOCKER
DEPLOYMENT DEPLOYMENT

IPsec Implementation

Python

Fig. 5 Proposed solution
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VII. RESULTS AND DISCUSSION

Results are obtained based on Docker based deployment with virtual machine using Free 5GC. We
have implemented the method of deployment of a computer network in an automated fashion.
Programs are executed by using Python. After the network configuration is completed, Ansible runs
all the network entities in separate containers. “ping google.com” test the network connection,
username and password will be given to represent some sensitive information. This will encrypt the
plaintext to create a ciphertext which is not readable by an adversary who is what.

1
Encrypted
packet

Fig. 6 Unencrypted packet

Loaded with username
password,

Fig. 7 Encrypted Packet

VI1Il. PERFORMANCE EVALUATION

Throughput: The utilization of Docker for enhanced security in D2D [19][20][21] communication
resulted in a minor decrease in overall throughput. However, the reduction was within acceptable
limits, ensuring efficient data transmission.

Latency: Docker-based security measures introduced a slight increase in latency due to additional
processing overhead. Nevertheless, the impact was negligible for practical scenarios.

Packet Loss: Docker-based security implementation did not significantly affect packet loss,
maintaining the reliability of D2D [13][12] communication.

Security Assessment

Authentication Success Rate: Docker-based security enhancements demonstrated a high
authentication success rate, ensuring secure communication between D2D devices.
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e Vulnerability Analysis: The Docker containerization approach effectively isolated potential

vulnerabilities, reducing the attack surface and mitigating the risk of unauthorized access or data
breaches.

Utilizing Docker for enhanced security in D2D communication [13][12] within 5G networks proved
effective in maintaining the integrity and confidentiality of transmitted data. Although there was a
minor impact on performance metrics like throughput and latency, the effects remained within
acceptable limits, ensuring both efficiency and security in data transmission. The high authentication
success rate and vulnerability analysis confirmed the reliability and effectiveness of the security
measures implemented using Docker containers. Furthermore, the containerization approach
significantly reduced the risk of attacks and unauthorized access.

IX. CONCLUSION AND FUTURE WORK

This study demonstrates the efficacy of employing Docker for enhanced security in D2D [15][16]
communication within 5G networks. The results indicate that Docker-based security measures
effectively preserve the integrity and confidentiality of transmitted data while maintaining
acceptable performance levels. The high authentication success rate and vulnerability analysis
validate the reliability and effectiveness of the security enhancements achieved through Docker
containerization. Overall, this study underscores the potential of Docker-based security solutions in
bolstering the security of D2D [14][20] communication in 5G networks. Further research can focus
on optimizing performance impact and exploring additional security measures to fortify the overall
system. Future work can focus on optimizing performance, exploring advanced security measures
such as intrusion detection and prevention systems, scalability and resource management, real-
world deployment and evaluation, privacy preservation techniques, and standardization and
integration efforts. Overall, the study highlighted the effectiveness of Docker-based security in
maintaining the integrity and confidentiality of D2D communication [17][18][19] in 5G networks.
By addressing the identified areas in future work, the study aims to contribute to the advancement
of robust and efficient security solutions for D2D communication [22][23][24] in the future.
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