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ABSTRACT Banking terrain plays a necessary part among all people. If the banking is toner-friendly also it would 

profit all druggies. This situation has forced us to move towards a mobile banking system. Arising technologies have 

supported people with mobile bias and data connections. To address this problem this design proposed an extended 

Honey Encryption (XHE) plan by including a medium of protection to the being stoner authentication medium. 

When the vicious stoner attempts to unauthorized entry to an online banking account by entering his guessed word, 

rather of rejecting the access and precluding them from using the operation and keeping the information secured. 

Mobile banking operations give an easy door-step result for guests. In the current digital and cashless frugality trend, 

mobile- grounded app results are scrutable and universal, expediting a wide range of banking and non- fiscal 

services. UPI is one of the mobile- grounded operations which grease online deals. It’s simple and dependable 

operation. Besides cons, there are also some retired security issues to be resolved. UPI uses a leg to complete the 

sale. The leg entry can be noticed by near adversaries. Hence an observational attack grounded on Shoulder surfing 

has become a major concern. To manage up with this issue, we come up with the result of furnishing high- position 

security after admitting that there was a pitfall with the supposition of the former styles. We explosively concentrate 

on security in our proposed system by proposing a new technique Covert Attentional Shoulder Surfing (CASS). In 

our offer, we also apply the RNN Classifiers to assay the geste characteristics of the stoner to descry to repel access 

by unauthorized people. Our result or model is also supported by all platforms. It’s designed to be used on all 

platforms (platform Independent) like Android, Ios, and other mobile platforms. 

KEYWORDS Honey Encryption, Convert Attentional Shoulder Surfing (CASS), Recurrent Neural Network, 

Platform Independent. 

I. INTRODUCTION 

A secure banking system that uses cloud technology to store and manage customer data. To ensure the confidentiality 

and integrity of customer data, the system will use several encryption methods and hashing algorithms. In addition to 

securing customer data, the system will also focus on securing UPI PINs to prevent fraud and unauthorized access to 

customer accounts. The project will be developed in the domain of cloud technology, leveraging cloud infrastructure 

to provide reliable and secure banking services that are accessible from anywhere, at any time. Finally, the project 

will explore the integration of AI technologies to improve the efficiency and accuracy of banking operations, while 

also addressing important concerns around data privacy and security. Overall, this project aims to develop an 

advanced banking system that provides better services to customers, reduces costs, and improves operational 

efficiency. The financial sector has experienced significant growth in recent years, with digital banking becoming 

increasingly popular among consumers. As more people use digital banking services, the need for secure and reliable 

banking systems has become increasingly.  This project aims to develop a secure banking system that leverages 

cloud technology to provide reliable and scalable banking services. The banking system will use various encryption 

methods and hashing algorithms to secure customer data, including sensitive information such as account numbers 

and personal details. This will help ensure the confidentiality and integrity of customer data, while also reducing the 
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risk of data breaches and other security threats. The system will also focus on securing UPI PINs, which are used to 

authorize transactions, to prevent fraud and unauthorized access to customer accounts. 

In addition to ensuring the security of customer data, the system will be developed in the domain of cloud 

technology, leveraging cloud infrastructure to provide reliable and secure banking services that are accessible from 

anywhere, at any time. This will help reduce costs and improve operational efficiency, as well as improve customer 

satisfaction by providing convenient and accessible banking services. Finally, the project will explore the integration 

of AI technologies to improve the efficiency and accuracy of banking operations. AI algorithms can be used to 

automate repetitive tasks such as data entry, fraud detection, and risk assessment, freeing up staff to focus on higher-

level tasks. Additionally, AI can be used to analyze customer data and provide personalized recommendations to 

customers, improving the overall customer experience. Overall, this project aims to develop an advanced banking 

system that provides better services to customers, reduces costs, and improves operational efficiency, while also 

addressing important concerns around data privacy and security. 

A. CLOUD COMPUTING TECHNOLOGY 

Its rapidly growing and evolving domain in the field of technology that has transformed the way businesses and 

individuals store, process, and access data. At its core, cloud computing refers to the use of remote servers and 

networks to store, manage, and process data, instead of relying on local servers or personal devices. This allows for 

greater scalability, flexibility, and accessibility of computing resources, and can significantly reduce costs and 

improve operational efficiency. The cloud computing domain has brought about many advancements in data 

analytics, machine learning, and artificial intelligence, enabling businesses to rapidly scale and innovate while 

addressing important concerns around data privacy and security. As the domain continues to evolve, it is expected to 

play an increasingly important role in the digital economy, unlocking new possibilities for businesses and individuals 

alike. 

Cloud deployment models refer to different approaches for deploying cloud computing resources and services. 

There are several deployment models to choose from, each with their own unique benefits and considerations. The 

most common deployment models include public, private, hybrid, and multi-cloud. Public cloud involves using 

resources hosted and managed by a third-party provider and made available to the general public over the internet. 

Private cloud, on the other hand, involves using resources that are dedicated to a single organization and managed 

either in-house or by a third-party provider. Hybrid cloud combines public and private cloud environments, while 

multi-cloud involves using multiple cloud providers to host different parts of an application or service, The brief 

deployment model is shown in Figure 1. 

Choosing the right deployment model is important for ensuring optimal performance, security, and cost-

effectiveness. Factors such as the type of application or service, level of security required, and budget will influence 

the decision-making process. Ultimately, a well-planned and well-executed deployment model can help businesses to 

effectively leverage cloud computing to achieve their goals and stay ahead of the competition. 

 

 

 

 

 

 

                                           Figure 1. Cloud deployment model   

Security is a critical concern for any banking system, and this is no exception when it comes to cloud computing. 

Fortunately, there are several security measures that can be put in place to help protect sensitive customer data and 

ensure regulatory compliance. Firstly, encryption is a key security measure for cloud computing banking systems. 

All data should be encrypted both during transit and while at rest, using industry-standard encryption 
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algorithms. Additionally, access control measures such as strong authentication mechanisms, access 

policies, and multi-factor authentication can help ensure that only authorized personnel are able to access 

sensitive data. Another important security measure is monitoring and logging. Cloud computing banking 

systems should have robust logging and monitoring capabilities, enabling IT teams to detect and respond to 

potential security breaches in a timely manner. Regular vulnerability assessments and penetration testing can also 

help identify potential security gaps and areas for improvement. 

1) Virtual Private Network (VPN): A VPN is used to create a secure connection between the user's device and the 

cloud infrastructure. It encrypts the data being transmitted over the network, ensuring that it is protected from 

unauthorized access. 

2) Firewalls: Firewalls are used to monitor and filter incoming and outgoing network traffic to prevent unauthorized 

access and data breaches. They can be implemented at different levels, including the perimeter of the cloud 

infrastructure and at the application level. 

3) Intrusion Detection and Prevention Systems (IDPS): An IDPS is used to monitor network traffic for signs of 

suspicious activity or potential security breaches. It can detect and block malicious traffic in real-time, 

preventing unauthorized access and data loss. 

 

A banking secured application is a critical tool for modern banking institutions to provide their customers with a 

secure and convenient way to manage their finances. By utilizing advanced security measures such as two-factor 

authentication, encryption, and biometric verification, these applications can protect sensitive financial information 

from unauthorized access and cyber threats. Additionally, banking secured applications offer features such as mobile 

check deposits, bill payments, and account management, allowing customers to perform their banking tasks 

conveniently from their mobile devices. As technology continues to evolve, it is likely that the role of banking 

secured applications will become increasingly important in ensuring the security and accessibility of financial 

transactions for customers. 

 

B. ARTIFICIAL INTELLIGENCE 

Artificial intelligence, or AI, is a field of computer science that focuses on developing intelligent machines that can 

perform tasks that typically require human intelligence. AI systems can be designed to learn and improve over time, 

allowing them to adapt to new situations and perform more complex tasks. 

There are several subfields of AI, including machine learning, natural language processing, computer vision, and 

robotics. Machine learning is a type of AI that involves training algorithms to learn from data, while natural language 

processing focuses on teaching machines to understand and interpret human language. Computer vision involves 

teaching machines to interpret visual information, while robotics focuses on developing intelligent machines that can 

interact with their environment. 

AI has numerous applications across a wide range of industries, from healthcare and finance to transportation and 

manufacturing. AI systems can be used to automate routine tasks, improve decision-making, and even create entirely 

new products and services. As AI technology continues to advance, it is expected to have a significant impact on 

society and transform the way we live and work. 

Banks are using AI to enhance security, improve customer service, and reduce costs. AI algorithms can detect 

fraudulent activities in real-time, authenticate customers, monitor transactions for suspicious activity, and provide 

personalized support through chatbots and virtual assistants. Additionally, AI can be used to assess credit risk, 

allowing banks to make more informed lending decisions. The use of AI in the banking sector is helping to create a 

more secure and efficient banking system, providing customers with better services and reducing the risk of fraud 

and financial crime. 

The adoption of AI in the banking sector is also helping to streamline operations and reduce costs. AI-powered 

chatbots and virtual assistants can handle customer inquiries, allowing banks to reduce staffing costs and improve 

efficiency. Additionally, AI algorithms can automate manual processes, such as data entry and document processing, 

saving time and reducing errors. As the technology continues to advance, we can expect to see even more innovative 

uses of AI in the banking sector, further transforming the way we manage our finances. Another area where AI is 
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being used in banking is in the development of personalized financial products and services. By analysing customer 

data and behaviour, AI algorithms can identify individual preferences and needs, enabling banks to offer tailored 

products and services that meet their customers' specific needs. 

II. DESIGN PRELIMINARIES 

A. Threat Model 

There are different configurations for PIN-based authentication using logical or physical IDs. Its abstract model is 

easy to understand. After entering a system at a secret PIN, For subsequent input at a user interface for authentication 

after enrolment, a user should keep this information in mind. The system can verify authenticity in accordance with 

the registered PIN and deny if the incorrect PIN is submitted. under this study, we concentrate on a passive shoulder 

surfing adversary under a weaker threat model. A human opponent known as a "shoulder surfing attacker" attempts 

to monitor user-system interactions at a user interface in order to obtain a user's PIN but lacks an automatic recording 

device, such as a hidden camera (although she may utilise manual tools, such as a notepad and pencil). That is, the 

capacity for perception and thought are actually limited to those of human shoulder surfers.  

The security of the BW technique has been assessed inside the lesser threat paradigm, versus human shoulder surfers. 

Therefore, it is anticipated that a BW technique user may feel secure and safe when there are only humans around the 

user. 

B. BW Method 

By considering a user to be a system's human oracle, the fundamental BW strategy, known as the instantaneous 

oracle choices (IOC), was created to defend against a human shoulder surfing assault. The standard numeric keypad 

is randomly coloured in each round with two different colours; half of the numeric keys are black and the other half 

are white. By pushing a secondary colour-indication key below the keypad, the user is compelled to respond to the 

current colour of the PIN digit key right away. 

For the purpose of recognising a single (input) digit via intersection, numerous rounds are performed because the 

randomly chosen half of the numerical keys of the same colour are always selected simultaneously. For instance, 

entering a single round requires m rounds. There m rounds are required to enter a single PIN digit for m = log2 |A|, 

or 4 rounds for the set A = 0 through 9. They are carried out repeatedly until each PIN digit is recognised. M rounds 

are required to input an n-digit PIN, or 16 rounds for a four-digit PIN. The BW technique is incredibly user-friendly 

because the PIN entering simply requires making straightforward binary selections. The frequent key entry rounds 

are a serious downside. The fundamental BW approach is thought to be safe from human shoulder surfing. Note that 

its two variations, the probabilistic (recording resilient) extension and the delayed oracle choices (DOC), are each 

examined in distinct works with regard to broader topics. 

C. Related Work 

The PIN entry device must be created or installed in accordance with ISO 9564, the international standard for PIN 

management, so that the customer can prohibit others from viewing the As it is being entered, the PIN value. 

Numerous studies have been done on creating protection techniques in software for PINs, text passwords, and 

graphical passwords. They frequently employ indirect key entry to fend off attacks like shoulder surfing. However, 

we have discovered that it can be difficult to create a secure yet practical technique. While its relaxation for usability 

can result in security breaches, security enforcement is likely to produce extremely complicated and error-prone 

procedure. In fact, the so-called cognitive authentication technique was revealed to be flawed by Golle and Wagner. 

The PAS approach was exposed to brute force attacks by Li et al. The recognition-based graphical password system 

was shown to be vulnerable to replay-based shoulder surfing attacks by Dunphy et al. The convex hull click method 

was demonstrated by Asghar et al. to be unsafe. Despite more recent reports of more widespread attacks and a 

concrete discussion of the security-usability trade-off by Yan et al., the BW approach was still regarded as secure 

against shoulder surfing. 
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III. MODELING OF A NEW ATTACK 

A. Human Capabilities Demonstrated 

The effectiveness and limitations of human perceptual and cognitive capacities are both amply supported by 

cognitive psychology and neuroscience research. Visual short-term memory (VSTM) can hold roughly four 

integrated objects at a time, while weak VSTM can hold more sustained representations. These findings support 

Gestalt theory-based conjunctions and perceptual groupings. It is evident that people can store integrated things 

rather than simply individual characteristics in VSTM, even though it is still debatable whether the capacity of 

VSTM exceeds or is constrained by the magical number 4. 

Additionally, selective visual attention is crucial for the efficient processing of those objects in VSTM. In particular, 

covert attention, which denotes the orientation of visual attention without saccadic eye movements, has been shown 

to speed up the processing of visual information and improve discrimination in a variety of visual tasks. Given that 

covert attention involves micro saccades, it is important to note one of its advantages, namely the continuity of visual 

perception, which allows for the expansion of visual perception's window of opportunity. Motor actions can be 

activated concurrently with visual perception and attention. Another variation of covert attention is multifocal 

attention. Finally, video game gamers comprehend more visual information quickly and at a glance than even non-

players. Can receive training to develop their perceptual abilities. 

B. Covert Attentional Shoulder Surfing 

In shoulder surfing attacks, the attacker's opponents should move their eye fixations quickly over the user interface, 

especially during pre-processing to gather challenge information (such as the layout of the keypad), in an on-time 

processing phase to gather key entry information (such as a user's key press), and in postprocessing to filter the 

gathered data. Shoulder surfing should be unsuccessful if the time allotted for such tasks is insufficient or if the 

memory need is too high for a human to handle. The cognitive complexity analysis and its studies, which are 

presented in, only demonstrate that the naive shoulder surfers, as compared to the BW approach, were unable to 

follow and remember all of the digits for the subsequent round. However, if it is feasible to extend and utilise the 

time period allowed and Adversaries can become more efficient than anticipated in order to lower the memory 

required. The approach to distinguishing the wood from the trees should begin with the evidence of human capacities 

as seen from above. 

1) Covert Attention: Our plan is to use covert attention to extend and efficiently use the allotted time. An adversary 

can increase her temporal opportunities for processing visual information within the current visual angle if she 

inhibits saccadic eye movements during visual perception. This holds true even while performing parallel motor 

actions without saccadic eye movements and covert attentional shifts to a stimuli inside the visual angle. Shown 

in Figure 2. shows how the adversary is secretly paying heed to the BW challenge. It is possible to choose and 

persistently pay attention to a small number of items in a short amount of time by fixating on a specific location. 

In fact, the adversary may detect the user's black-or-white key entry from their black-or-white object at a glance 

(in pre-processing) and their movement of the finger during timely processing. Note that the binary finger 

movement, left or right, determines the user's key entry in advance. The crucial entry states that she can take care 

of the chosen colour objects kept in VSTM (postprocessing) till the new challenge appears for the following 

round. How many of these things would be saved in VSTM is one issue here. 

2) Perceptual Grouping: We propose to use perceptual grouping to lower the memory requirement. The amount of 

visual objects stored in the short-term memory can be decreased if an adversary uses Gestalt principles to extract 

significant visual relations from lower-level features, such as the colour of squares, while ignoring the individual 

digits, and groups them into higher-level structures, such as a larger polygon in the same colour. According to 

the Gestalt theory, there is more than just a symmetry in two distinct reversal directions black, white, and the 

colours as well as a similarity in the squares having the same colour. As shown in Figure 2. it is possible to 

extract a closure group from similarity groups (squares) connected by sides, a continuation group from closure 

groups connected by angles, and finally a proximity group from continuation groups within a single block 

distance by ignoring the digits on the keypad. Some of these may appear more salient at first glance due to 

selective attention and be processed more quickly in VSTM. Assume that a 4.3 smartphone is located one metre 

away from the shoulder surfer. While the entire display is inside the viewing angle, the one block distance in the 

proximity group implies a visual angle of 0.57. Two perceptual (proximity) groups may be built in the mind and 
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stored in the VSTM. In the following round, the chosen group will serve as the basis for perceptual grouping 

resulting in a logarithmically 

decreasing group size.  

  

 

 

 

 

 

 

 

 

Figure 2. Convert attention. (The small cross on key 5 designates the location of the enemy's fixation for detecting groups of the 

colours black and white. Depending on the viewing angle, the inner circle indicates a 2 foveal vision, while the outside circle a 5 

parafoveal vision. Instead of reading individual digits, the adversary might focus on black and white polygons and the user's 

finger movement inside the visual angle. 

3) Parallel Motor Operation: Due of the logarithmic reduction, there is only one square left in the chosen perceptual 

group after m rounds. So while it is possible to recognise the single digit on that square as a PIN digit, there might 

not be enough time to accurately memorise it or write it down on paper. To conserve time and memory, we therefore 

use the motor process in parallel, i.e., covert handwriting without saccadic eye movements. When there is only one 

square left in the perceptual group, the shoulder surfer recognises the matching digit and records it on paper without 

verifying it there, that is, without taking their eyes off the keypad. 

 

 

 

 

 

 

                   (a)                        (b)                   (c) 

Figure 3. Grouping of perception. BW difficulty on the keypad (a). (b) Visual groups are in black. (c) White perceptual 

groupings. (Note: The attacker ignores the digits until just one block is left in the perceptual group.) 

 

IV. INSECURITY OF BW METHOD 

We first demonstrate through modelling based research how covert attentional shoulder surfing can undermine the 

BW approach and then discuss the outcomes of actual attack experiments. 

 

A) Attack Analysis and Modelling 

The BW method divides a set of ten digits into two randomly chosen halves, one of which is chosen in each round 

based on the user's key entry. The (overt attentional) shoulder surfer might determine a single digit of the PIN if the 

chosen halves were committed to memory or written down on paper for m successive rounds and then recalled to 

determine their intersection. This unsophisticated tactic was used by a few participants in and clearly failed even 
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when used against sluggish users (23228 ms on average). The covert attentional shoulder surfer, on the other hand, 

need to be distinct. Let's simulate the user and the covert attentional shoulder surfer synchronising their actions in 

CPM-GOMS with respect to their tasks. The modelling is shown in Figure 4. in particular for the initial single round.  

The BW method divides a set of ten digits into two randomly chosen halves, one of which is chosen in each round 

based on the user's key entry. The (overt attentional) shoulder surfer might determine a single digit of the PIN if the 

chosen halves were committed to memory or written down on paper for m successive rounds and then recalled to 

determine their intersection. This unsophisticated tactic was used by a few participants in and clearly failed even 

when used against sluggish users (23228 ms on average). The covert attentional shoulder surfer, on the other hand, 

need to be distinct. Let's simulate the user and the covert attentional shoulder surfer synchronising their actions in 

CPM-GOMS with respect to their tasks. The modelling is shown in Figure 4, in particular for the initial single round. 

While focusing on the task for the following round, he might pull his finger back. In our component experiment, 

which is to say, empirically, we calculated the duration of the finger motion and touch task (300 ms); we recruited 12 

proficient participants (eight males and four females with college degrees, with an average age of 25). 

The generalisation of CPM-GOMS was followed by the other task durations. Thus, based on their own durations, 

inexperienced users can be retarded. A round is expected to last 980 milliseconds, which indicates that there are 15 

680 milliseconds in each round. It's interesting to note that this outcome closely matches those of our user testing of 

the BW approach outlined in Section V-D. In the experiments, the average entry time is 15 576 ms (15 171 ms after 

removing the learning curve). 

B) Adversary Modelling 

Based on the generalisation in the modelling of a covert attentional shoulder surfer is shown in the lower flow of 

shown in Figure 4. We were able to determine that x = 600 and y = 100 as a result of the synchronisation. The 

opponent performs a hand motor operation in the fourth round, but the critical path is unaffected because there is no 

verification of the printed values as explained in Section III-B. Pre-processing, postprocessing, and timely processing 

are all referred to as partitions and selection, respectively 

C) Synchronization Analysis 

In light of the values x = 600 and y = 100, we must determine whether our assault plans are feasible. The crucial 

steps of visual object identification are generally agreed to occur within 100–200 ms of stimulus presentation, and it 

takes a another 100 ms for following processes to bring this information into awareness. We can set a timer for two 

perceptual groups that are distinct in their shape and colour at 600 milliseconds (300 milliseconds for each group). 

Note that in CPM-GOMS, it is acceptable to set 290 ms for the perception of a VSTM. 

Figure 4. synchronisation and modelling of the BW Method. (The first round took 980 milliseconds, and the entire process took 

15 680 milliseconds. The model is a skilled user.) 

 

 

 

 

 

 

 

Figure 4. synchronisation and modelling of the BW Method. (The first round took 980 milliseconds, and the entire process took 

15 680 milliseconds. The model is a skilled user.) 
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complicated visual signal that is comparable to a 6-letter word. As a result, we think it makes sense to set x = 600 for 

the pre-processing jobs. Since the main focus of the adversary's The adversary might inhibit The dual hand motion, 

the saccadic movement of the eye, and covert attentional moves to an on-time stimulus, since she sees the world 

primarily through foveal and parafoveal views. Given that binary data is acceptable, the promptly execution 

perception time is acknowledged to be 100 ms. It is likewise fair for the number 100 (y) to be used in the subsequent 

processing activities for the binary selection in two perceptual groups. The 800 ms sustained visual perception period 

is well than sufficient for our attack tactics. Based on the synchronisation outcome, covert attentional shoulder 

surfing is modelled as a viable attack. 

V. ENHANCEMENT OF THE BW METHOD 

A) Similarity and Complexity 

Interrupting the adversary during perceptual grouping would be beneficial in preventing covert attentional shoulder 

surfing. Without considerably altering the user task. One option is to maintain the BW approach but randomly 

arranging the digits in each round to prevent perceptual grouping in the manner we suggested. However, in this 

instance, the user task necessitates an additional saccadic eye movement as they look for the target digit's location 

during each round, which may increase the PIN entering time. Another option is to maintain the standard layout of 

the numeric keypad but creating extra perceptual groups to annoy the opposition. 

The entire numeric keypad should be under the covert attentional shoulder surfer's attention in order to see binary 

(visually opposed) perception groups. However, the user solely concentrates on the lone number key for We can use 

methods influenced by psychology to stop the perceptual grouping process. Gillie and Broadbent   demonstrated that 

processing complexity and interruptions that are equivalent to the primary task working memory would be put under 

heavy disruptive demands as a result of that disruption. Because colour must be identifiable by the user in order to 

achieve similarity in the task of perceptual grouping, we make colour groupings look similar (not the same nor 

opposite) in their shape. 

We intentionally made colour groupings appear overlapping (rather than separate) to add complexity so that 

opponents have a tough time holding the groups in VSTM as well as separating them. The secret to combining 

similarity and complexity is to visually divide each numerical key into two parts that can be filled in separately. As 

shown in Figure 5, this enhancement merely lengthens the critical path by 100 milliseconds versus the BW method, 

which necessitates the person using it to choose between two colours using the PIN digit key. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. synchronisation and modelling of a better technique. (The first round took 1080 milliseconds, and the entire process 

took 17 280 milliseconds. 
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The bottom of the display's four non-binary coloured keys are pushed. Referring to the investigation in Chapter IV-

A, despite the fact that x is only 700, four perception categories might require a minimum of 1200 ms to be spatially 

segregated. 

Even worse, those four categories seem to be overlapping rather than distinct, making it even more difficult for the 

enemy to be perceived favourably. Given the limitations of VSTM, perceptual grouping obviously takes much longer 

and should be impossible within 900 ms (shown in figure 5). Referring readers to shown in Figure 6(a)  how this 

enhancement is being implemented in prototype form. 

B) New Pin Entry Technique 

Let P stand for a set of four interchangeable hues and/or patterns, such as P = "black, blue, white, yellow" or P = 

"black, white, dotted, diagonal stripes," for a person who is colour blind. 

The revised approach basically works as follows: 

On the standard numeric keypad, the system shows a set of ten digits, A = 0 to 9, along with four colour keys and 

two split colours selected from P for each of the numeric keys. Five randomly split different keys are filled with a 

colour that is drawn at random from P; each split may be either upper or lower. Five additional divisions are filled in 

the same manner by the remaining colours. The user enters either the PIN digit's colour through attention to the PIN 

digit. When a PIN digit is detected via intersection, the user and the system repeat this process for m rounds, or when 

each PIN digit has been recognised. It is evident that m n rounds are necessary. 

1) An formal statement We formally describe the improved strategy in Algorithm 1. Let C: C and R: R stand for the 

randomly generated combinations of the corresponding sets C and R. Suppose that is a particular function that splits 

a set with q elements into two sets, each containing q 2 and q 2 elements. Then denotes two random partitions. The 

procedure begins by randomly splitting A into the first three are the four fundamental sets, among which two are 

linked., respectively. Four empty sets, referred to as eliminated sets, are initialised, two of which are paired: O, P and 

Q, R.The next step is to repeat the technique for m rounds. P is first permuted to become a, b, c, and d. Five divides, 

or the lower and upper splits, are chosen at random from splits A through P, and the upper and lower splits are 

coloured with a. A list of splits is used to select the higher and lower splits at random. while the other half of the 

numeric keys are coloured with b. The remaining (available) splits are chosen from C R, and once more, a random 

half of the numeric keys are coloured with the letter c. The remaining numeric keys are coloured with the letter d, 

and splits are selected from D Q. As a result, each colour is dispersed among five numeric keys, giving each key two 

unique colours. The associated main set (such as A) is divided into four additional sets, two of which are paired, if 

the user enters a different colour key (for example, a; in Algorithm 1, if choice = a then). However, the other paired 

primary set (for instance, B) and two eliminated sets (for instance, O and P) according to A must first be randomly 

divided. We acquire four new eliminated sets in advance, two of which are paired. These are formally stated in 

Algorithm 1. Keep in mind that as the rounds progress, the size of the primary sets gets smaller. 

Algorithm 1: Pseudocode for better PIN entry 

1: A, B ← γ( π( A))" Primary sets A, B, C, and D" 

2: C, D 

← γ( π( A)) 

3: O, P ←( ∅, ∅) Sets O, P, Q, and R were excluded. 

4: Q, R ←( ∅, ∅) 

5: for i = 1, do 6 a, b, c, and d 

6: ← ρ( P) The term" permutation of colours" 

7: Show( A, P, and B, O), as well as( C, R, and D, Q). 

    A arbitrary split of P in column a and B in column b. 

   Remainder splits of C- R in c and D- Q in d 

8: input option a, b, c, or d 
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    client input " tolerance the named and other sets," 

9: If choice equals a, also 10 Q, R( O, P, B)) 

10: O, P ← γ( π( O ∪ P ∪ B)) 

11: C, D ← γ( π( A)) 

12: A, B 

13: ← γ( π( A)) 

14: else, if choice = b, also 

15: Q, R ← γ( π( O ∪ P ∪ A)) 

16: O, P → γ( π( O ∪ P ∪ A)) 

17: C, D← γ( π( B)) 

18: A, B ← γ( π( B)) 

19: else, if choice = c, 

20: O, P → γ( π( Q ∪ R ∪ D)) 

21: Q, R → γ( π( Q ∪ R ∪ D)) 

22: A, B ← γ( π( C)) 

23: C, D ← γ( π( C)) 

24: additional 

25: O, P → γ( π( Q ∪ R ∪ C)) 

26: Q, R ← γ( π( Q ∪ R ∪ C)) 

27: A, B ← γ( π( D)) 

28: C, D ← γ( π( D)) 

29: end if 

30: end for" * for circle executes m times" 

Return A on number  

31; a single number is linked. 

When there is just one digit remaining in A after m iterations of this procedure, A is given back as the detected Id 

digit. The method needs to be executed for the PIN's n digits; m n. 

2) Prototype Illustration Shown in Figure 6 displays the design of our prototype implementation and exemplifies a 

sample input sequence for the PIN digit 6, along with its arrangement. The number of colour keys (leaves) and PIN 

numbers (clovers) that have been pressed thus far is indicated by the four-leaf clovers at the top.. 

 

 

 

 

 

 

 

 

 

                                                                                                   

(a)                                                                                          (b) 

Figure 6. Improved Approach. (a) Actualization of a prototype. Running example (b). (Note: The user must choose one of the 

two colours shown on the correct PIN digit key. 
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VI. CONCLUSION 

When shoulder surfing, human foes can be more potent than you might anticipate. According to our knowledge, the 

covert attentional shoulder surfing attack that is suggested in this study is the first sophisticated human defence 

against a technology that has previously been deemed secure. Due to the lack of formal treatment, we have learnt 

from the BW method's flaws that obtaining both security and usability is incredibly difficult and prone to flawed 

designs. Because the CPMGOMS approach works well at simulating an experienced user, we modified it to solve 

this issue. Our modeling's projected performance and the outcomes of the trial were rather close. 

The new approach we used by modelling the attacker was successful in helping us analyse security and come up with 

a better solution. The fresh assault was successful. We think that future work to build a new technology is promising. 

Based on the copious information from cognitive psychology and neuroscience, a usable secure authentication 

mechanism has been developed. More studies both the intruder and the user are involved with regard to of gaze and 

mental effort would be encouraging in order to examine the modelling  based analytical approach based on the HCI 

theory. 
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