Design And Development Of A Secure Data Transmission Protocol For Uav Section A-Research paper

DESIGN AND DEVELOPMENT OF A SECURE DATA

E B TRANSMISSION PROTOCOL FOR UAV
Sandya Rani Vadlamudi'*, Dr. A M Viswa Bharathy?
Article History: Received: 05.06.2023 Revised: 02.07.2023 Accepted: 01.08.2023
Abstract—

Rapid technological advancements have made it possible for unmanned aerial vehicles (UAVS) to be used in
a variety of applications, and since they are so mobile, UAV systems may work together to complete a wide
variety of missions. UAVs have a variety of applications in both military and commercial sectors. UAVS can
also be deployed in civil sectors like search and rescue operations. In recent years, UAVs were used illegally.
These attacks are becoming more common and can have far-reaching consequences. As a result, associated
industries and standards agencies are investigating potential solutions for protecting UAV infrastructure.
Researchers have been looking for robust and secure protocols to protect UAVs from cybercriminals.
However, hackers can easily exploit many vulnerabilities in the existing protocols. Therefore, it is essential to
research and examines the current security protocols employed in UAVSs to identify and fix their flaws. The
goal of this survey is to uncover more about the secure protocol for UAV data transmission. The survey
examines the existing methods described in the literature to solve the security issues that arise during data
transmission between UAVSs and base stations. Each protocol's advantages and disadvantages are detailed,
along with suggestions for future research that could improve UAV security. Researchers and professionals in
the area will find this survey a valuable resource, which provides a brief description of the secure data
transmission protocols used in UAVS.

Keywords— Unmanned Aerial Vehicle, Communication, Data Transmission, Authentication, Cloud Secure,
Protocol, Routing, Networking

"Research Scholar, Dept of Computer Science and Engineering, GITAM School of Technology, GITAM
University, vs.sandya@gmail.com

2Assistant Professor, Dept of Computer Science and Engineering GITAM School of Technology, GITAM
University, viswabharathy86@gmail.com

*Corresponding Author: Sandya Rani Vadlamudi
*Research Scholar, Dept of Computer Science and Engineering, GITAM School of Technology, GITAM
University, vs.sandya@gmail.com

DOI: - 10.48047/ech/2023.12.si10.00525

Eur. Chem. Bull. 2023, 12(Special Issue 10), 4563 —-4574 4563



Design And Development Of A Secure Data Transmission Protocol For Uav

INTRODUCTION

A UAV is a plane, helicopter, or other flying
machine that is piloted by no human being [1]. You
can use both the control system and the GCS when
flying a UAV. The pilot of a UAV controlled
remotely looks either at the aircraft itself or
through a camera installed on the UAV. The
UAV's flight instructions are sent in real-time. The
purpose of the communication module connecting
the controller and UAV is to allow for
communication between the two parties via
predefined protocols [2]. Networking technologies
like telemetry, Wi-Fi, ZigBee, and others are
widely utilized for conversation. However, when
the UAV is controlled from GCS, a computer is
used to link the software to the UAV, and the UAV
then carries out the mission instructions that were
uploaded by the user. Because of all the sensors
installed in the UAV, GCS is always aware of its
altitude, distance, geographical position, and true
mission status [3]. The numerous parts of an
unmanned aircraft system are controlled by
electronic equipment on board or on the ground.
Components include sensor payloads and GCS or
stations. RPA-style UAVs need stable wireless
connectivity because they are piloted by humans
on the ground. However, GCSs are necessary for
close control of large UAVs due to range and
communication limitations.

The popularity and effectiveness of UAVs have
both increased dramatically during the past two
decades. These are commonly employed in
security-related activities like monitoring and
investigation [4]. Traffic surveillance [5],
infrastructure observation, environmental
monitoring [6], disaster administration [7],
photography, agriculture [8], entertainment [9],
search, and rescue operations [10] are just a few of
the many uses for UAVs beyond the military and
defence. Numerous studies have shown, for
instance, that civilian uses of UAVSs, especially in
smart cities and the Internet of Things, will soon
outnumber military uses and may eventually
supplant the military's need for UAVSs in the future
[11]. Due to their popularity and security flaws,
UAVs present a tempting target for hackers and
attackers. There are many ways in which the
owners of a hacked UAV could be harmed.
Research into the best ways to secure UAVSs is still
in its infancy because of their novelty. Most of
these solitons are either suggestions or brand-new
creations. If there is a security breach, vital data
could be lost or buildings and people could be
destroyed [12]. The economic and social
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repercussions are severe. Insecure communication
networks are the root source of most problems and
dangers.

A UAV can only be attacked from the outside
unless the attacker has physical access to the
UAV's system. Due to the inherent dependence of
its wireless communication technology on such
inputs, UAVs are highly dependent on human
control. This opens up a wide variety of possible
vectors for assault. The most susceptible area of the
system is the communication system and the GCS.
Second, only to the UAV sensors themselves,
environmental data transport is a crucial part of the
system. Both of these connections are very
malleable. The sensors' reliability is also
questionable. The host's knowledge of the
components' responsiveness to orders is crucial for
maintaining control of a UAV during a
cyberattack.

The following is the outline for this survey paper.
Section | introduces UAVs and their applications
in a variety of disciplines. Section Il described the
numerous attacks as well as the operation of
communication protocol principles. Section Ill
goes into more detail about how UAV networking
protocol can be used for both short- and long-
distance communication. Section IV addresses the
various UAV routing protocols. Section V
examines the security needs for UAV
communications. Section VI describes the
evolving  technologies for secure UAV
communications that are now available. Section
VII discusses the future direction and challenges.
Section VIII wraps up the survey with a brief
summary.

Il. UAV VULNERABILITIES AND PROTOCOL
PRINCIPLES

Most UAVs have remote communication and
control capabilities. Wireless communication
poses serious risks when used for command and
control (C2) purposes. Most studies, however,
have concentrated on the UAVS' ability to fly
autonomously. Common targets for the UAV-to-
ground challenge include "out of line-of-sight" or
"long-range communications” problems.
Unfortunately, the security of communication
protocols used by UAVs is often overlooked.
Finding security flaws in UAV designs requires an
in-depth familiarity with the various parts of such
systems and the means of communication used to
link them. Additionally, UAVs have a high
potential for technical malfunction. Basic UAV
elements and data flows are shown in Figure 1.
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Fig. 1: UAV elements and data flows.

The potential risks and vulnerabilities of current
UAVs are examined using information from a
magazine [13] that gives details of general and
specific cyber-attack strategies. Below, we discuss
both general and specific ways in which UAVs can
attack:

A. General Attack Scenarios:

After examining the data flow of the UAV, several
potential avenues of generic cyber-attacks are
described. Three categories of attacks exist:

Hardware Attack: An adversary can launch a
hardware attack on a UAV's autopilot if they are
able to physically access a crucial component of
the system. After that, the attacker can either access
the autopilot's internal storage or install malicious
components that interfere with data transmission.
At any point in the lifecycle of the UAV, from
design to operation, these kinds of attacks are
possible. To gain control of the UAV and the
tactical data it collects, an attacker with such
capabilities only needs to establish a direct link to
the autopilot and destroy, reprogram, or install the
necessary components. Attacks on the hardware of
the UAV carry the risk of compromising its
capacity to function autonomously, collect tactical
data, and live.

Wireless attacks: When data stored in the
autopilot of the UAV is tampered with via wireless
communication channels, a wireless attack has
taken place. In the worst case, the attacker can
decode the protected channel of communication. If
an attacker is aware of the UAV's communication
protocol, full control of the aircraft is at their
fingertips. Buffer overflow attacks, which affect
onboard data or trigger operations, are another
potential. The fact that wireless attacks can be
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launched remotely while the UAV is in flight is the
biggest cause for concern.

Sensor spoofing: On-board sensors that gather
data from the outside environment are frequently
the target of spoofing attacks. Sensors include
things like GPS receivers, radar, cameras, lidar,
sonar, and infrared detectors. With the help of
forged data sent over the GPS channels, an attacker
can deactivate or trick any of the optical sensors
[14]. The UAV autopilot's reliance on faulty sensor
data for Guidance and Navigation is extremely
risky.

B. Specific Attack Scenarios:

In addition, we found numerous attack scenarios
that bring attention to vulnerabilities in the
standard UAV setup. From a cybersecurity
perspective, it was clear that the attacks are divided
into two types:

Control System Security: Interference with the
intended functioning of the hardware or CPU.
Attacks of this type can involve hardware
tampering or additions, input device buffer
overflow attacks, and forced system resets to load
malicious applications [15].

Application Logic Security: Manipulation of
sensors or the environment with malicious intent to
feed misleading data into the control system. When
this occurs, the control system keeps running as
usual, but the inputs are contaminated. One form of
attack is to tamper with data used for C2,
navigation, or senses.

In order to send and receive data wirelessly, UAVs
use radio frequency communication technologies.
So, we'll have a look at the typical structure and
parts of radio protocol messages. Then, please
describe in great detail the steps taken by the radio
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chip when sending or receiving data. Encoding and
modulating data is a prerequisite for transmission
[16]. The many steps required to convey a message
are visually represented in Figure 2. As we
proceed, we shall refer to the message's bit

10101
(Message Bits)
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sequence as "message bits" and the encoded
message's bit sequence as "data bits." To protect
data transmission from disruptions, Frequency
Hopping Spread Spectrum (FHSS) is frequently
employed.

a»

Fig.2. Sending messages

The actions outlined above are performed in
reverse order when a message is received. The
process of demodulating and decoding the

Demodulator

incoming signal is repeated. It is depicted in Figure
3 how a message is received.

* 01101010 © 10101
(Data Bits)

(Message Bits)

Fig 3. Receiving Message

111. UAV NETWORKING PROTOCOL

Data can be transferred from UAVs, to and from
satellites and airborne control units, and from the
air to the ground via a number of different
communication protocols. Since the operation
zone is frequently large and beyond the Line of
Sight (LoS), the communication range of a single
UAYV, and networked UAV systems are required
for a reliable connection. From a technical,
feasible, and cost standpoint, the most essential
design concern is selecting the most appropriate
wireless technology with enough capacity and a
suitable Quality of Service (QoS) [17].

There are two broad categories of wireless
technologies: those wused for localized or
immediate communication (Short-Range
Communication), and those used for more extensive
distances (Long-Range Communication).

A. Short-Range Communication Technologies
Despite focusing on local wireless access, short-
range  communication  technologies  offer
lightweight, inexpensive communication links
through the use of an unlicensed spectrum. Data
can be sent from a few millimetres to hundreds of
meters  using  short-range  communication
technology.

Bluetooth (IEEE 802.15.1): The range of a
Bluetooth connection is 10-200 meters, and it runs
in the unlicensed 2.4 GHz radio spectrum. Each
generation of Bluetooth has a different maximum
data transfer rate (often 1-3 Mbps). However, a
maximum of 24 Mbps is achievable for data
transfer. In [18], Bluetooth 5, you'll find the most
up-to-date version of the Bluetooth specification.
The next version of Bluetooth will improve upon
its predecessor in several ways: speed, range,
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power consumption, and compatibility with other
short-range  protocols.  Bluetooth 5 may
communicate media files and URLs in addition to
the usual location data.

Wi-Fi (IEEE 802.11): "Wireless Fidelity,” or
"Wi-Fi," refers to a collection of specifications for
generating wireless local area networks (WLANS)
that use the following frequency bands: frequency
ranges of 2, 4, 5, and 60 GHz. IEEE 802.11 and its
variations may be the ideal option for many UAV
applications because of their quick throughput and
capacity to carry big data sets such as films and
images. The average Wi-Fi network has a range of
about 100 yards for data transmission. However,
the UAVS' transmission range could extend over a
number of kilometres. The performance of a
wireless connection between a UAV and GS was
evaluated by looking at throughput, RSSI, and
distance [19]. For a UAV-based network,
establishing a wireless connection through 802.11a
between the UAV and the GS is recommended.

ZigBee (IEEE 802.15.4): This protocol is often
utilized in minimum data rate applications due to
its long battery life, secure networking, and low
transmission rate [20]. The effective radius is 10—
100 meters. It's easier to use and cheaper than Wi-
Fi and Bluetooth. It operates on the 2.4 GHz band
and can transmit data at 250 kbps. The minimum
bandwidth required is 5 MHz, with a maximum of
16 channels needed.

B. Long-Range Communication Technologies

Data communication services across vast
distances can be provided between two locations
using long-distance communication technologies
as a backhaul. Direct connections between planes
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might be possible with the use of U2U and U2I
communication systems.

WIMAX (IEEE 802.16): It is a technical standard
with the goal of providing broadband over
extremely long distances through a number of
different  mechanisms, from  point-to-point
connections to fully mobile cellular-type access.
This innovation is applicable to both mobile and
fixed broadband deployments. Its top speed is 75
Mbps (20-30 Mbps per user), but the best mobile
apps can only manage 30 Mbps (3-5 Mbps per
user) [21]. The goal of WiMAX development is to
provide reliable, high-quality audio and video
streaming without degrading the expected QoS.
According to the research [22], WiMAX is the best
option for UAV-based rescue systems in
dangerous atmospheres.

5G (Fifth Generation): Cellular mobile
communication has progressed through several
generations, with the most current being 5G (5th
Generation or 5G). Previous generations include
2G, 3G, and 4G. It can move data quickly, has
minimal latency, requires less energy, has more
storage space, and is always accessible. According
to the International Telecommunication Union, 5G
mobile networks will be live by the year 2020.
Such networks will offer 100 GB/s per user with
scalability up to 1,000 times their current capacity
[23]. As a result of these advantages, 5G
technology will play an important role in UAV
communication systems.

6G (Sixth Generation): As the demand for faster
data transfer rates and larger network capacities

Section A-Research paper

increases, the arrival of 6G is imminent. 6G is
projected to offer connections that are intelligent,
secure, reliable, and unlimited at a speed 100 times
faster than 5G [24]. We forecast that similar to 5G,
6G networks would include aerial nodes that better
accommodate the varied needs of UAV networks,
including reduced latency, dependability, and
energy efficiency. A blockchain-based solution for
UAV communications is just one example of the
many connectivity-related applications that stand
to gain from 6G network intelligence [25].

Satellite Communication (SATCOM): "Satellite
communications” (or "SATCOM") refers to the
transfer of electromagnetic signals between
terrestrial stations and orbiting satellites. Multiple
frequency bands are used for SATCOM (short for
satellite communications). C-Bands are still used
by some networks because of their 6-GHz uplink
and 4-GHz downlink. Uplink and downlink
frequencies in X-Bands are frequently utilized by
government and military systems, 8 and 7 GHz,
respectively. In the so-called Ku-Bands, the uplink
frequency is 14 GHz, while the downstream
frequency ranges from 11-12 GHz. Moreover, as
these bands reach capacity, Ka-Bands are being
progressively phased in as a replacement. Both the
uplink and the downlink frequencies in Ka-bands
are 30 GHz.

In light of the foregoing explanation, it is apparent
that, based on the range and data rate, and UAV
applications the type of communication is selected.
The comparison of UAV networking protocol is
given in Table 1.

Table 1. Comparison of UAV networking protocol.

Communication IEEE Spectrum Type | Range Frequency | Latency | Data Advantages Drawbacks
Technology Standard (m) (Hz) (ms) Rate
(bps)
Bluetooth 802.15.1 Unlicensed 40-200 24G 3 2M Energy- Low data rate
efficient
Wi-Fi 802.11 Unlicensed 20-100 24G <5 2M High speed and | Limited range
cheap
ZigBee 802.15.4 Unlicensed 10-100 24G 15 250 K Low cost Low data rate
WIiMAX 802.16a Licensed 48 k 2t011 G 30 75 M High Interference
throughput issues
5G Licensed Wide 28 G 1 20G High data rate Expensive
Area
6G Licensed Wide 10T <1 25G High speed and | Expensive
Area High data rate
SATCOM Licensed World 40 G 550 30G Wide coverage High delay and
Wide high cost

C. Al in UAV networking

When applied to UAV networks, Al can provide
data-driven solutions to problems like interference
control, cyber threats, mobility management, and
authentication, all of which contribute to the
reliability, connectivity, and security of wireless
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communication. For instance, Al may be used to
foretell the success or failure of a gearbox. Based
on the requirements of the application, the most
appropriate  communication protocol can be
selected from those presented above. There have
been several attempts to build new networking
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algorithms on top of these protocols, and some
have even been implemented, however, the vast
majority of these innovations have not yet been
brought to market. To increase the range of UAV
connections for rapid, temporary service in areas
with robust wireless coverage, for instance where
Wi-Fi and Cellular networks are merged, spectrum
sharing and leasing have been proposed [26].
Beamforming's ability to increase communication
range while simultaneously decreasing interference
is another perk.

IV. UAV ROUTING PROTOCOL
Several routing techniques for UAV networks are
suggested in journals [27-32]. Initially, UAV
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network testbeds used MANET and VANET
routing protocols [33]. However, it quickly became
clear that the routing protocols developed for
mobile ad hoc networks (MANETS) and vehicular
ad hoc networks (VANETS) were unsuitable for
UAYV networks. As a result, new ideas for UAV-
specific routing protocols have emerged.

UAV routing protocols are classified into two
types: those based on network architecture and
those based on data forwarding. Routing protocols
in networks are divided into two types: topology
and position-based. Deterministic and stochastic
routing protocols are two types of data-forwarding
routing systems. All divisions and sub-divisions of
UAV routing protocol is illustrated in Figure 4.

[ UAV Routing Protocol ]

Network based
routing protocol

Data forwarding based
routing protocol

H[ Position based ] [ Deterministic ]%—'[ Stochastic ]

Fig. 4: Types of UAV routing Protocol.

Topology-based routing protocols: This makes
use of the data already collected from the nodes to
transfer packets around the network. Topology-
based routing solutions use IP addresses in a
network to identify each node in the network.
Because of the excellent mobility and frequent
topological changes in UAV networks, developing
a routing protocol is difficult [34]. The four major
types of routing protocols are static, reactive,
proactive, and hybrid routing protocols.

Position-based routing protocols: Nodes are
defined wusing GPS coordinates, making it
geographically ~ dependent. ~ This  routing
considerably benefits highly dynamic UAV
networks [35]. This protocol is categorized into
two types: single and multi-path. Subcategories of
single- and multi-path-based routing technologies
include heterogeneous networks, Delay, and Non-
Delay Tolerant Networks.

Deterministic routing protocol: Neighbouring
nodes in deterministic routing are aware of a node's
future path before it occurs. This protocol could be
useful in UAV networks because UAVs often fly
in structured formations. If all nodes have access to
the availability, mobility, and motion data of all
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other nodes, a tree-based approach for particular
routes might be established. The source node is
believed to be the parent of all other nodes in the
tree. Which branches to take are determined by the
shortest time to the target node [36]. This protocol
will be useful if you know where and when the
nodes will be available in the future.

Stochastic routing protocols: If the behaviour of
your network is unexpected, you should utilize a
stochastic routing protocol [37]. Under these
conditions, the location of a packet is critical. One
alternative is to send the information to the next
node in the chain and hopes that it is within
network range. In this situation, different factors
are considered during the routing process. It is a
protocol for modifying the topology of a network
dynamically in order to reduce latency and increase
delivery rates. Stochastic routing protocols that are
based on epidemics, estimations, node movements,
controls, and encodings are some examples.

V. SECURITY REQUIREMENTS OF UAV
The security needs of UAV systems are discussed
here, along with the features that make them
vulnerable to attack. We define the parameters for
the confidentiality of data, authentication of
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access, availability of the system, integrity of the
information, and dependability of conduct [38-41].

A. Data confidentiality:

Both military and civilian uses of UAVs
necessitate the delivery of data. This means that no
outsider may view the contents of a packet in real-
time or intercept a live transmission. Data
communications are vulnerable to insidious
eavesdropping and grey-hole attacks. Information
security measures must be robust to counter such
threats.

B. Access authentication:

Preventing unauthorized users from making use of
technology necessitates a reliable method of
authentication. Users must present a valid
identification for re-authentication after a
disconnection before they can operate a UAV.
Security holes in the Wi-Fi can be utilized in a de-
authentication attack to take command of a UAV.
De-authentication attacks from malicious actors
make strong authentication at the point of access a
must for defence.

C. System availability:

The authorized user must give specific instructions
for the UAV system to follow in order for it to
operate or gather data. The primary goal of these
assaults is not information theft from UAVs, but
rather disruption of their normal operations. UAVs
may lose communication with ground control
stations (GCS) if they encounter extreme
environmental conditions such as flooding or black

Software Defined
Networking (SDN)
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holes. These assaults render the UAV inoperable
and, in extreme cases, can bring the aircraft
crashing to the earth. Therefore, it is crucial to
guarantee the UAV system's accessibility.

D. Information integrity:

Particularly important for UAV control orders is
the security of data transmitted via UAVS. When
adversaries tamper with sensor data, the UAV's
mission is compromised due to false information,
and when control orders are tampered with, the
UAV may fail to perform as intended. For a
security system to be effective, it must maintain the
integrity of its data.

E. Behavior reliability:

During an assault, UAVs often act in unexpected
ways. Flooding attacks can render the UAVs
uncontrollable, while attacks on vision and GPS
sensors can lead to faulty photographs or wrong
geolocation data. Therefore, we ask that the UAV
exhibit stable behaviour that is unaffected by noise,
inaccurate information, or external factors.

VI. EMERGING TECHNOLOGIES FOR SECURE
UAV COMMUNICATION

This essay will examine four of the most exciting
new approaches to UAV communication that are
now in use or under active investigation. Software-
Defined Networking (SDN), blockchain, fog
computing, and ML are at the centre of the
conversation over how to keep UAV
communications safe and it is depicted in Figure 5.

Blockchain

Emerging Technologies for Secure UAV Communication

Fog Computing

Machine Learning

Fig. 5: Emerging Technologies of Secure UAV Communication.

A. Software-Defined Networking (SDN)

A networking architecture known as SDN allows
for centralized management of software
applications and network programming. Because
all network components are centrally designed
with SDN, consistent network administration is
made easier. In a typical SDN-based UAV
Eur. Chem. Bull. 2023, 12(Special Issue 10), 4563 —-4574

communication network, each UAV functions as a
switch. High-level network operations are
implemented via the SDN application plane, which
relies on a centralized controller. The control
plane, which handles data and command
transmission between UAVS, resides in the CPU as
well. The UAVs themselves are the data plane
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since they execute the controller's directives.
Various protocols and standards exist for
completing specific network operations [42].
Protocols at various network layers can be
implemented independently thanks to SDN's
decoupling of the data and control planes. The
configuration of an SDN-based network for UAV
communications benefits greatly from this degree
of flexibility.

In addition to boosting network reliability,
centralised network control is made possible by
SDN. In addition, SDN permits directly
programmable network control by unbundling the
data, control, and application layers. Deploying an
SDN is a natural way to enhance service quality
[43,44] as more and more UAV applications
depend on real-time video streaming. With SDN,
the controller can keep a close eye on data traffic
and prevent many attacks that would otherwise be
possible on a UAV despite its limited resources.
The aforementioned SDN configurations improve
the security of the network as a whole.

B. Blockchain

According to the study, including blockchain
technology in UAV communication can boost
safety by making it more difficult for unauthorized
individuals to access or manipulate given data [45].
Blockchain data is dispersed over the network,
making it difficult for a thief to compromise a
single node and steal everything.

A continuous expansion of blocks linked together
by cryptographic hash functions [46]. The
importance of privacy protection, efficiency, and
security in UAV-user interactions grows as UAV
technology  advances.  Using  blockchain
technology to deploy real-time UAV applications
is an intriguing prospect [47]. Once a transaction
has been logged on the blockchain, it can't be
altered by anyone else. In addition, smart contracts
can be a helpful tool for ensuring that business
deals are conducted in a secure and efficient
manner. It is possible to construct public, private,
consortium, and hybrid blockchain networks, each
tailored to the specific requirements of a given use
case. In addition, other consensus techniques are
used across the blockchain network. UAV
communications can benefit from blockchain's
immutability, security, and decentralized ledger,
making them more effective and affordable.

C. Fog Computing

In 2014 [48], CISCO was the pioneer in
introducing the idea of fog computing. It's
generally agreed that fog adds a lot of value and
promise to cloud computing. Rather than being a
replacement for cloud computing, fog is a strong
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augmentation of it. Between the edge devices and
the cloud, there is an intermediary layer called the
fog layer. Deploying servers to the cloud is
challenging because it is both time-consuming and
expensive. So, in 2014, a new idea emerged to help
lessen the burden of cloud computing. Fog is a type
of cloud that can be hosted in proximity to the
actual endpoints. When an end device user sends a
query to collect or publish data, the mobile network
creates a link to the nearest fog node. Accessing
and storing data in the cloud is now simple. In
order to employ cloud services, you'll need a WAN
connection to the internet, which is both more
expensive and slower than using a LAN, like the
fog does. Therefore, fog computing is incredibly
useful in terms of efficiency, speed, and safety.
Fog Computing is a style of computing that allows
for low-latency, high-throughput access to and
processing of data [49]. An intermediary between
the user's device and distant servers. Fog
computing is well-suited to enhancing QoS and
QoE thanks to the near-instantaneous nature of
data retrieval in the fog. Fog computing can ease
the burden on cloud storage while simultaneously
improving data dissemination's efficacy and
dependability. With a decentralized model,
information is spread out amongst a number of
different fog levels. Data in the fog is safer than
data kept in a centralized location since no single
organization possesses the complete data set.
Because the flaw was identified in time, the cloud
server is now immune to attacks. For these reasons
[50], fog computing is a crucial technique for
protecting UAV communication.

D. Machine-Learning

Without being expressly programmed, machine
learning (ML) allows machines to learn from their
own experiences and improve over time. ML is
able to learn and predict results automatically with
little to no human intervention when given the right
input data. In order for ML algorithms to produce
reliable results, enormous amounts of training data
are necessary. Both supervised (where labels are
present in the training dataset) and unsupervised
(where the data is not labelled) ML algorithms
have been developed [51]. Multiple ML methods
can be used to protect UAV transmissions.
Furthermore, ML algorithms can be used to
identify UAV communication issues, with the
resulting recovery strategies relayed to the UAV
for safety purposes [52]. A classification system
can detect DoS and other attacks that use forged
or stolen data packets to disrupt a network.
Intruders can be prevented by promptly
determining whether or not a data packet is secure.

4570



Design And Development Of A Secure Data Transmission Protocol For Uav

These various ML applications can help develop
highly secure UAV communication systems.

The capacity of ML algorithms to study from
training data and enhance their performance over
time is a major benefit since it allows for more
efficiency and precision to be achieved with little
to no human interaction. Attacks such as man-in-
the-middle [53] and spoofing can be mitigated with
the help of ML algorithms that detect harmful
UAVs in the network. These algorithms improve
in intelligence and accuracy over time, leading to
better and better outcomes. In addition, the models
can be trained to self-diagnose and fix faults [54].
Multidimensional and heterogeneous data pose
little of a challenge for ML algorithms.

VII. FUTURE DIRECTION AND OPEN CHALLENGES

Some promising areas for further study in this area

are listed below.

e UAVs are constrained by a lack of resources
and storage room. Security methods like
blockchain require additional UAV storage and
processing power to be implemented in a fleet
of UAVs. If that happens, we might be able to
cut back on our flying time. Additionally, while
the use of blockchain for non-critical
communication may be acceptable at the
moment, blockchains can cause high latency for
the most important things, such as location
coordinates. Due to the limited capabilities of
UAVSs, more study is needed to enable security
measures.

e Connectivity points among UAVs, ground
controllers, and satellites are of particular
interest to cybercriminals. If the network's
gateways are compromised, it doesn't matter
how secure the endpoint devices are. The
security of UAV hop-in-hop-out gateways
requires further study.

o Unfortunately, inter-fog sharing of resources
and tasks is not possible with the current design
of fog computing. Some communication hubs
for UAVs (fog nodes) may have lower
throughput than others. The fog nodes in such a
network would be able to work together and
distribute the workload. The less data that
travels from fog to the cloud, the safer the
system.

e Both the potential number of nodes in
permission-ed networks and the potential
throughput of permission-less networks are
severely constrained by the current blockchain
design. Diverse consensus algorithms are being
developed to sustainably serve a large number
of nodes or users.

e To address the issue of the controller being a
singular point of malfunction in SDN
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topologies, multiple distributed controllers
have been proposed by some studies. To
guarantee secure, near-real-time
communication  across  SDN's  multiple
controllers, however, more work is needed.

VI11.CONCLUSION

The UAV has advanced rapidly in recent decades.
Because of their low cost, UAVs are becoming
increasingly popular, but a lack of security
measures has left them open to a variety of risks.
The complicated nature of UAV software and
hardware presents significant problems in privacy
and security. In this review, we examine the
security issues of UAVs by categorizing them into
two classes: general and specific attacks. We
specifically  survey the most prevalent
vulnerabilities producing potential UAV attacks in
every category. Next, we'll look at the protocols
used for networking and communicating with
UAVs over both short and long distances. Then,
we will have a lengthy discussion about the routing
protocol for UAVs. We also describe the existing
mitigation approaches and security requirements
for  UAVs in  depth. For  secured
UAV communication, the solution architecture
section discusses cutting-edge technologies
including blockchain, ML, SDN, and fog
computing. The survey report has examined the
communication protocol and security needs for
UAVs in-depth in order to provide greater insight.
Finally, we outline the remaining questions that
need to be answered, point out the limitations
imposed by current UAV protocols, and suggest a
few possibilities for future study. To better
understand how to construct and develop safe
UAYV systems, the research community ought to
use our survey.
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