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Abstract 

The use of Smart Grid (SG) technologies has modernized and improved the current electrical 

infrastructure. Modern computer, control, and advanced networking technologies form the 

backbone for SGs. The Information and communication technologies (ICTs) have been 

incorporated into the SG, which utilizes the conventional electrical power system. By 

empowering both the suppliers and users of electrical utilities, whereas an integration enhances 

the effectiveness and the power system availability as well as continuously monitors, governs, 

and manages client needs. Cyber-physical SG systems need to be secure from evolving security 

risks and intrusions. In SGs, flooding attacks and Distributed Denial-of-

Service (DDoS) attack have received the greatest attention. These hacks have the potential to 

compromise SGs' efficient operation and cause significant financial losses, damage to 

equipment, and malicious regulation. Several researchers have reveal that Machine Learning 

(ML) techniques outperform traditional attack detection algorithms in detecting attacks. The ML 

approaches were used to examine malicious activity and intrusion detection challenges at the 

network layer of SG communication system. This paper focuses on ML algorithm that have been 

utilized for classifying the measurements as either being attacked (Unstable) or secured (Stable) 

and it can be obtained through bat sequence algorithm. The dataset used in this research is 

Electrical Grid Stability Simulated Dataset has been used to classify the stability assess in SGs 

and try to minimize the power loss by avoiding the unstable (attacked) distribution. The accuracy 

of proposed bat sequence algorithm using Artificial Neural Network (ANN) is 99.43% which is 

higher while compared to other classification method.  

 

1. Introduction 

Grid operators have encountered recent issues as a result of the change in paradigm occurring in 

the energy sector as a result of the increase in usage of Distributed Energy Resources (DERs), 

specifically at the grid level distribution [1]. To address these issues, the distribution of grid 

operators will need to take on greater responsibility through the development of sensors and 

actuators that enable telecontrol hyperlinks in the resources namely controllable DERs using 

ICTs. The SG has been developed by integrating contemporary technologies with conventional 
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electrical infrastructure. There are numerous approaches for controlling operations and power in 

the SG. A production meter, renewable energy generators, smart inverters, resources deployed at 

the grid's position for smart meters as well as energy efficiency and appliances provided at the 

client's site are the certain instance in operational and energy measures [2]. The generation 

of renewable energy has minimized energy costs due to its easy availability in producing energy 

from renewable resources. Nevertheless, it's not available always but based on variables such as 

humidity, location, temperature, humidity, direction and speed of the wind. Solar energy has 

influenced by the sun's temperature, brightness and cloud cover. The energy consumed from the 

wind dependency is essential to its speed and direction. By efficient renewable energy as well as 

potential dependably due to certain methodology suitable in forecasting solar, battery charge 

state and wind. The data of SG can be communicated into and fro data through sensors due to its 

capability of data reception and transmission [3]. The communication system which links to the 

electricity system has become crucial to the SGs functioning of an entire infrastructure. A cyber-

system depends on the data flow whereas a power system completely relies on the flow of 

electricity. The communication channel makes use of a variety of tools and technology. 

Cyberattacks on communication systems have become very likely in accessing physical systems 

as well as altering or preventing data flow in which the attackers plan to assault the 

communication channels [4]. 

Figure 1 provides an overview of the SG system that outlines its various elements [5]. The 

SG system is primarily composed of power plants, transmission and distribution networks, ICT, 

distributed generation, prosumers, and energy storage. Hydroelectric facilities, diesel power 

plants, microturbines, nuclear power plants, wind turbines, and solar plants are all potential 

sources of power for large-scale generation [6].  

 
Figure 1 Standard Smart Grid infrastructure 
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Power is produced for transferring it in home and industrial applications usage by three major 

sources. Interconnected lines in a transmission network make it easier to transmit power to the 

distribution end. Transmission lines are used to transfer high voltage AC current, whilst the 

regional transmission of electrical power uses lower voltage. Bulk electrical power is stimulated 

from the production plant to the distribution substation during the primary stage. Electricity is 

transmitted from distribution substations to various cities as well as rural areas during the 

secondary stage. However, the energy storage from Grid is utilized in storing energy on a big 

scale for storage of additional electricity. Hence, the sensors as well as Intelligent Electronic 

Devices (IEDs) in a SG system may be recorded, controlled, and maintained [7]. The level of 

transmission and distribution involves intelligent substations, power lines as well as monitoring 

and controlling automation systems whereas the transformers have been equipped with sensors. 

Moreover, all the components and devices have been maintained by four major management 

systems namely 

1. Outage  

2. Centralized and decentralized 

3. Transmission and distribution 

4. Energy 

The management system and legislative have been interfaced with the power network using ICT 

layer. Cyberattacks on SG security involve perceptive customer data breaches through 

adversaries, malfunctions propagation over cyber system as well as vulnerabilities over devices 

of distributed controls [8]. Due to the rising penetration of ICTs, secure and reliable grid 

operations progressively rely on functional communication technologies and procedures which 

renders it more susceptible to malfunctions and cyberattacks [9]. 

The enduring performance and resource limitations of legacy devices need preventative 

measures with a substantial performance overhead, which are expensive to install through 

upgrades or other alternatives [10]. Network based Intrusion Detection System (IDS), that 

continuously monitor traffic of the communication and execute detection of attacks in the 

process network at specified places [11], are more proactive than reactive security measures. The 

two main categories of IDS are blacklisting, which compares observed data to established attack 

signatures, as well as whitelisting, which compares observed data to known knowledge of the 

system's properties during normal circumstances [12]. The support vector machines (SVM) and 

anomaly detection technique is used to investigate various ML-based techniques in finding FDI 

attacks that may be supervised and unsupervised. Based on statistical discrepancies in data, it has 

been established that both ML techniques are effective at identifying FDI attacks [13]. For the 

purpose of detecting FDI attacks, various ML algorithms have been tested and compared. This 

research involves linear and Gaussian SVM, K-Nearest Neighbor (KNN), and a Single-Layer 

Perceptron (SLP) are utilized as supervised learning techniques. According to the study's 

findings, KNN is highly sensible in system size as well as might function more effectively in 

smaller systems. Additionally, it was found that SVM, particularly when combined with a 
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Gaussian kernel, perform better on large scale systems. The SLP is found with less system size 

sensitive but less precise than SVM. Due to its added complexities, a multi-layered perceptron, 

referred to as an ANN is thought to be more precise [14]. 

2. Literature Review 

A lot of research work and studies have looked into whether they are appropriate of Cyber-

Physical System (CPS)-based detection mechanisms in SGs as IDS using ML technique. This 

research discusses the FDI attack detection with in the SGs system using ML methods. 

The FDIA has been involved and its physical and financial effects on SGs are examined along 

with possible detection methods [15]. The effects of cyber-attacks on SGs are examined in the 

following piece, which also discusses future research advancements in China. The researchers 

evaluated the integrity and Denial-of-Service (DoS) security concerns in the SGs system [16]. 

For just FDIA in SG systems, only ML-based detection approaches are explored [17]. The 

researcher has addressed the effects of cyber-attacks on the SG system management and 

stability [18]. However, these review has not investigate other attacks like DDoS as well as GPS 

spoofing assaults alongside with DoS and FDIA which cause all the layer to be vulnerable. 

Hence, injection attacks have been occur whenever an attacker attempts to delete, modify, or 

introduce novel information to a network. This could disrupt the SGs operation and cause a 

blackout. Additionally, this cyber-attack affects data, jeopardizes data security, and infiltrates the 

network with malicious nodes. Injection attacks differ from previous assaults in that they may 

focus on the transport layer as well as the data-link layer or network layer [19]. A different 

technique that might be utilized on SG networks is a flooding attack. At the networking or 

application layer, this kind of assault may restrict system access [20]. Processing the bogus 

messages that are delivered to the target can use up all of its available assets. Individual nodes 

are unable to connect to the network as a result of this attack. Another sort of cyber-attack on the 

SG is man-in-the-middle attacks. These assaults purpose is to compromise the session and 

network layers [21]. 

Based on numerous perspectives, the researchers have assessed IDS in the cyber-physical of the 

SG. Li et al., have recommended a variety of monitoring techniques for tracking unusual load 

deviations and suspect branch flow fluctuations. False data injection (FDI) assaults are 

recommended to be recognized using two-stage techniques. This study investigate how FDI 

assaults affect system reliability by introducing the FDI cyber-attack [22]. The basis for proposed 

FDI detection method is an alert system with defined distinctive metrics. To overcome the 

shortcomings of the conventional firewall system in safeguarding the SCADA networks, the 

SCADAWall has customized firewall model [23]. The existing SCADA systems functioned in 

accordance with deep packet inspection, which was created in investigating the communication's 

message components. The SCADAWall was enhanced with the addition of a custom industrial 

protocols extensions algorithm as well as an out-of-sequence detection technique to better 

detection of abnormal modifications to industrial activities. By ensuring the SCADA system's 

latency characteristics, the experimental study shows that the frame work of SCADAWall has 

performs well at detection process [23]. Singh, Ebrahem and Govindarasu have discussed test 
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bed model for SCADA systems in validating the proposed algorithm efficiency in a current time 

setting. The computer simulation has an energy management system that is controlled by a 

SCADA system. A variety of real-world scenarios, including attack creation and defense 

methods, are provided by the test bed. In order to track malicious packet movement in the 

SCADA network, an anomaly-based approach was developed. The study conducted shows a 

superior rate of detection as well as latency [24].  

Feedforward Neural Networks (FNN) using back-propagation training technique have been 

especially utilized in this research. The evaluation results using real data showed that NN-based 

IDS produces favorable results. Peng, Li, and Wang have used deep learning-based techniques in 

network IDS whereas Deep NN is used in the model for extracting characteristics from network 

monitoring data, as well as back propagation NN is used to classify intrusion patterns at the top 

level [25]. This results have determined that the suggested approach significantly outperforms 

the precision of traditional ML techniques.  Hai-He has developed an IDS based on an enhanced 

NN, with feature extraction done through the adaptive weighted influence method. The back 

propagation NN has been used for classifying as well as detecting the model with high accuracy 

[26]. The researcher has illustrated a software counter in each mobile user, either inside their 

mobile devices or in signaling systems, as a storm detection and mitigation strategy [27]. 

According to a review of various current proposed systems, it is essential for addressing the 

limitations contained in the current models for the purpose of enhancing the effectiveness of the 

countermeasures for DDoS attacks. This is especially HTTP flood attacks as well as specifically 

most of them are primarily discussion-based. 

3. Research Methodology 

The proposed method for SGs assessed with the similarities in HTTP transactions due to ICT 

with normal (Stable) and flood data (Unstable) have been selected in training. The ANN 

sequential model has extract the features from requested stream that experiential at an absolute 

reacting time instead of user sessions as well as packet patterns. There are certain unique feature 

sets are considered to be robust and scaled mutative search technique named Bat sequence 

algorithm. It is utilized in performing search in assessing the rapport at test phase. However, the 

cosine metric has utilized in identifying the signatures of available transactions that assigned 

during training phase. Hence, the equivalent of cosine assist in identifying the attribute set which 

inflicts a prominence relation. The arrival rate with respect to the users have involved for a proxy 

server serves to establish the cases of non-pattern. Thus it became a challenge for it constraint 

and can manuscript created a novel metric sets that have derived from an absolute reaction time 

instead of the packet delivery patterns. The advantage in using bat algorithm is to determine the 

bats behavior with echo based location in resolving both single objective as well as multi-

objective optimization issues shown in figure 2. The proposed bat sequence with ANN algorithm 

is utilized in classification to detect the attack traffic as unstable and normal traffic as stable.  
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Figure 2 Cyber-Security of Smart Grid using Bat sequence with ANN technique 

 

Dataset collection 

The development of renewable energy sources offers the world's population a much-needed 

substitute for conventional, exhaustible, and environment-unfriendly fossil fuels. In a SG, 

collected data from the consumer demand is made to centralized demand. The supply analysis 

are performed, and the resultant proposed price data has forwarded to customers which may 

assist in deciding the usage limits. This dynamic calculation on the stability of grid establishes 

both trouble as well as crucial requirement because the entire process is depend on time. Grid 
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stability has been observed using the DSGC differential equation-based computational 

framework for an analogous architecture of a 4-node star that has one power source 

named centralized generation node that distributes energy to other three consumer nodes. 

However, the original dataset consists of 10,000 observations and the permutation of three 

customers have been occupied by three consuming nodes illustrates that dataset is increases with 

6 times because of symmetric reference grid. Hence, there are 60,000 records in the upgraded 

edition which has two variables that are dependent and 12 significant predictive features. Thus, 

the dataset consist of 14 attributes and 60000 records of reaction time and total power balance 

with its energy price elasticity as a major attribute shown in figure 3.  

 
Figure 3 Dataset for Electrical Grid Stability Simulated 

Bat has the capability to locate their prey even in total darkness and also able to distinguish what 

kind of prey it is. However, the principle of bat algorithm is an evolutionary with population 

based algorithm in which each bat has represented with a solution. Hence, it can be designed 

based on the virtual bat ecological behavior which assist in detecting the prey position. Thus, the 

modulated frequency signal s have been utilized for echolocation. Mostly, the bat admitted with 

pulse emitted sound produced from them while it rebounds from the surrounding objects or prey. 

As a result, the bat reaches closer to prey, the echo loudness has been reduced as well as 

increases the sound pulse rate. 

The three major rules considered in bat algorithm are 

 1) All bats utilize echolocation to determine distance, and in a strange manner, bats are able to 

identify the difference among prey as well as background obstructions. 

2) To identify the prey, bats glide randomly with velocity (Vi) at a location of (Pi) with a 

continuous frequency (fmin), using regulating wavelength, and a loudness (A0). Based on their 

target closeness, it might habitually change the pulse frequency which it releases as well as the 

rate at which they generate it.  
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3) The loudness is presumed to range from a big (positive) A0 to a minimum constant value Amin, 

despite the fact that it can change in a wide variety of manner. 

A bat population is created initially and once the startup has alter the fitness-related parameters, 

and then each bat in the population is assessed for fitness. 

Working of ANN model building 

The ANN model has acquire from sequence data patterns and tried to accomplish as probable as 

an accurate prediction. Assume, the set of X data pairs containing the variables and the results, 

(m
1
, t

1
), (m

2
, t

2
), ….(m

X
, t

X
) in which the m

i 
is the input value and t

i
 is the target value for i= 1, 2, 

3, …, X. We would like to build a neural net F so that ideally as  

 (  )                                                                                                                                    (3.1) 

Moreover, it allow for error    typically. Let n denotes the output of ANN is expressed in 

equation 3.2 and 3.3. 

                                                                                                                                                              

(3.2) 

And  

                                                                                                                                                               

(3.3) 

However, the    is based on the parameter with respect to weight and bias which turn as an 

optimizer issue. In this, setting the ANN in F that minimize the error function represent in 

equation 3.4.  

   
 

 
∑ ‖     ‖

  
                                                                                                                   

(3.4) 

Where, 

N = Number of training patterns. 

When the ANN has become a two-way classification then N = 2. Based on the equation, E is a 

parameter function of F, and required in determining the weight values that minimize the error 

through differentiating E. 

When the research is focused on one term of the sum and it is expressed in equation 3.5. 

‖   ‖          
         

           
                                                          (3.5) 

Thus, the values of input and output have been fixed, and only the parameter is consider to be 

calculated through weight and it can differentiate from both sides is expressed in equation 3.6. 
 

    
 ‖   ‖            

  

  
                                                                                            (3.6) 

There are highly specific and also verify the fits over the context of neural net. From a neural net, 

the output is defined as         
   . 

Hence, the output is rely on weight and while differentiating both sides in accordance with     

by chain rule as per equation 3.7 

 
 

    
 ‖   ‖                                                                                                           (3.7) 
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Where, 

  is the i
th

 coordinate position. The derivative has provided direction to the maximum for 

accomplishing the minimum point, and subsequently in opposite direction of this gradient. In 

addition, this derivative as close to 0 as possible for obtaining the minimum of error. 

Relu is a function and major benefit of Relu activation function and doesn’t activate all neuron 

simultaneously in which a neuron with negative value have converted into zero or it gets 

deactivated. Networks become sparse as well as computationally effective as a result. The 

gradient value of the graphs at the negative side is zero. It suggests that neurons terminate are 

never stimulated during back propagation. The sigmoid function is utilized to maintain issues 

with multi-class which maps the value of output from 0 to 1. It works best when utilised in the 

classifier's output layer. There isn't a guideline that may be used to select the activation function. 

The characteristics of the issue might assist in choosing a quicker converging network. Certain 

characteristics are based on the research as the Relu and sigmoid for activation functions.  

A procedure called optimization aims to decrease network error. This is essential for increasing 

the model's accuracy. The optimizer has three different iterations: Adam, SGD, and RMSProp. 

SGD is iterative gradient descent technique that uses iteration to search for an optimal error. 

These models produce predictions in every iteration that follows and predicted results are 

compared to the predictions. Error is defined as the difference between the projected value and 

the actual result. The internal parameters of the model as well as the weights of the network are 

updated using this error. The back propagation algorithm follows this updating process. SGD 

also finds it challenging to get away from the saddle points. The most popular choices for 

handling saddle points are AdaGrad, RMSprop, ADAM, and AdaDelta. To modify the gradient 

with the slop and quicken the SGD, Nesterov accelerating gradient is utilized. Due to its ability 

to execute more updates for infrequently parameters as well as fewer changes for frequent 

parameters, AdaGrad outperforms Nesterov accelerated gradient. As a result, SGD becomes 

faster, more scalable, and more resilient. In order to train ANN, it is utilized and the fundamental 

disadvantage in AdaGrad optimizer has minimized the model's ability for training through the 

sequential pattern better. Two optimizers like RMSProp as well as AdaDelta, have been created 

individually to address the problem with AdaGrad. Moreover, the optimizer like AdaDelta and 

RMSProp are identical whereas the main difference is AdaDelta which is not fixed as an early 

learning rate with constant. Adam is an optimizer which incorporate the beneficial features of 

RMSprop as well as Adadelta. Adam is deemed a good choice since it get improves RMSProp as 

well as Adadelta. As a result, the optimizers used in this experiment is Adam. 

The sequential pattern ANN has effectively extract the multifaceted characteristics between the 

applicable variables of classifying the intruder in the AODV routing. The selection of optimizer 

is significant for improving the optimum selection of route path in AODV of the MANET. This 

can be determined through better prediction with model accuracy. Thus, the model efficiency 

improved by optimizing the best obtained sequence in increasing the predicting IDS accuracy by 

enhancing the ANN model accuracy. 

 



Cognitive Computing on Cyber Attacks in Smart Grid System for Minimizing Energy Loss 

 

Section: Research Paper 

 

11523 
Eur. Chem. Bull. 2023,12(Special Issue 4),11514-11532 

Bat sequence with ANN algorithm 

Step 1: Let i = 1, 2, …, X and j = 1, 2, …, m in which i represent iteration amount based on 

weight wt, distance iteration using j.  

Step 2: Read and calculate every bat frequency using Pulse Rate Controller (PRC) and distance 

as 

                          

Step 3: Calculating object distance from bat as               and each object class can be 

expressed as          and update wt = wt-2*µ*Cj      

Step 4: Calculating the new location as Lj and modify PRC of bat if         , then compute 

          and                      

Step 5: Neural network (F) sequence is build based on target value as bat iteration for training 

model. 

Step 6: If threshold = update wt criteria, calculate wt = wt - delwt and error (Erri) = Mean (Err) 

else go to spet 3 and repeat the process. 

Step 7: Print Confusion matrix and compute security classification model accuracy as Return 

Each instance from Bat algorithm is considered as an instance get prepared as dataset that 

includes both normal as well as attack data. Moreover, each record is treated as one bat in a 

typical dataset, and its distance from the other bats is calculated by comparing it to them. All of 

the surviving bats must be treated in this manner. Records that have been updated are handed 

over to the following generation. The most iterations possible must be run in order to acquire 

accurate classification. The normal classifier is retrieved and designated as a normal signature 

after all iterations have been accomplished. For obtaining the attack signature, the same 

procedure is used in attack training records.                                                                                    

 

4. Result and discussion 

The stability of the grid can be predicted through mathematical model but this experiment has 

initiated a tool in predicting the grid stability that meet the binary classification namely stable for 

normal records and unstable for attack based records. However, the stability of the SG with 

proposed bat sequence ANN model relies on IDS from cyber-attacks that can be significantly 

simplified by bat sequence algorithm with adam optimizer using python tool library like sklearn, 

tensor flow and pandas. Hence, the goal of this research is to minimize the energy transmission 

and avoid unwanted energy to consumers which are stored in the energy storage. Thus, it can be 

executed by avoiding intruders who can alter the distribution and consumption of power which 

get received from main station. This can assist in avoiding fluctuation of energy consumption 

and fluctuation by system participants in a dynamic manner. The participant respond in altering 

the associated economic power balance along with better reaction time of each network that get 

participated. The attribute 'tau1' to 'tau4' represent the reaction time of each participant of 

network and its real value in the range of 0.5 to 10. The general produced power through attack 

(Unstable) distributed lines as positive value whereas the negative value represent the normal 

(Stable) distributed line.  
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There are no missing values because the dataset's content was obtained using simulated 

operations. Additionally, since all features are initially numeric, feature coding is not necessary. 

Without the requirement for feature engineering or data preparation, these dataset qualities 

enable a direct transition to ML modeling. Figure 4 illustrates the power distributed station status 

for distributing the power with stable (Normal) distribution or power with unstable (Attack) 

distribution.  

 
Figure 4 Stability status of SG from distributed station 

 

 
Figure 5 Bat sequence ANN model dense layer 
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Figure 6 Epochs for Bat sequence ANN model for accuracy and validation accuracy 

Figure 5 illustrates the sequence associated with bat in ANN model and the bat new location will 

varies based on the sequence in ANN model and setting the dense layer with respect to increase 

the accuracy of the model. Figure 6 illustrates the number of epochs for training the bat sequence 

with ANN model. This assist in analyzing the accuracy and validation accuracy of the bat 

sequence ANN model. The epochs have been executed till 15 passes in which the training dataset 

takes around an algorithm for producing the high accuracy of model as 96.11% and in validation 

accuracy is 99.25%.    



Cognitive Computing on Cyber Attacks in Smart Grid System for Minimizing Energy Loss 

 

Section: Research Paper 

 

11526 
Eur. Chem. Bull. 2023,12(Special Issue 4),11514-11532 

 
Figure 7 comparison of accuracy for train and validation of Bat sequence ANN model 

The proposed bat sequence with ANN model has shown better accuracy with 95% in train model 

as the epoch’s iteration increases the train model accuracy increases up to 96.11% is shown in 

figure 7. Similarly, the test model accuracy with initial epoch as 98% which get increase based 

on trained model weights and bias. The test model accuracy increases as the epochs of proposed 

model increases up to 99.25%. This proposed model need to be validated for better prediction in 

classifying the SG architecture power distribution stability by detecting the cyber-attacks and 

which can be compared with actual label count. The evaluation can be carried through confusion 

matrix class values namely True Positive (TP), False Positive (FP), True Negative (TN) and 

False Negative (FN).  

 
 

Figure 8 Confusion matrix of Bat sequence ANN model 
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The predicted SG power stability status with proposed model has been evaluated through 

confusion matrix metrics like accuracy, precision, recall and F1-score. According to the security 

model Detection Rate (DR) is said to be precision metric score and False Alarm Rate (FAR) is 

defined through recall metric score. The evaluated metric of proposed bat sequence with ANN 

model is compared with existing ML model shown in Table 1. 

Table 1 Confusion matrix class value for various classification ML method 

Classification ML method Confusion Matrix Values 

TP TN FP FN 

Proposed Bat sequence ANN 3860 2106 22 12 

Nearest centroid 2665 1626 1136 573 

k-Neighbor Classifier (KNC) 3350 1585 451 614 

Logistic Regression 3692 2073 109 126 

 

ACC is said to be distribution of overall stability of SG has correctly classified in term of TP and 

TN to the overall SG stability sample size test dataset and the formulae is in equation 4.1. 

          
     

           
                                                                                                                                      

(4.1) 

 

DR defines the exact stable in sample data classification is known as precision. The ratio of TP 

to all the stability of SG sample is provided as an intrusion and the formulae is in equation 4.2. 

    
  

     
                                                                                                                                                       

(4.2) 

 

True Positive Rate (TPR) defines the exact stable in sample data classification (TP) by total 

instances that involves TP and FN of class named as recall and the formulae is in equation 4.3. 

     
  

     
                                                                                                                                                     

(4.3) 

 

FAR is defined as the total instance of an attack data measured as FP to the total attack dataset 

instances which is sensitivity and is expressed in equation 4.4. 



Cognitive Computing on Cyber Attacks in Smart Grid System for Minimizing Energy Loss 

 

Section: Research Paper 

 

11528 
Eur. Chem. Bull. 2023,12(Special Issue 4),11514-11532 

     
  

     
                                                                                                                                                      

(4.4) 

F1-Score illustrates the DR and TPR has been comprised in detecting the evaluation measure. 

The F1-Score values are expressed in equation 4.5. 

            
      

      
                                                                                                                                 

(4.5) 

 

Table 2 Confusion matrix metrics for various model 

ML Model Name Accuracy 

(%) 

Detection 

Rate (%) 

False 

Alarm 

Rate (%) 

True 

Positive 

Rate score 

F1-Score 

Bat sequence ANN 99.43 99.43 99.69 0.9969 99.56 

Nearest centroid 71.52 70.11 82.3 0.8230 75.72 

k-Neighbor 

classifier 

82.25 88.13 84.51 0.8451 86.28 

Logistic 

Regression 

96.08 97.13 96.7 0.9670 96.92 

Table 2 illustrate the evaluation metrics of security based parameter associated with confusion 

matrix class value. The metrics considered are accuracy, DR, FAR, TPR and F1-Score in which 

it get compared proposed bat sequence ANN method with existing nearest centroid, LR and 

KNC. 

 

Figure 9 illustrates the accuracy performance of various ML model in which the proposed bat 

sequence with ANN model has produce better secured SG stability model and through its 

accomplish result  as 99.43% while comparing to other model like nearest centroid classifier, 

KNC, and LR model. 
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Figure 6 Accuracy for various ML model 

 

  
Figure 7 DR for various ML model 

Figure 10 illustrates the performance of DR for various ML model in which the proposed bat 

sequence with ANN model has produce high detection of intruder get accomplished through its 

obtained result as 99.43% while comparing to other model such as nearest centroid classifier, 

KNC, and LR model. 

Figure 11 illustrates the performance of FAR performance for various ML model in which the 

proposed bat sequence with ANN model has better false alarm with 99.69% which shows that 

bat sequence produce excellent alarm of cyber-attack. As a default, the good false alarm is 96% 

whereas the proposed bat sequence with ANN model has excellence than LR which comes under 

good flase alarm. The other two existing ML model is below the goof false alarm rate is KNC 

and nearest centroid classifier as 84.51% and 82.3% correspondingly. 
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Figure 8 FAR for various ML model 

Therefore, the cybersecurity of SG architecture with bat sequenced ANN model has improved in 

IDS against cyber-attack which assist in waste distribution of power through consumer and 

distributed generator that get stored in the energy storage. Hence, the received station power has 

distributed with exact consumer as well as distribution generator. Thus, the proposed SG 

architecture with ML model has minimize the power distribution by avoiding the unstable 

termination lines.      

 

5. CONCLUSION 

 Based on the increase in usage of internet, there are several cyber-attacks have been identified in 

the user applications. The security performance of an ICT are considerably afflicted by these 

cyber-attacks. However, there are various IDS have been employed in preventing these cyber-

attacks in which bat sequence pattern get introduced in ANN model which assist in modifying 

the layer of hidden to produce better accuracy through understanding the features weight and 

bias. Hence, bat sequence ANN model can successfully guarantee data security in SG 

architecture which received the power from station and distribution station has distributed the 

power with secured and stable distribution generators as well as consumers. The proposed model 

is evaluated through model accuracy, DR and FAR which is 99.43%. 99.43% and 99.69% 

respectively. This is comparatively higher than other existing ML model. Thus, the secured 

stability model can generate adequate power and distribute exact power which is required for 

consumer and distributed generator which cause in minimizing power usage from this SG 

architecture. This proposed bat sequenced ANN model minimize the power loss by avoiding 

unstable terminal lines. In future work, the power loss can be measured through sensor and 

monitored in the building management system of the SG management system.  
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