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Abstract

Video watermarking is the best technique for copyright protections & proof of ownership, and
many researchers in the past devised robust algorithms to protect the same. Visimark 1 0
proposed in 2013 as an evaluation tool for video watermarking, working with raw video, i.e.
avi format. Vismark 1_0 covers many more attacks and saves much more time for the video
watermarking community. By observing the need for the recent file format, this article proposes
the next version of Visimark, i.e. Visiamark 2_0, with some new kinds of attacks. Visimark
2_0 also offers the provision for watermark extraction from all the attacked videos.. Visimark
2 covers all the attacks of Visimark 1. Additional attacks proposed in Visimark 2 are, in the
transform domain, ambiguity attack and improved frame dropping attacks. For the
demonstration purpose, HL & LH sub-band of DWT is used for all the attacks
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Improved Tool for Evaluating Robustness of Video Watermarking Scheme using DWT Sub-band

1. Introduction

The utilization of the web is expanding step
by step; contributing to the greater part of
information in text, image, audio and video
dispersed straightforwardly from the web.
This leads to broad curiosity in multimedia
security and multimedia  copyright
protection. Digital watermarking is proven
to be one of the pioneering technique to
protect the copyrights and hence ownership
issues. Many kinds of literature are
proposed to solve the problem of copyright
protection [1], [2], copy protection [3],
authentication [4], ownership problems [5],
[6]. There are so many algorithms are
proposed for the robustness of the image,
audio and videos. Table 1 summarises
different benchmarking tools for assessing
the robustness of the video watermarking
introduced previously.

Section A-Research paper

2. Motivation

This work is motivated due to the trouble
that the author faced while designing the
attacked videos during dissertation work.
Many benchmarking tools are available for
the evaluation of image and audio
watermarking. Unfortunately, there is no
tool to authenticate the sturdiness of the
video watermarking algorithm. To assess
the robustness, one has to go through the
cumbersome processes depicted in figure 1.

Figure 1 shows steps to create an attacked
video from the original supplied video.

1. Decompose the video into various frames

2. Apply different attacks using any of the
benchmark tools like Stirmark [8], [9],
Checkmark [10] or Optimark [11], Open
Watermark [12] to every frame.

3. Resemble all the frames to form an
attacked video.

Watermarked Video

v
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Frame 1

Frame 2 Frame 3 Frame 4

Frame n

—

V o~ —

Image Benchmark like Stirmark,'checkmark,.'Optimark
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Attacked Attacked Attacked Attacked
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Frame 1, 2,...,Nn
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Frame 1, 2,...,n
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Frame 1, 2,...,Nn
{Add MNoise 10)

Frame 1, 2,...,Nn
(Add Moise 30)

{ Frame to Video ) ( Frame to Video )
Attacked Attacked Attacked Attacked
Watermarked Watermarked Watermarked Watermarked
Video Video Video Video
(Rotation 5) (Rotation 10 (Add Moise 10) (Add Moise 30)

Fig. 1 Flowchart to get attacked watermarked video before Visimark Tool

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762

743



Improved Tool for Evaluating Robustness of Video Watermarking Scheme using DWT Sub-band

Section A-Research paper

Table 1 Comparison of various Benchmarking Tools [7]

Parameters/ SIS Check Open S

Tools (Audio & mark Optimark | Matmark Watella'mark Bench | Visimark 1_0
Image) mark

Developed in C++ Matlab C++ C++ Java C++ Matlab

Language

Media In;i%?o& Image Image Audio Image Image | Image/ Video

Signal

Processing

Attacks & Yes Yes Yes Yes Yes Yes Yes

Watermark

Disabling

Attacks

Watermark

Removal Yes Yes Yes Yes Yes Yes Yes

Attack

Ambiguity

Attack No No Yes No No No No

Video Attacks No No No No No No Yes

This system turns out great for different
attacks such as image processing attacks,
filtering, noise inclusion etc.

But with a limitation, one cannot use direct
video attacks like frame dropping, frame
averaging and many more. In the reference
[7], the author also introduced many tools
for the evaluation of video watermarking
algorithm. A crystal clear comparison of
various available benchmarking tools for
images and audio are shown in table 1.
Given the future scope, there is no direct
tool available for the evaluation of video
watermarking algorithm. The author of the
paper [7] discusses the four types of attacks
possible for watermarking schemes. They
are as follows:

1. Simple Attack: The attack applied to the
whole image to damage the watermark.
Here the intention is only to damage the
watermark but not to detect @it
Compression, noise addition, cropping etc.,
are examples of such a category of attack.

2. Detection-disabling attack: This attack
category usually tries to disable the cover
media's watermark. Here, an attacker
attempts to recognize the location of the

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762

watermark in the given input image/video.
Examples of this type of attacks are
geometric transformations like rotation,
cropping, translation, flipping, pixel
removal, scaling etc.

3. Ambiguity attacks: This attack category
is mainly confusing the detector by
embedding several fake watermarks into
watermarked  image/video. For the
watermark research community, handling
this category of attacks is a challenging
task.

4. Removal attacks: As the name indicates,
this attack attempts to eradicate the
watermark from the input image/video.
Collusion attack, denoising etc., comes
under this category of removal attacks.

Apart from the above category of the
attacks, there is some more special category
of the video attacks such as dropping,
averaging, swapping of frames, and
swapping or dropping of scenes.
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l. About Visimark 1 _0:

Visimark 1 0 proposed in [13] gives a
details discussion about the Visimark 1 0, a
mechanism for sturdiness assessment of the
digital watermarking algorithm especially
for Video and images. Visimark 1 0 dealt
with a raw video (avi format) and stated the
few video watermarking attacks. It supports
almost 30 attacks. There are mainly three
categories of attacks implemented in
VisiMarkl 0.

1. Video attacks (Frame-based, Scene-
based attacks).

2. Geometrical attacks (Rotation,
Scaling, Cropping, Sharpening,
Shearing, Flipping etc.)

3. Signal and/ image processing

attacks (Noise, Filtering attacks
etc.).

Visimark 1_0 supports all kinds of attacks
like Simple, Detection disabling, removal
attack and special video category attack but
does not help the ambiguity attack and file
attack.

Features of the Visimark 1_0:
1. Supports raw video as input.

2. Covers 30+ attacks with the novelty of
the nine video category attacks.

3. GUI Based tool.

4. Supports text and graphical report based
on MSE, PSNR, DELTA, and MSAD.

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762
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IV. Contribution of Visimark 2_0

Visimark 2_0 is the next version Visimark
1 0 which includes many new things in
addition to Visimark 1 0. Some new
features like supporting compressed video
formats like MPEG-4. The provision of
having an extraction algorithm for the
research community is the most novel
feature. Once the extraction algorithm is
selected, and upon submitting the original
watermarked, the tool extract watermark
from all the attacked watermarked video. It
stores the entire recovered watermark into a
separate folder and designs a graph of NC
values & SSIM values of each recovered
watermark and input watermark. NC values
and SSIM values graph is further used by
the research community for their
experimental results and discussion. In
Visimark 2.0, naive additions like applying
all attacks mentioned above in the transform
domain along with the spatial domain. As a
contribution, an ambiguity attack added to
Visimark 2_0 where one more different
watermark embedded into a watermarked
video. Frame dropping attack also
implemented with a new concept.

Visimark2_0 is a generic GUI based
tool developed for the evaluation of
compressed and uncompressed domain
video watermarking schemes. The goal of
this deliverable is to provide an architecture
that will be used by two main kinds of users.
User A: who want to use this platform as a
tool to obtain attacked videos and test the
perceptual visibility of watermarking
algorithms, and User B: who want to check
the perceptual visibility as well as the
robustness of their watermarking scheme.
The architecture is composed of 3 main
parts, as shown in Figure 2.
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User B
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Fig. 2 Visimark 2_0 Architecture

Input Module includes the first part of the
Visimark2_0. Here User A, provides a
watermarked video in either a raw or
compressed video format. User B submits
extraction algorithm and the original
watermark embedded in the video along
with watermarked video.

Attack Module is used to process the input
by applying a variety of attacks discussed in
Visimark 1_0 [13] as well as seven new
attacks introduced in the proposed tool
presented in further sub-section.

Output Module contains output in the form
of attacked watermark videos, reports,
metric evaluation, extracted watermark and
a comparator. This module is further
classified into following five sub-modules.

3-1: Attacked Watermark Video Module,
where the output is the set of attacked
videos after applying various attacks by the
attack module.

3-2: Report writer is the module where all
results are written in text file. This report
file contains the table holding the names of

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762

attack applied based on the parameter
values as tabulated in the table 3. A decision
report is also containing the name of attack
and its average NC value. This is the novel
contribution is useful to test the robustness
of the supplied algorithm by User B.

3-3: Metric Evaluation Module is the
process-dependent module, where metrics
concerning visual quality and robustness are
generated and put forth in the graphical
form.

3-4: Extractor Module will apply the
watermark extraction algorithm provided
by user B on all the attacked videos and
store extracted watermarks.

3-5: Comparator Module facilitates the
frame by frame comparison between two
supplied videos.

Features of the Visimark 2_0:

1. Supports compressed video like mp4
format.
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2. Covers 30+ attacks from Visimark and
four new categories of attacks like the attack
in the transform domain, ambiguity attack,
key-frame removal attack, improved frame
dropping attack etc.

3. GUI Based Tool, which adds simplicity
for the use.

4. Provision of inclusion of the User's
Extraction Algorithm for extracting the
watermark from all the watermarked video
with some restriction.

5. Supports text and graphical report based
on MSE, PSNR, DELTA, MSAD, SSIM
and NC.

Attacks Supported

The proposed version of Visimark
supports more than 40 attacks categorized
as below.

1. Spatial domain attacks

Noise addition, rotation, translation,
scaling, blurring, sharpening, denoising,
motion blurring, chroma sampling, fade and
dissolve, contrast stretching, up/down
sampling, dithering, pixel removal,
compression, affine, filtering, ambiguity,
and transformed domain attack.

2. Temporal Domain Attack

Frame dropping, frame swapping,
frame copy, frame replacement, frame
averaging, collusion, scene swapping, key-

Section A-Research paper

frame dropping, scene dropping, and
temporal synchronization.

3. Spatio-Temporal Domain Attack

All spatial domain attacks that are
applied to the key-frames of the video
sequence fall into this category.

Explanation of the newly added attacks:

1. Ambiguity attack: In this category, the
attacker may embed a different fake
watermark into the watermarked video.
DWT-based watermarking used to embed
the fake watermark, leading to confusion on
the detection side—an algorithm for
watermark embedding used from [14].

2. Attacks in Transformed domain:
Video is decomposed in frames and then
transformed into 2D DWT (Discrete
Wavelet Transform) domain. All the attacks
except video category attacks applied on
HL & LH sub-bands. After attacking,
modified HL and LH sub-bands composed
with LL and HH sub-band for inverse
DWT.

3. Key-frame removal attack: Here, the
key-frame is detected first using key-frame
detection algorithm explored in Algorithm
1. All these key-frames simply dropped—
the same algorithm from [13] used for key-
frame detection.

Algorithm 1 To extract key-frames from video

fm,l fm,n

l,herelis no.of frames

Input: Video V i.e.. avi file from user. V is represnted as below.

V= {Fl,Fz,Fg, ...... 'Fl}
Where, F,, F,, F5, ... ... , F, are the frames of video V and is represented as
follows.
f1,1 f1,n
F,=1]: . i | where, f11 to fi, , Tepresents intensity of Pixel

Where, [m,n] respresents the size of frame F;and 1 < i <

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762
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T : Threshold Il Value is decided after empirical analysis
Output: SceneCount // Number of scene changes found
Key_Frames(..) [/ First frame number of all the scenes
Procedure:
Step 1. Initialize,
Set, i <1
SceneCount « 1
Key Frames(1) « 1
RefFrame « F; /I Assign First Frame as Reference Frame

Step 2. fori«2tol /[ for all frames

1. F; « READ_FRAME (i)

2. Convert F; and Ref Frame from RGB to Gray
F; « RGB2GRAY (F,)
RefFrame < RGB2GRAY(RefFrame)

3. Find edges of Ref Frame and F; using Canny Filter
eRefFrame « EDGE(RefFrame,’ Canny")
eF; « EDGE(F;,' Canny")

4. Perform block processing: Computing average intensity
AvglIntensity_eF; <« AVERAGE_INTENSITY (eF;)

AvglIntensity_eRefFrame «
AVERAGE_INTENSITY (eRefFrame)

5. Compute Edge Difference by

EdgeDif f « Avgintensity_eRefFrame —
Avglintensity_eF;

6. Compute absolute sum of EdgeDif f
Result « |Y, EdgeDiff]|

7. if Result > Threshold (T) then Il Scene cut detected
SceneCount « SceneCount + 1
Key_Frames(SceneCount) « i
RefFrame « F;
i<i+1
Go to Step 2.

Step 3. Stop

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762 748
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4. Improved Frame Dropping Attack: In
Visimark 1 0, frame dropping attack
implemented using frame drop ration (FR).
For FR = 3, will drop every frame of
multiple of 3 from the watermarked video

Section A-Research paper

leads to the limitation of optimizing the
value of FR. So, in Visimark 2_0, some
improvement to this attack is implemented
in Algorithm 2 as follows.

Algorithm 2 Improved Frame Dropping Attack

Procedure:
Step 1. Read FR from the user.
Step 2. If FR >=1 and FR <=100

In « random(1,N)
Step 6. Fori:=1to In

Step 7. End for.
Step 8. End if
Step 9. Stop

Input: Vi, N// Viis Input video sequence, N is number of frames
FR // Frame dropping Ratio

Output: Vo // Vo is the output video sequence without key frames
nN // nN is the new value of number frames

Step 3. Compute the number of frames to be dropped using as:
T < round (@)
Step 4. NN <N — T // New value of Number of frames
Step 5. Randomly generate frame number to be dropped using formula:

Vo(i) « Drop_Frame(i)

5. Provision of inclusion of the user's
extraction algorithm: Visimark 2_0 adds
the novel feature to include the user's
extraction algorithm. Here, a user has to
submit the original video, extraction
algorithm along the original watermark.
Currently, this version supports the code of
the extraction algorithm in MatLab only.

After inclusion of the Watermark Extraction
algorithm, Visimark 2_0 will automatically
do the following things:

1. Extract the watermark from all the
attacked watermark videos.

2. Compute NC values for each extracted
watermark.

3. Plotted and saved the graph of NC Values
in NC folder of the graph.

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762

Due to this feature, the watermark research
community will save a lot of time needed
for robustness testing.

V. Experimental Results:

In this paper, different proposed attack
algorithms tested for Visimark 2_0 have
been implemented in Matlab. For User A,
the input to Visimark2_0 is a watermarked
video in MP4/AVI format. We have tested
our attack algorithms with several
watermarked AVI available in matlab &
MP4 videos as given in Table 3.

Table 4 provides an overview of attack
results along with its permissible range. The
permissible range values are devised after
experimentation and some of them, from
different standard benchmarking tools.

749



Improved Tool for Evaluating Robustness of Video Watermarking Scheme using DWT Sub-band Section A-Research paper

Table 3 List of watermarked video sequences used for test of fidelity and robustness by

Visimark2_0
SN Name of Video Total  Frame Rate Frame Duration
ngh%z (fps) SIz€ (secs)
1 wScenevideoclip.avi 92 15 160 x 120 6
2  wrTraffic.avi 120 15 160 x 120 8
3 wVipcolorsegmentation.avi 75 15 160 x 120 5
4 wVipsnowydays.avi 40 8 320 x 240 5
5  wVipwarnsigns.avi 270 30 360 x 180 9
6  wRhinos.avi 144 15 320 x 240 7
7 wAnimatedcat.mp4 150 30 640 x 360 5
8  wMyfamily.mp4 8 15 256 x 256 1
9  wleet.mp4 100 30 320 x 240 4
Table 4 Attacks with Permissible Min- Max Values

Attacks Min Max

And Evaluated Parameters

Frame Attacks:

Frame Averaging 3 10

Frame dropping (%) 0 99

Frame swapping 2 10

Frame copy or addition 1

Frame replacement 1

Changing the sequence of video 2 10

Scene dropping 1 1

Changing frame rate of the video [17] 16 60

Chroma sampling attack [18] 4:4:4 4:2:0

Fade and dissolve attack 20 100

Inter-frame filtering 3 3

Ambiguity Attack 1 4

Geometric Attacks:

Scale [9], [10] 0.5 2

Crop [8]-[11] 1/0 100/100

Rotation -90 90

Contrast Stretching [9], [10] 0 25

Rotation scale [9], [10] -2

Rotation Crop [9], [10] -2

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762 750



Improved Tool for Evaluating Robustness of Video Watermarking Scheme using DWT Sub-band

Section A-Research paper

Rotation/scaling/cropping -2 2
Shear [11] 100
Blurring 20
Row/column Removal [9], [10] 10 100
Up/down sampling 0.1 2
Signal Processing Attacks:

Noise [9], [10] 15
Filtering [9], [10] 9
Compression Attack [9]-[11] 20 100
Key frame Dropping Attack None All
Ambiguity Attack 1 4

The results of the all the three video categories of attacks i.e. spatial, temporal, and
spatio-temporal discussed in previous section, considering the above permissible ranges, are
presented here for the watermarked video ‘wMyfamily.mp4’ shown in figure 3 (a) with original

watermark in figure 3 (b).

MS

B

Fig. 3 a) Original Watermarked Video Frame (I-frame) (wMyfamily.mp4) and b)
original watermark

The researcher can use their algorithm to
embed a watermark in a video—
watermarked video supplies as an input to
VisiMark2_0 in mp4 format. VisiMark2_0
also prepares five folders to store the results
for researchers' future use as the previous
version.

a) Attacked Video Folder: All the videos
generated by Visimark 2 after applying
some attacks are stored in this folder. The
researchers has the facility to access these
attacked videos as and when needed. Figure
11 depicts the sample snapshot.

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762

b) Graph Folder: Various graphs based on
MSE, PSNR, MSAD, DELTA and SSIM
stored in this folder. Some of the charts
illustrated in figure 5 and figure 6.

c) Attacks Report Folder: This folder
consists of the report of the attack in a text
file generated by Visimark 2 0. The
researchers can any time use these report
files as it will be saved permanently for the
future references.

d) Comparison Folder: Here, the
evaluation of the input and the output videos
along with listed values is stored. All these
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comparisons are saved
future references.

permanently for the
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5.1 Spatial Domain Attacks: The figure 4 shows the results on the I-frame of input video after

the application of spatial domain attacks already listed in previous section.

Rotation (10)

Cropping (60)

Translation

Fig. 4 The attacked watermark video frames for spatial domain attacks

The graphs of PSNR and SSIM attacked video frames are depicted in figure 5.

This comparison states, how far the perceptual visibility and video quality of the original
watermarked frame is maintained.
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S h arpe n | n g Comparison of Original Video & Attacked Video based on PSNR Comparison of Original Video & Attacked Video based on SSIM
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Fig. 5 Fidelity based comparison of input watermarked video with attacked watermark
video after applying the attacks

5.2 Ambiguity attack: We compute the different performance metrics such as SSIM, MSAD,
MSE and PSNR observe that the perceptual visibility after addition of one watermark is better
than the one after the addition of the three watermarks as presented using

four metrics shown in figure 6 (a—d). For this demonstration we have used wAnimatedcat.mp4
file as an input watermarked video file. The perceptual visibility for different attacks like
rotation by 45° and Blurring by 14% is computed and presented in figure 10.

After Addition of one Watermark After Addition of three Watermarks

Comparison of Original Video & Attacked Video based on SSIM
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Comparison of Original Video & Attacked Video based on MSAD
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Fig. 6(a-d) Plot of PSNR, MSE, MSAD and SSIM for Ambiguity attack

5.3 Transformed Domain Attack: After applying this attack on the watermarked video, we
obtain the several attacked watermark video frames some of which are discussed with the

metrics MSAD and PSNR.
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Comparison of Origina Video & Attacked Video based on MSAD Comparison of Original Video & Attacked Video based on PSNR

Blur (14)

o 5 10 G 20 2 30 s 5 10 15 2 2% 30

No. of Frames —> No. of Frames —>

Fig. 7 Plot of MSAD & PSNR for Transformed Domain Attacks using Rotation and
Blurring Attack.

5.4 Temporal Domain Attacks:

In this category of attacks, video frames are attacked based on their temporal
sequence. Figure 8 shows the demonstration of results after applications of temporal domain
attacks such as frame averaging and change of frame rate.

a) Frame Averaging Attack

Before Attack After Attack

Summary of Multimedia Reader
Object for ‘myfamily.mp4'.

Video Parameters: 15.00 frames
per second, RGB24 256x256.

8 total video frames available.

Summary of Multimedia Reader
Object for ' myfamily.mp4'.

Video Parameters: 10.00 frames
per second, RGB24 256x256.

8 total video frames available.

b) Frames per second attack

Fig. 8 Temporal domain attacks

Figure 9 shows the comparison of the watermarked video and attacked video after frame
averaging and scene swapping attack.

Attack

PSNR

SSIM

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762
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F rame Comparison of Original Video & Attacked Video based on PSNR Comparison of Original Video & Attacked Video based on SSIM
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Fig. 9 Fidelity based comparison on PSNR and SSIM for input watermarked video with

attacked watermark video after applying the temporal domain attacks.

5.5 Spatio-Temporal Attacks:

In spatio-temporal attacks, initially key-frame are extracted and all the spatial domain

category attacks are applied to extracted key-frames. Figure 10 shows the graph of PSNR and
SSIM of some attacks.

Attack PSNR SSIM
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{ \ \ |
by 100 II| III I|II |II lll
.' \ |
| | !illl |II IIl
II I|I II ll'
Il'. |II III| 'I
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Cropping : == :
| e | i_l — II | II I| i
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| / 1 f | { |
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Fig. 10 Comparison of fidelity based on PSNR and SSIM for spatio-temporal attacks
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5.6 Attack Report

Section A-Research paper

Figure 11 shows the snapshot of the attack report generated after the addition of extended
features like ambiguity attack and improved frame dropping attack.
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Frame
Frame
Frame
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Frame
Frame
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Change Sequence jof Scene

Wisimark 1.1 is an evaluation tool for compressed Wideo -
(mp4) Watermarking
Developped By @ Mahesh R. Sanghawvi And Neeta Deshpande
Under the Guidance of Dr. Mrs. A
Mathur

M. Rajurkar, Dr. Rajeew

Fig. 11 Snapshot of text report after applying attacks.

Figure 12 shows the frame by frame comparison between two supplied videos i.e.

the

watermarked video frame and attacked watermark video frame after blurring attack.

Watermarked Video Frame1  Attacked Watermarked Video Frame1 After Blurring

PSNR =28.9861 MSE =9.0623 MSAD = 12.9815 Delta =12.9815 SSIM = 0.42676

Fig. 12 Comparison of two frames on the basis of PSNR, MSE, MSAD, Delta and SSIM
for Blurring Attack

57 NC Values after watermark
extraction by user’s algorithm:

Usually higher values of NC
indicates that the watermark is successfully
extracted from the attacked watermark
video. To test the robustness based on NC
value Visimark2 0 needs the watermark
extraction  algorithm  and  original
watermark. Here, for testing purpose the
extraction algorithm used is, the video

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762

watermarking scheme based on DWT-SVD
is implemented and tested using this tool.

After applying this extraction
algorithm, the watermark recovered from
the different attacked video is shown in
figure 13. This indicates that the scheme is
robust to the attacks like salt and pepper

noise, speckle noise, affine, average
filtering, blurring, contrast stretching,
cropping.
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MS MS MS

Original Saltand | Cropping | Affine
Watermark | Pepper
Noise

Fig. 13 The recovered watermark after applying various attacks.

From the textual report presented in the figure 14, average NC value after applying the frame
averaging attack on the input watermarked video is 0.87 which indicates that the supplied
extraction algorithm is robust to frame averaging attack.

Mj Visimark_Decision_Report - Notepad = |l S|

Eile Edit Format View Help

Visimark 1_1 is an evauaion tool for Video watermarking  ~
Developed by : Mahesh R. Sanghavi and Neeta

Deshpande

Under the Guidance of Dr. A. M. Rajurkar and Dr. Rajeev
Mathur

--------------------------- NC Values---------ooermmmomom s !
Class of Attack Average NC Value

Frame Averaging 0.87641

Frame Dropping_20% 092132

Frame Dropping_40% 09214

Frame Dropping_60% 091032

Frame Swapping 0.92004

Frame Copy 091234

Rotation_5 0.89122

Rotation_10 0.88322

Rotation_30 086711

Blurring 0.90032

Salt and Pepper noise 0.89012

Fading 0.89312 1

Fig. 14 Snapshot of average NC values

The same applies for frame dropping, frame swapping, frame copying, and rotation attacks and
so on. Figure 15 depicts the graphical representation of the comparison between the attacked
watermark video and input watermarked video.
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Salt & Pepper Noise by 0 01 Salt & Pepper Noise by 0 01
Comgarison of Original & Extracted Watermark based an NC Comgarison of Original & Extracted Watermark based an NC

2 3 7 [] 2 3

4 3 6 4 3 6
Ho. of Frames —> Ho. of Frames —>

Salt and Pepper Noise Fading

Fig. 15 Robustness test based on NC values between input watermarked video with
attacked watermark video after applying attacks

5.8 Decision report

Figure 16 shows the decision report prepared by Visimark2 0 for the watermarking
scheme used for testing the robustness. It indicates the robustness of the scheme to frame
averaging, frame dropping, frame swapping, frame copying, rotation attacks and so on with
their permissible threshold.

" DecisionReport_29-Oct-2014 - Notepad ‘ f E=dte X

File | Edit | Format View Help

Visimark 1_1 is an evauaion tool for Video watermarking &
Developed by : Mahesh R. Sanghavi and Neeta Deshpande
Under the Guidance of Dr. A. M. Rajurkar and Dr. Rajeev

Mathur

—————————————————————————————— Robustness Test-——---mmmmommmmeeev i
Scheme is robust to all the listed attacks having threshold as  |)
0.8

Frame Averaging 0.87641
Frame Dropping_20% 092132
Frame Dropping_40% 09214

Frame Dropping_60% 091032
Frame Swapping 092004
Frame Copy 091234
Rotation_5 0.89122
Rotation_10 0.88322
Rotation_30 086711
Blurring 0.90032
Salt and Pepper noise 0.89012
Fading 0.89312

Fig. 16 Snapshot of decision report

Table 5 shows the assessment of the offered Visimark2_0 regarding attacks elaborated in Table

4.
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Table 5 Assessment of various Tools with Offered Visimark 2_0

Section A-Research paper

Parameters/ Stirmar | Ch | Opti | Matma | Open | Mesh | Visima | Proposed
Tools k eck | mark rk Water | Bench | rk1 0 | Visimark
(Audio | ma mark | mark 2 0
& rk
Image)
Developed in| C++ Mat| C++ | C++ Java C++ Matlab Matlab
Language lab
Media Image & | Ima | Imag | Audio | Image | Image | Image/ Image /
Audio | ge e Video | Video (avi
(avi) & mp4)
Signal Yes Yes| Yes Yes Yes Yes Yes Yes
Processing
Attacks &
Watermark
Disabling
Attacks
Watermark Yes Yes| Yes Yes Yes Yes Yes Yes
Removal
Attack
Ambiguity No No | Yes No No No No Yes
Attack
Video Attacks No No | No No No No Yes Yes

Table 6 shows the major comparison of
Visimark 1_0 and Proposed Visimark 2_0.
By observing table values it is clear that
Visimark 2_0, added various new category
of attacks such as Attacks in Transform

Graphical User Interface (GUI), additional
comparison on SSIM and NC based values,
provision of providing users watermark
extraction  algorithm  and  original
watermark for Extraction of Watermark and

Domain, Ambiguity Attacks, Improved it’s ready to go comparisons. Visimark 2 0
Frame Dropping Attacks, Key frame reduces huge work of the research
dropping attack. Also in Visimark 2 0 community of the digital video
various new features such as improved watermarking.
Table 6 Comparison of Visimark 1_0 and Proposed Visimark 2_0
Attacks and Evaluation Parameters Visimarkl 0 Proposed
Visimark 2_0

Frame based Attacks (Averaging, Dropping, Yes Yes

Swapping)

Scene Change Attack Yes Yes

Frame rate variation attack Yes Yes

Image Processing Attacks (Chroma Sampling, Fade & Yes Yes

Dissolve, Motion Blurring, Inter-frame Filtering

Eur. Chem. Bull. 2023,12(Special Issue 9), 742-762
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Section A-Research paper

Attack on Transformed Domain (Scale, Crop, Rotation, No Yes
Dithering, Contrast Stretching, Rotation Scale, Rotation
Crop, Aspect Ratio, Shear, Linear, Affine, Blur, Bending,
Warping, Projective, Collage, Noise, Filtering etc.)

Key frame Dropping Attack

No Yes

Ambiguity Attack

No Yes

Evaluated parameters

PSNR. | PSNR, MSAD
MSAD | MSE DELTA,

MSE NC, SSIM
,DELTA
Provision of Inclusion of the Extraction Algorithm No Yes
GUI Yes Yes
Supported File Format Avi Avi, Mp4

VI. Conclusion:

Visimark 2_0 is the next version of the
Visimark 10 with significant
improvements and contributions. Unlike
Visimark 1_0, Visimark 2_0 supports both
the compressed video file formats like mp4
and uncompressed video file formats like
avi file. Many new attacks added in
Visimark 2_0, such as ambiguity, dropping
key-frames, improved frame dropping and
the transformed domain attacks are
successfully implemented. Provision of the
user's extraction algorithm is the crucial
contribution of this work, which extract the
embedded watermark and compare this with
original watermark based on the NC values.
The addition of two new graphs like NC &
SSIM values in the respective folders shows
some more extension to an earlier version.
In the next version of the Visimark tool, the
provision of selected attacks on the video
will be proposed, which will help the
research community for the specific attacks.
Like Visimark 1_0, Visimark 2_0 will also
significantly reduce the time needed for the
test of robustness.
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