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Abstract. There are many people around the world losing their eyesight or have already lost them. Thus,
it is impeccable to have a solution for that. In this project, the project team aimed to develop a device that
would let blind individuals recognize obstacles at any height level and assure their safety while walking
along the street. The project team has decided to use an Arduino UNO, ultrasonic sensor, ambient light
sensor, potentiometer, GPS module, camera module and etc. to create a smart glass device. Moreover, the
I0T architecture proposed is a five-layer architecture that has protocols that are interoperable with each
other. Based on the design of the sensors and actuators, a prototype circuit of the proposed device is created
as well as a prototype mobile application. Moreover, resource and potential risk management of the loT
product has been discussed to ensure the system can be able to provide services by overcoming the
underlying risks and challenges. Additionally, limitations and suggestions were brought up and analyzed
for future enhancements. This project has included detailed information regarding the proposed 10T device

as well as matching market demands for current and future use.

1. INTRODUCTION

Approximately 40 million people are blind
permanently. Meanwhile, there are about 250
million people who have been visually impaired
in the world. According to a research report [1],
the number of blind people will be increasing in
the elder population because being visually
impaired is an age-related disorder. People who
get visually impaired might often experience
physical, economic, and psychological changes
that influence their daily life. Thus, they need
some assistance tools to assist them to complete
the tasks easier, and then gain confidence from
fulfilling the tasks. To do so, the evolution of
technology could contribute to the effort of
building their confidence by creating an
innovative product that could assist blind people
to complete their daily tasks. Physical movement
is one of the difficulties faced by blind people [2-
4] They are using a white cane when walking on
the street to identify obstacles. However, there
are some weaknesses in using the white cane. For

example, the user might be tired of their hands if
they keep moving the white cane frequently.
Besides, the white cane could not sense other
obstacles at the high level, such as branches,
notice boards, etc. Followed by the user might
need to take a long time to figure out the way if
there is a huge obstacle, such as a wall. Next, it
could not sense the approaching object, which
could lead to accidents. All of these have pointed
out the several weaknesses of using a normal
white cane. By using the normal white cane, it
could expose the user to danger, and it is
inefficient to find out the way. Therefore, the
project team decided to create a product that
could assist blind people to identify obstacles
from any height level efficiently and ensure their
safety when walking on the street[5-7]. Based on
the problem statement and objectives, the project
team decided to build smart glasses to solve the
major problem of blind people, as well as help
them to build confidence by adapting themselves
to the environment.
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2. LITERATURE REVIEW

In recent years, several technologies and system
architecture models have been proposed for
visually impaired people with 10T devices. In this
section, the general architecture in healthcare-
related loT and the technologies and the
underlying system architecture used in the loT
related devices for the visually impaired are
investigated and analyzed.

The architecture model proposed in medicine is
divided into four layers: device and sensor layer,
network layer, cloud layer and application layer
[8-10]. It includes most of the wearable sensors
and devices in the first layer. Moreover,
development boards, microcontrollers and
programming languages are also included in this
layer. Communication technologies such as
Bluetooth, Wi-Fi, and cellular networks, as well
as network protocols commonly used in smart
health systems, are included in the network layer.
Wi-Fi is found to be better than Bluetooth in
terms of availability and accessibility, whereas
Bluetooth is more frequently used for short
ranged wireless communication. Besides that, the
most explored network in medical loT
applications is 4G due to its higher speed and
bandwidth. In the cloud server layer, centralized
data and computing centers are needed for
storage and computation [11-13]. Cloud benefits
storage management due to it could provide a
high capacity of virtual storage. However, there
are some shortcomings of the cloud which is
handling data traffic. The existence of fog or edge
computing can be used to reduce the latency
problem. MQTT, REST, and CoAP protocol are
examples of network protocols that are used to
communicate data between 10T devices. The
application layer, which is the last layer, provides
the user interface for the smart application's
services. Since Android is an open-source
platform with minimal cost and high flexibility, it
is said to be the most popular operating system
for designing 10T devices.

To achieve obstacle recognition and real-time
GPS tracking, several sensors are needed. The
Raspberry Pi and PIC microcontroller are used to
connect the sensors and actuators [14-16].
Ultrasonic sensor, infrared sensor, and sonar
sensor are some of the obstacle detection sensors

Eur. Chem. Bull. 2023,12(1), 4582-4599

Section A-Research

addressed. As a conclusion, ultrasonic sensors
appear to be a better fit for the suggested system.
The ultrasonic sensor, unlike the IR sensor, is not
affected by light or other elements such as
moisture, dust, or smoke. Wi-Fi is used to send
the obtained data, such as location, to the
database. The application is connected to the
database, allowing data to be accessible via the
mobile app.

Another proposed system architecture [17-19]
that uses IR and RFID sensors instead of the
ultrasonic sensor and GPS module to achieve the
similar goal as the previous system. Only the
object to which the RFID tags are attached will
be detected in this scenario. The Bluetooth
controller is connected to the PCB unit and is
used to deliver location information to the server.
MedGlasses, a deep-learning-based wearable
smart glasses for medicine recognition that
intends to provide healthcare support for visually
impaired chronic patients is proposed in paper.
[21] The system consists of a drug pill
recognition box with an embedded Al-based edge
computing module at the perception layer, a
cloud management platform at the processing
layer, and a mobile device app at the application
layer, which is built with a Raspberry Pi Zero W,
image sensor, battery charging module, boost
converter module, and a drug pill recognition box
with an embedded Al-based edge computing
module at the perception layer, a cloud
management platform at the processing layer, and
a mobile device app at the application layer. The
patient's family can access medical information
from the drug package using the QR code
scanning capability. The medical data will be
extracted first and then uploaded to the cloud
over 4G, followed by the recognition box. The
patient's smart glasses will snap a photo of the
pills at medication time, which will be
transmitted to the recognition box, and the
medication records will subsequently be
transferred to the cloud through Wi-Fi. Family
members can check the patient's medication
status using the smartphone app.

3. TECHNICAL DIAGRAM

The technical diagram of the overall proposed
system is shown in Figure 1. The resources and
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technologies [7,20,21] covered in the proposed
system are discussed in terms of the five layers of
loT architecture: Perception Layer, Transport
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FIGURE 1. Technical Diagram of the Overall Proposed System

3.1 Perception Layer

The first layer in 10T architecture is the
perception layer, also known as the physical
layer. This layer contains sensors and actuators
for sensing and gathering data from the
environment, as well as other hardware
components that are required by the proposed
system. The five sensors used in the proposed
system are described below.

“HC-SR04 Ultrasonic sensors”: The HC-SR04
ultrasonic sensor is used to detect objects. The
sensor offers a low-cost and simple way to
measure distance. The working principle of the
sensor is to send an ultrasonic [8,22,23] pulse
from the unit to the target and measure the time
required for the echo to return to measure the
distance.

o “TEMT6000 Ambient Light sensor”: As a
photodetector, the TEMT6000 ambient light
sensor can detect the total amount of
ambient light present in the environment. In
low-light situations, the combination of
ambient light sensor and LED will be used
as a flashlight, assisting users in being seen
by other pedestrians and ensuring user’s
safety while walking.

¢ “Potentiometer”: The potentiometer is used

to monitor the condition of each component.
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The voltage flow for each component in the
circuit will be read by the potentiometer.

e “NEO-6M GPS Module”: Since the
emergency functions in the proposed system
require the use of a satellite navigation
system, the NEO-6M GPS module is used to
determine the user’s ground position to collect
the user’s location coordinates.

¢ “ESP32 Camera Module”: The ESP32
camera is a small-sized camera module, which
is widely used in loT applications such as
smart sticks and smart home devices. The
camera is used to capture real-time video that
is then saved to the cloud.

All the sensors are connected to the Arduino
UNO, which is a microcontroller module based
on the microcontroller Microchip Atmega328P.
[2,9,24] Because of the low cost, ease in the
implementation, and suitability for real-time
hardware, Arduino Uno is preferred over
Raspberry Pi or PIC microcontrollers. The board
has a collection of digital and analogue
input/output pins for connecting sensors and
actuators. Three actuators are used in the
proposed system: a vibration motor, a piezo
buzzer, and an LED. When an object is detected,
the vibration motor and piezo buzzer work
together with ultrasonic sensors to produce sound
and vibration to alert the user. The LED can also
be used as an alert component when combined
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with the ambient light sensor. The required
functions will be programmed in C++ in a sketch,
which will then be uploaded and executed on the
Arduino board [25-26]. To send and receive data
in the proposed system, a network gateway is
required. External shields, including HC-05
Bluetooth module, SIM7600CE-T 4G(LTE)
Arduino Shield and ESP8266 Wi-Fi module, are
attached to the board to build the network that
allows data exchange between system
components such as sensors, edge nodes, and
cloud.

3.2 Transport Layer

The transport layer is responsible for transmitting
data from the perception layer to the processing
layer and vice wversa through network
technologies. Bluetooth, Wi-Fi and 4G are the
network technologies used in the proposed
system.

e “Bluetooth”: This technology is used to
connect the user’s mobile device to smart
glasses. When the emergency button is
pressed, the user’s location data is collected,
which will be sent to the mobile phone
through  Bluetooth. The reason for
implementing Bluetooth technology is due to
the low power consumption and cheap cost.
[10,27,28] Aside from that, Bluetooth is
suitable for exchanging data over short
distances.

e “Wi-Fiand 4G”: These technologies are used
to transmit data to edge nodes and cloud. If
Wi-Fi is unavailable, 4G can be used for
transmitting and receiving data.

The network protocol is utilized to establish the
connection between 10T devices and cloud-based
services over the Internet. This is to provide a
secure communication channel between them for
sending or receiving data. The selected network
protocols are classified in OSI (Open Systems
Interconnection) reference model that provides
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the guideline for the technology vendors and
developers to enable the interoperability of the
digital communications products and software
programs. The OSI also helps the project teams
to have a clear conceptual framework of their
networking functions or telecommunication
system. [11,29,30] There are 7 layers in the OSI
reference  model that are describing the
breakdown of the communication process
between two network endpoints. The data
transmission would start from the application
layer. On the other hand, data gathering would
start from the physical layer. The description of
OSI model for the reference system is shown in
Figure 2.
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FIGURE 2. Description of OSI Model [11]

Based on the reference system, an OSI model for
this 10T project is constructed and defined with
every layer of 10T Architecture in Table 1. The
description of selected network technology and
protocol is shown in Table 2.

TABLE 1. Define the Selected Network Technology and Protocol with OSI model and 10T
architecture

oSl loT Architecture

Selected Network Technology & Protocol

Physical Layer

Data-link Layer erception Layer

Eur. Chem. Bull. 2023,12(1), 4582-4599

Bluetooth, Wi-Fi, Cellular Technology
(4G)
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Network Layer
Transport Layer

6LowPan (IPv6 over Low-Power Wireless
Personal Area Network), IPv6, RPL

Transport Layer (Routing Protocol for Low-Power and

Lossy Networks), TCP (Transmission
Control Protocol)

Session Layer Processing Layer .
Presentation Layer Application Layer MQTT (Mess_??:n?u;rl:)mg Telemetry
Application Layer Business Layer P

TABLE 2. Description of Selected Network Technology and Protocol

Network Technology &
Protocol

Description

Bluetooth

Wi-Fi

4G

6LowPAN

IPv6

RPL

TCP

MQTT

Used to establish the connection between the loT product and
phone. It uses Bluetooth Low Energy (BLE) standard to
provide a short range of network communication between the
smart devices with low energy consumption.

Used for sending or receiving the data to or from edge nodes
or Cloud. It uses IEEE 802.11 LAN protocols and defines a
set of MAC and PHY protocols for creating wireless local
area networks (WLAN) with various frequency bands.

Used whenever the network connectivity is difficult. Each
cellular technology generation is using different standards to
construct cellular networks. For example, 3G is using the
UMTS standard, but 4G is using the LTE standards that
provide faster data transmission speed than 3G.
Combination of the IPv6 and Low-Power Wireless Personal
Area Network (LoWPAN). It enables wireless data packet
transmission in the form of IPv6 protocol for the low power
wireless sensor network, such as Bluetooth, IEEE 802.15.4,
etc.

Latest version of Internet Protocol which is developed by
Internet Engineering Task Force (IETF) to resolve the long-
underlying problem of IPv4 address limitation. It provides a
mechanism for identifying and locating machines on
networks, as well as routing traffic across the Internet.

A standardized IPv6 routing protocol. The objective function
(OF) is used in the RPL routing protocol for low-power and
lossy networks to construct a Destination Oriented Directed
Acyclic Graph (DODAG) based on a set of metrics and
constraints. The OF is responsible to choose and specify the
best parent nodes or the best path to the destination to
minimize the latency.

A reliable protocol for establishing and maintaining network
communication to allow data packets exchanged between the
machines. TCP is used in conjunction with the Internet
Protocol (IP), which specifies how machines exchange data
packets.

A lightweight publish/subscribe messaging transport runs
over the TCP for communications with remote places that
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demand a
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limited network bandwidth. MQTT has

client/broker architecture. The client connects to the broker,
acting as an edge node to mediate communication between
the two devices. The MQTT broker is responsible for
managing subscriptions as well as authenticating the client
for security purposes by using TLS (Transport Layer
Security) protocol. When another client publishes a message
on a subscribed topic, the broker forwards it to all clients and
appropriate destinations which have subscribed to that topic
such as users, cloud, etc. Here, the 10T device could send the
data to the broker by using MQTT, then the broker forwards
the data to all the subscribers, such as cloud and user’s

family.

3.3 Processing Layer

Raw data that are collected from the physical
world and transmitted over various network
technologies usually come in a variety of sizes
and forms. To ensure high data quality, pre-
processing tasks are carried out in the third layer,
the processing layer. Sensor data from the prior
transport layer must go through a series of
processing procedures including conversion of
data format and removal of unwanted
information. In the proposed system, data pre-
processing takes place in multiple places,
including the mobile device, edge nodes and
cloud. Since edge nodes are located closer to the
data source, they can provide substantially faster
response time and more reliable data processing.
With the edge nodes available in the proposed
system, workload of the cloud can be
significantly reduced, time efficiency can also be
improved as the edge nodes use zero latency in-
house analysis. [12],[31-33] Because the cloud is
positioned far away from the data source, several
challenges such as latency and connectivity
issues needed to be overcome to transmit data.
Therefore, only the processed data is transmitted
from the edge nodes to the private cloud. Private
clouds could ensure high data integrity as it is
isolated from other organizations. When it comes
to storing video data that has large storage
requirements, private clouds can ensure storage
scalability. In the case of public clouds, they are
less expensive compared to on premise storage
when processing small amounts of data, but the
user’s sensitive data could be accessible by the

Eur. Chem. Bull. 2023,12(1), 4582-4599

CSP (Cloud Service Provider), so the public
cloud is not suitable for the proposed project.
Additionally, the data would be transmitted to the
cloud by using MQTT connections.

3.4 Application Layer

The application layer, also known as the
abstraction layer, illustrates the user’s interaction
with the system. In other words, it is responsible
for serving specific services to the user. The
services provided differ for every application as
they are based on the collected sensor data from
the physical world. [13],[34-36] The proposed
system, which is a health and safety system, is
specially designed for visually impaired
individuals and attempts to assist them in
performing daily tasks that are difficfor the low-
sighted people. The proposed smart glasses can
serve as a smart navigating guidance, alerting
users when sensors detect objects and obstacles
and allowing them to be more vigilant in outdoor
situations with a lot of movements. The data
access of the proposed smart glasses mobile
application is limited to authenticated and
authorized users. The user, also known as the
device owner, has the right to view and modify
data, as well as the ability to grant authorization
but limited data access to other subscribers, such
as the user’s family members. More specifically,
the device owner can use the mobile application
to access all video recordings and modify
emergency contact list through  mobile
application, while other subscribers, the user’s
family, can only view limited data, such as the
user's location data.
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3.5 Business Layer

The business layer, which is the fifth layer, is
defined as the manager of the entire system, from
business process management to security
management. This layer contains all the business
logic including business guidelines and policies,
application data management, data integrity and
validity assurance. If the information generated
by the previous layer solves a problem and aids
in the achievement of business goals, it is said to
be useful. [13] After performing data analysis in
the cloud, business insights can be generated in
the proposed system. For example, the number of
approaching objects with time is collected and
analysed, and the data is used to inform the user
of the peak time for overcrowding [37-39]. In
terms of security management, network security
in the proposed system is guaranteed by
integrating MQTT as messaging protocols. In the
MQTT infrastructure, the perception layer of the
system is protected by VPN (Virtual Private
Network), which isolates the layer from external
connections. For infrastructures using public
networks, TLS (Transport Layer Security) with
security certificate credentials form CA
(Certificate Authority) are employed in the
transport layer. TCP/IP protocol is used to
establish the connection between the sender and
receiver to assure the encapsulated packet is
delivered and received by the receiver. Username
and password authentication alongside Access

Wifi Bluetooth

4G
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Control Lists (ACLs) is then applied in the
application security. [14] Additionally, regular
system updates and upgrades are essential for the
long-term operation of the proposed system. In
fact, outdated software contains security
vulnerabilities and the hackers searching for
ways to access sensitive business data often target
these vulnerabilities. As a result, system updates
are required to ensure that these security flaws are
addressed and fixed as soon as possible. The
system updates for the proposed system are
always scheduled and completed in a timely
manner [40]. To prevent malicious attacks from
unreliable sources, only authenticated sources are
allowed to provide security updates. On the other
hand, system upgrades for the proposed system
are scheduled on a one-year interval basis. The
goal of the upgrades is to expand the available
features in the mobile application while also
improving existing ones in response to user
feedback.

4. RESULT AND FINDINGS

The technical circuit and mobile prototype have
been built based on the requirements. The
technical circuit diagram is built by using
Tinkercad application, meanwhile, the mobile
application prototype is designed by using the
Figma application. A prototype circuit of the
proposed smart glasses is shown in Figure 3.

NPN Transistor _

, Piezo

Vibration Motor n C—)
=

( ) /
(&) .;{ Ultrasonic Sensor
= Emergency
Button | O -
- / =

Ambient Light Sensor Q ‘

“1':‘ (—j

Button $231850
(Turn off the Piezo & Vibration Motor) C-h!

Potentiometer

Camera LED is turned on when the emergency button is pressed

FIGURE 3. Smart Glasses Circuit in Tinkercad

The mechanism of the circuit is described 1. Power will be given to the Arduino via
below. polymer battery.
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2. Then the data will be collected from the
sensors (ultrasonic sensor and ambient
light sensor) continuously and will be
matched with the threshold/set values. If
the values are out of range of set values,
then an action would be taken at the
actuators (vibration motor, piezo and
light bulb).

3. If the object is less than 0.5 meters, then
a notification sound will be produced via
piezo and if the object’s distance varies
from 0.5 meter to 1.0-meter vibration
would be produced via vibration motor.
The vibration would start when the
distance between the object and device is
1.0m and would be increasing gradually.
The vibration would be maxed at 0.5m.

4. The device has Wi-Fi and 4G to store
emergency contacts in cloud, these
emergency contacts will be alerted via
SMS in case the emergency button is
pressed. 4G/Wi-Fi will also be used to
store device owner’s and family
members’ information in a database
(usernames and passwords). Recorded
videos will also be stored in the cloud
through 4G/Wi-Fi. The device also uses
Wi-Fi for the same purposes which will
operate in case of unavailability of 4G as
it consumes less battery.

5. Bluetooth is used to connect with the
mobile application to perform various
functions as described in the previous
section.

6. The device also has several other features
which are described below:

o The device also has a button to
turn off the vibration motor and
piezo so if the wuser is
intentionally close to certain
objects.

o The device also has a flashlight
(light bulb) which would be
controlled by an ambient light
sensor which means in case of a
dark environment the light will
turn on to alert people or
vehicles passing by.

Eur. Chem. Bull. 2023,12(1), 4582-4599
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o The device includes an
emergency button  which
performs specific actions. The
device starts the recording via
the camera module and sends the
current  location to  the
emergency contacts of the
device owner when the
emergency button is pressed.

o The device also has a GPS
module so that it can give live
locations to clouds and can be
used by the family members of
the user to track the user’s
location.

o The device also has a
potentiometer  for  repairing
purposes as it can detect the
voltage flow towards the sensors
which can assist the technician in
fixing if the product has any sort
of issues.

O

4.1 Mobile Application Prototype

The Mobile Application will be connected to the
smart glasses via Bluetooth to perform various
functions. Mobile Application will first require
the user to select between the device owner and
family member. If the user selects the device
owner option, then the user will be prompted to
the device owner homepage and if the user selects
the family member option, then the user will be
prompted to the family member homepage.

The interface of device owner’s homepage is
shown in Figure 4. On the device owner’s
homepage, the user first needs to create an
account using a username and password [41-43].
Every user must have a unique username so that
the device can store the user’s data corresponding
to that specific username. Later, the device owner
can log in using the username and password.
After registering/logging in, additional assistance
features such as Bluetooth and voice assistance
are enabled automatically. The user can perform
multiple functions such as emergency features,
allowing users to connect with the account
feature, PIN generation, video recording, help
functions and feedback submission features.
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FIGURE 4. Device Owner Homepage

The interface of the family member homepage is
shown in Figure 5. On the family member
homepage, the user first needs to create an
account using a username, password, and phone
number. The username should be the same as the
username of the specific user of the device so that
both applications will be linked with each other.
Then, the user is required to authenticate in order
to connect with the device owner via a PIN
generated from the device owner’s account.
Later, the family member [44] can log in using
the username and password. The user can
perform multiple functions such as location
tracking, managing linked device owners’

accounts and feedback submission features.
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FIGURE 5 Family Member Homepage

5. DISCUSSION

Smart glasses are built with the aim of assisting
blind men to perform their daily activities, then
they could gain more confidence from
completing those activities. Besides, the project
team put the family concerns into consideration
to create functionality that allows the user’s
family to monitor and keep track of the user’s
data with the wuser’s permission. The
requirements, resources and potential risks of the
loT product are analyzed to ensure it can meet the
user and market demands. In addition, the current
lIoT products could be modified or added other
functionalities to provide a better user experience
and meet the evolving market demands [45-47].
The loT product — Smart Glasses’ strengths and
weaknesses have been analyzed, then discussed
and provided multiple suggestions to address or
improve its limitation in future work.

5.1 Resource and Potential Risk Management
Due to the resource constraint of the 10T device,
resource management must be discussed in order
to ensure the system would not be affected
adversely by insufficient resource allocation. In
addition, the potential risk management plan is
built to identify the underlying risks and threats,
as well as to mitigate the effects of the risks once
it happens.

5.2 Wireless Capability

4590



loT Embedded Smart Glasses for the Visually Impaired

The potential risk in wireless capability would be
that user privacy can be compromised. Bluetooth
provides low-level security, which means that it
is an open network system that could allow for
data collection by people other than the owner
[48,49] of the device. While Using Wi-Fi and
cellular network, an attacker can utilize sniffers
to capture data packets sent between 10T devices
and the cloud without having physical access to
them. This attack can be used to track down or
monitor the users’ locations as it is being
transmitted to the cloud. The solution to this is to
install patches and updates to enhance its
security. Specifically, for BLE, the BLE link
layer encryption algorithm (AES-128 block
cypher protocol) would be used. The data within
the payload can be encrypted, ensuring
confidentiality. [15] Similar to Wi-Fi, the
implementation of the WPA2/ WPA3 protocol
will be used so that the data would be encrypted
during transmission. Other than that, the wireless
communication capabilities on 10T devices may
not be sufficient for continuous operation. A loss
of connectivity may occur due to a Wi-Fi signal
being lost when the device moves away from the
access point, Bluetooth being limited by range, or
the cellular network being adversely affected by
weather  conditions  or  electromagnetic
interference from other devices. The solution to
this would be to embed an SD card into the smart
glasses, to store the data when the connection is
unstable [50]. Once it is stable, the data can be
sent to the cloud for storing. It is ensured that the
data in the memory card is cleared every week by
the program to prevent any leakage of sensitive
data. In addition to that, the last saved status of
the user would be included in the application so,
that the family member and/or emergency
contacts will know what is happening.

5.3 Functionality

The potential risk in functionality would be that
the user will not know if the battery were to run
out. The solution to this is to use an indicator, a
speaker is implemented to inform the user when
the battery life is at 20%. And it will repeatedly
inform the user every time the battery life drops
5% for immediate charging. In addition to the
battery life indicator, another risk would be if the
user will not know whether the sensors and/or
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actuators are disabled or broken. Functionality
risk comes from not having one or more sensors
or actuators working properly and providing the
related data to the system which [51] in turn uses
this information to control an operation. The
solution to this is to use a potentiometer. The
potentiometer is used to measure the voltage of
the sensors. So, if a sensor is not working, which
means there is no voltage flow, the program will
send a notification to the technician to check on
the functionality of the smart glasses.

5.4 Interoperability

There are three potential risks for interoperability
which are the technical, semantic, and pragmatic
challenges. The technological issue here is
interconnection at the physical layer/data link
layer. For this project, the team implemented the
use of LAN, Wi-Fi, Bluetooth, and 6LoWPAN.
This is due to ensure the interoperability needs
are addressed among the smart glass connectivity
to the cloud and edge node as they address the
heterogeneity at the MAC layer. [16] The
semantic issue is that it has a concern with the
capabilities of various 10T components that are
responsible for processing and interpreting the
exchanged data. For this, the team implemented
edge nodes for processing real-time data,
therefore they are responsible for extracting the
semantic meaning from the data and converting it
into information for the system to display on
either the Smart Glass or store in the cloud.
Lastly, the pragmatic challenges, it is not much
of a risk since as mentioned the data is processed
in the edge nodes before storing in the cloud thus,
the information provided is what the smart glass
needs.

5.5 Immediate Boot Capacity

The potential risk for the immediate boot capacity
is that the storage space will be quickly used up
due to the numerous amounts of data being saved.
When loT devices are heavily used, the storage
space on it may be quickly used up. It will
become slower and slower until it does not work
anymore, so there must have a backup plan. The
solution is to use cloud services to store data
rather than local storage space. However, in this
project, the cloud is the primary storage for the
proposed loT device’s data [17]. Therefore, this
risk does not pose a major threat to the system.
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But there are a few cloud backup solutions
available such as Rsync, Restic and duplicity that

are commonly used as backup solutions.

e “Rsync”: Rsync is one of the most commonly
used backup solutions. It has many features

that are specifically designed for backups,

such as there being no file size limit, unlimited
versions of each file, and it is fast. Each time
a file is copied, only the differences are saved
so it saves disk space, which makes it suitable

for backing up files.
e “Restic”: Restic is a modern backup tool

based on the rsync protocol. It can use both
rsync and duplicity, which have been proven
to have excellent encryption capabilities. It
has a comparatively simple configuration and
can be used to quickly create a backup
repository that is compatible with the Restic

protocol.
e “Duplicity”: duplicity is a backup tool with

excellent encryption capabilities, which has
been widely used by the OpenBSD project

since 2002. It does not have a problem with

setting up encrypted backups for many

different BSD distributions.

Another potential risk would be if the user
encounters problems with the smart glass. For
this the solution is to ensure that they are able to

contact customer service for assistance. The team
implemented a button in the application to call
customer service.

5.6 Secure Storage

The potential risk for secure storage is that large

amounts of data saved can be compromised. In
this proposed IoT device, the team uses the cloud

service to store data. However, it is vulnerable
because of the lack of privacy. The solution to
this is to use a private cloud Private clouds on 10T
devices are an effective means for securing data
generated locally. The private cloud on an 10T

device has advantages in terms of security and
privacy protection. Security is enhanced because

it can be easily implemented to protect the
sensitive data generated by the 10T device against
unauthorized access [52,53]. Moreover, the

private cloud can provide authentication,
authorization, encryption and decryption
capabilities that prevent intruders from accessing
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the sensitive data generated by the loT device.
This is a service that can be accessed by
authorized persons only. Once the user has given
permission, the user’s family members or
emergency contacts will be able to access the data
in the cloud. To ensure that the data being stored
is verifiably secure, each node should have
sufficient storage space to collect data as well as
process the information from other nodes to
provide value for the user. An additional layer of
security can be added to each device by signing
and encrypting information as it is passed from
node to node, in which is that the device will
allow for private access to those with access
rights such as the user’s family members and
emergency contacts.

5.7 Device Categorization

The potential risk for device categorization is
insecure data transmission if not properly
designed and implemented. As devices become
increasingly interconnected with each other and
the internet, there is a need to evaluate the
security risks that these 10T devices could cause.
[18] These evaluation results will allow the team
to be more proactive in protecting valuable
information from malicious attacks such as
hacking and ransomware. One approach is to
categorize the loT device into three types:
gateway, edge or cloud device. This
categorization will allow the team to further
evaluate the security risks of these devices by
focusing on one type of device at a time. The
focus will be on the edge and cloud device since
it sends real-time sensor data gathered by the
sensors. If this data was intercepted by an
unauthorized person, they could potentially
manipulate it to create adversaries [55]. For the
case of the cloud device, if an attacker
compromised it, an adversary can redirect
information so that it is sent to the wrong server
or falsify information that is stored in the cloud.
The solution to this is to educate customers about
how to properly implement secure 10T devices by
ensuring that proper security measures are
implemented. The team can educate them by
providing them guidelines and standards on how
to properly categorize the 10T device into three
types: gateway, edge or cloud device.
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5.8 Bandwidth

The potential risk for the bandwidth would be the
increase in data traffic causing slow network
performance. Bandwidth indicates the maximum
amount of data can be transmitted over an
internet connection in a given time period. There
are numerous types of data would be gathered
from the device’s sensor and transmitted to the
edge nodes or cloud. For example, location data
from GPS module, data from ultrasonic sensor,
recorded video from video camera, etc. This
could increase the data traffic and might cause
slow network performance. [19] Firstly, reduce
the workload of the bandwidth by collecting the
data with a given time interval. For example, the
user’s location data is collected and transmitted
every 1 minute to reduce the amount of data being
transfer in the network. Moreover, consider about
the latency issues and to enhance the network
performance, the real-time data will be sent to the
edge node for pre-processing the data, such as the
location data and ultrasonic data would be sent to
the edge node for pre-processing the data by
using MQTT protocol, then the data will be sent
to its subscribers or cloud.

5.9 Cryptographic Controls

The potential risk in cryptographic controls
would be the insecure data transmission as
MQTT does not provide security enhancements
over TCP to ensure that the protocol is as
lightweight as possible for resource-constrained
IoT edge devices. As a result, MQTT
communications that rely on TCP are
unencrypted and vulnerable to attacks. As a
solution, the project team implements TLS
protocol to perform encryption for establishing a
secure and reliable connection between the
sender and receiver through the three-way
handshake. TLS protocol is using both symmetric
and asymmetric encryptions [56]. The TLS
protocol consist of two layers. At the lowest
layer, itis using a reliable transport protocol, such
as TCP. It’s also known as the TLS Record
Protocol. The TLS Record Protocol is responsible
to establish a secure and reliable connection
between the sender and receiver. Then, it
proceeds to the next layer, that is encapsulating
the data packet by using TLS Handshake
Protocol. TLS Handshake Protocol is used for the
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authentication between the client and server, as
well as to establish a secure negotiation
communication for executing a cryptographic
algorithm and generating cryptographic keys
before the data packet is being transmitted or
received. [20] There are many encryption
algorithms being used in TLS protocol, some
algorithms are listed down below:

e “ECDHE (Elliptic curve Diffie-
Hellman)”: is an algorithm for
cryptographic key exchange.

e “ECDSA ((Elliptic Curve Digital
Signature Algorithm)”: is an algorithm
for authentication.

o “AES 128 GSM (Elliptic Curve
Digital Signature Algorithm)”: is an
algorithm for data encryption.

o “SHA256 (Secure Hash Algorithm 256
bit)”: is an algorithm for Message
Authentication code to ensure the
integrity of the data and information.

5.10 Power Management

For power management, the potential risk would
be that the energy consumption increases as the
device is operating for long periods of time. Most
sensors that are mounted in the smart glass would
keep functioning until the user turns off the
device, such as data gathering and data
transmission from the device to the edge node
and cloud already consume much energy. If the
user also turns on the emergency function, it will
consume more power to support the function.
This would cause the energy consumption to
increase. The solution to this, is to develop a
specific program in the device that could
diminish the power consumption, as well as to
notify the user earlier so the user could get to
charge the device before the battery runs out. As
transmitting the data to the cloud might consume
more power because the distance between the 10T
device and the cloud might be far, especially the
video because it contains more data, it would
consume even more power and take longer time
to transmit the video data to cloud. For this, the
project team decided to prior send the data to the
edge nodes for pre-processing, then once its
processed, it would send to the cloud [57]. This
could save up the energy because the data is being
transmitted to the nearby edge nodes instead of
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the cloud. In addition, the device would start
alerting the user when the battery life goes down
as mentioned. In addition, data transmission can
happen because of network connection. There are
3 wireless network connections being used in the
I0T device, they are Bluetooth, Wi-Fi and cellular
network (4G). Using cellular network to establish
the connection consumes more power, so Wi-Fi
is recommended to be used when the user enters
the Wi-Fi network connection area to reduce the
power consumption. The Wi-Fi has been
modified to Low-power Wi-Fi to accommodate
the 10T demand. As well as Bluetooth has been

modified to BLE.
5.11 Limitation

The following points are the limitation of the
current 10T project that identified by the project
team, they are component limitation, annoying
disturbance, high power consumption and less

features.

e “Component Limitation”: There are a few
components that have their limitations, which
would be affected by the external/
environmental factors, such as weather. This
could affect the diagnosis of the sensor and
lead the actuator to perform the wrong action.

e “Annoying Disturbance”: When there’s an
object approaching the user within the 1-meter
range, the vibration motor will start vibrating
[2-4]. If the object is approaching the user
closer, within a 0.5-meter range, the vibration
motor will be stopped but the piezo (speaker)
would start producing the sound to alert the
user. The continuous alert would annoy the
user if the user were having a conversation

with others.

e “High Power Consumption”: As the
device’s sensors keep sensing, gathering and
sending the data when the user turns on the
device, such as ultrasonic sensor, GPS
module, ambient light sensor, etc. The device
did not offer battery saving mode but there are
others approaches for mitigating this issue, for
example, the device would keep informing the
user when the battery is about to run out and
if the device stays at a static location for about
15 minutes, inactive movement will lead the
device to automatically shut down itself for

saving battery.
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e “Less feature”: The product is only executing
the primary functions. Adding advanced
features are adding value to the product, such
as object recognition, hole detection, etc. to
assist the user to perform the daily activities
easier, more convenient and safer.

6. Future Enhancement

The project team did research on the number of
blind men in the world, and the report [1]
indicates the elder population is at higher risk to
get visually impaired. The elder population might
not be familiar with the latest technology, so the
0T product design must be user-friendly for the
elder people to be familiar with using the loT
product easily. Besides, the project team provides
multiple suggestions for future enhancement in
order to enhance the user experience and the
overall functionalities. The project team
recommended the next project team could
concentrate more on building new and advanced
functionalities.

The advanced functionalities should be
prominently concentrated on the user's safety and
assisting the user to perform daily tasks. It would
be added value and meet the market demands as
those functionalities would excel the 10T product
amongst other competitors in the market, as well
as could assist the user to perform the tasks
effectively in their daily life. The functionalities
below are the suggestions or the part for future
projects to focus on.

e “Improve Notification Alerting”: If an
object is approaching the user within 1-meter
area of the user, the vibration motor and piezo
would start alerting the user until the object is
leaving the range of area. Continuous alerting
would lead to the user feeling annoyed if the
user is having a conversation with the
approaching object. In this case, the project
team only recommends the user to turn off the
device if they are having a conversation in a
static place. It is recommended to have a better
solution for improving functionality.

e “Battery Saving Mode”: As the proposed
10T device consumes more power for data
transmission and the age of the battery could
adversely affect the battery life, so it leads to
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the device often running out of battery and the
user might be frustrated of often recharging
the device. Therefore, to ensure the system
quality, it is recommended to embed a battery
saving mode in the device, then trigger the
mode when the battery is about to run out,
such as 20%.

e “Hole Detection”: Hole detection is
recommended to be included in the proposed
loT device as it could enhance the 10T device
capability in user safety protection.

e “GPS Navigation”: It would be adding value
to the device if they could navigate the user to
the destination since the current device could
track the user location and only a few similar
IoT products in the market provide the GPS
navigation function.

e “Voice Recognition”: Implementing voice
recognition service, such as Google assistant,
Siri, Amazon Alexa, etc. allows the user to
interact with the loT device better.

Section A-Research

e “Object Recognition”: Implement the Single
Shot Detector for high-accuracy object
detection, such as transactions, traffic sign
detection, etc. It is used to identify an object
that is captured as an image by referring to the
bounding box of the object repetitively and
predicting their labels. The Figure 6 is
showing how does the Single Shot Detector
detect and identified the objects.

e “Virtual Reality (VR)”: People who get
visually impaired might often experience the
physical, economic and psychological
changes that influence their daily life.
Implementing VR is prominent for assisting
the low vision user to run their daily routine
independently, such as going outside,
walking, reading, cooking, etc., and so rebuild
their confidence and help them to be more
independent. This could also ease the burden
of the family members. [22] Figure 7 is
showing how VR works.

(@)

(b)

FIGURE 6 Image Showed in Single Shot Detector. [21]

FIGURE 7 VR Functionality.[22]

Moreover, collecting the data from the device and
collecting the feedback from the user are the must
after adding the new functionalities to perform
the data analysis. The result could help in
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improving the loT product and system for
providing a better user experience. For example,
keep track of the user voice recognition data to
diagnose the frequency of wusing those
functionalities. If the functionality is being used
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frequently by the user, then the project team
could concentrate on improving the functionality
to gain the user loyalty [58,59]. Otherwise, the
project team could carry out a survey and
investigation about the functionality that is less
frequent being used by the user. Finally, the
future project also needs to investigate the entire
0T system with the contemporary challenges,
then make an improvement on the 10T system to
address those challenges. This is to enhance the
security of the 10T system, the most important is
to protect the user's personal and sensitive data
against cyberattack.

7. CONCLUSION

The proposed 10T project is to build a smart glass
that can assist blind users to accomplish everyday
tasks easily. The proposed IoT product will be an
extension of the user’s senses, so it is crucial to
consider the requirements of the users in terms of
accessible design. Besides, it needs to be
compatible with other devices that are designed
for the blind and visually impaired to support
their daily life. In this paper, the project team has
illustrated  research ideas and  design
specifications for the proposed loT smart glasses.
Through discussing the core capabilities of the
IoT system, and detailing the hardware
architecture and software architecture of the
proposed device, the project team has synthesized
a mockup of a smart glass device to show the
design concepts. As innovative as it is, the
proposed loT solution is still facing some
challenges: limitations and input methods. Due to
the limitations having adverse effects on the
proposed system and input methods requiring
more sophisticated designs for easy use,
suggestions have been made to solve those two
problems. Success factors for achieving three
years of technology milestone have been listed
and analyzed so that the next project team could
take them into consideration in changing or
improving these smart glasses. Lastly, the project
team suggested multiple suggestions for future
enhancements of this product so that this product
can meet market demands and become popular
among users. The report has shown
comprehensive information about the proposed
IoT product, so the project team believes that the
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product could meet market demands and become
popular among users.
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