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Abstract—HTTP Vulnerability is an important security threat in this era. Currently attacks like SQL and DOS attacks are
utmost common threats originate in the web applications. Mostly web application security vulnerabilities are SQL injection
in which statements from SQL are reformed by attackers which is accomplished by applications over the web and presented
to the server containing database. This type of attack is happening direct to lack of parameters used in SQL used and
validation of input. Different type of latest web application attacks are SQL., cross site scripting, session management and
broker authentication , security misconfiguration ,insecure direct object references, , CCRF are identified in this paper.
System developed attack identification and detection of SQL injection attack by using cloud service provider. This paper
shows infrastructure on the cloud with virtual machine. Security groups are created to monitor the network traffic as
inbound and outbound. Some test cases are performed to identify and detect such a type of attacks. Different pattern of
attacks are considered. Risk and challenges of SQL injection attacks are mentioned.SQL injection attack model
performance is shown in the system.

Index Terms— HTTP Vulnerability, Web Application Attacks, Cloud Service Provider, Virtual Machine, SQLi performance.

I. INTRODUCTION
Nowadays every third person is connected to internet. This exposure to internet brings a threat to his/her data

security. Attackers are active more than earlier as people are not too much IT literate or even in some cases systems
are not full proof. So, there is a need to consider web application security. Obviously if there is concept of web
application security, it is related to cloud security. In this paper challenges of cloud security are studied according to
threats, needs and current survey of cloud security. Cloud security research areas are considered like virtualization,
cloud security dimensions, data security, data separation, encryption, denial of service, DDoS Attacks etc.
Characteristics of cloud security are achieved in terms of data security, data integrity, data confidentiality, scalability,
better performance, and resource pooling. Many users upload their data on cloud or on different websites, so data
security is important and is to be achieved. By using security rules there is no scope for malicious modification and
integrity is maintained. Data confidentiality is information centric for secure transfer of files. If cloud service provider
is used, resources can be scale up or scale down as per application need. Obviously by using cloud and any CSP
system can achieve better performance. Resource pooling is like reserving resources for the application and after
usage resources are released. In this paper detection of malicious traffic is done with the help of protocols and
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vulnerability ontology. Hence identification of HTTP vulnerability attacks like DDoS attacks are detected. Finally
with the help of local host and cloud time and space complexity is achieved.

Il. RELATED WORK

Most of the papers have presented identification and detection of web application attacks by using SQL injection
attack. Ref. [1] shown prevention, detection and demerits of SQL injection attacks by using cloud computing service
provider’s firewall. Cloud database contents are authorized through several checkpoints. The security of the database
is maintained by these checkpoints. These checkpoints can be harmed by the SQLIA at any of the service (EaaS,
DaaS, SaaS, laaS, PaaS,). Methods used provides resource sharing over wide access of network between different
users, this will result availability of resources as per need to provide data security. Ref. [2] showed the performance of
the system by tokenizing the user input query ex. double dashes, white space, sharp sign and so on. Every single string
token was identified through the content of lexicon predefined () most of reserved words commands and some logical
operators. Injected commands like after concept drop, delete execute, sleep, shut down, union, or if. System
performed few queries of sql injection on query statements vulnerable like 10 tested queries among them 3 are normal
and 7 are injected. This system is applied for effective avoidance from various queries(malicious) for insertions. Ref.
[3], performed attack detection method of the SQL injection by deleting the SQL query parameter values is examined
and findings are shown. Extra research is essential for accurate SQL injection attacks detection . These methods are
used from detecting and checking originality. System combines dynamic as well static analysis. At dynamic
Parameter values are removed and associated by analyzing with SQL query. After removal of the parameter values
comparison is done for both.query is normal when both values are same, if not same then the query is not normal.
Ref. [4] detected attacks of vulnerability triggered because of performed input by different users those are not
validated properly crosswise the application of web , proposed application done identification of attacks but not
focused-on protection of data from threats and attacks in web applications. Different types of attacks are studied like
XSS mechanism of analyzer detection, validation of protocol for attacks, SQL injection, buffer overflow. Authors
also analyzed malicious attacks by suggesting mitigation and prevention of attacks. Ref. [5] gives standard injection
attack of SQL and technologies related to prevention,, which are introduced input validation are not done on all
parameters by providing methods. It shows characteristics of prevention methods and SQL injection attack. This type
of attack can be presented by validation of input parameter methods like type safe SQL. Defense model is proved to
inhibit injection attacks of SQL by assessing the size of input ,queries intended with the actual queries. The method
can be used for defending application of web.

I11. METHODS

System developed by using both ways local host and cloud. Software’s used are putty, winSCP, fiddler tool and
protégé tool. Putty is used to connect remote machine with local machine by using some commands. These commands
used to check status of remote machine, to get IP address of remote machine. WinSCP i.e., windows secure copy
protocol is Microsoft clients to transfer files securely between local machine and remote machine. Fiddler tool is open
source used to capture network traffic of local machine and remote machine .It is associated with web application
firewall WAF. AWS services used from elastic computing cloud EC2 like IAM, MFA, Modsecurity. With a bunch of
service of EC2 it is easy to create infrastructure needed to write rules for security. Ref. [6] used virtual machine
network traffic can be analyzed. Identity access management is used for roles of users. Multifactor authentication code
is attached to particular security group. Modsecurity is nothing but web application firewall. It is used with by default
rules or users can create their own rules. As per ref. [7], once environment setup is ready on virtual machine, firstly
testing is done on local machine. It uses MVC architecture of java i.e., model view and control. To give protection to
the system functions are used to identify and detect attacks. Ref. [8] shown attacks like ICMP, HTTP, TCP, UDP and
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private port attacks. Ontology rules are written for inbound, outbound, JSON and policy rules. Inbound is for
incoming traffic from anywhere i.e. source. Outgoing traffic is for outgoing to anywhere i.e., destination. Java script
object notation is used to store key value pairs in the form of pointer values. Ref. [9], [10] Policy rules are based on
automated rules like tailor rule. Overall rules are written by creating security groups.
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A SQL-Injection Attack (Injection Flaws)
HTTP Vulnerability: SQL injection attacks and DOS attacks are two furthermost significant security threats
initiated in applications over the web. one of the web application security vulnerabilities are SQL injection in
this statements of SQL are changed by attackers which is accomplished by application over the web and
presented to the server containing databases. This type of attack is initiated due for lack of input validation
and parameters of SQL . Different type of latest web application attacks is SQL.I, , broker authentication and
session management, cross site scripting insecure direct object references, security misconfiguration, CSRF
[13][14].
B. Attack Patterns Example
These are classified into attack types and attack payload string. Tautology
‘OR’ ‘1’=1" Line Comment ‘) or ‘1’=1-- Bypassing login screens Admin ‘—
C. Risk & Challenges of SQL Injection Attack
To prevent insecure deserialization vulnerabilities, developer should,
e Sanitize serialized object data as user input like untrusted via filtering or validation.
e Implement integrity check like digital signatures or any serialized object. This will inhibit
tampering.
e Finally by isolating run code that deserializes in a low privileged environment [15][16].
D. SQLi Detection and Prevention Technigques Detection Mechanism:
> Detection Mechanism:

e Injection through user input.
e Vulnerability scanning and security testing.
e  Web application firewalls.

e  Secure development training.

> Prevention Mechanism:

e Train and maintain awareness.

e Don’t trust any user input.

e Adapt to the latest technologies.

e Scan regularly.

e Implement WAF in front of the application.

e Integrate WAF in web server as well use cloud based WAF.

E. HTTP Response Splitting Attack
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Attack happens when:

e Entry of data to a web application through source which is untrusted, highly often an HTTP
request.

e The data is entered in an HTTP response header transmitted to a user of web without being
validated for malicious characters.

e Inthe proposed system implementation is not done for detection of HTTP response splitting attack.

o Design patterns to create domain ontology are semantic rules.
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o  Described ontology pattern for SQL.i attack is reusable so it can also be applied for HTTP response splitting attack.

IV. RESULTS
a. Environment setup

Figure.1. AWS (EC2) Instance Creation Steps and Configuration

As per above fig.1 virtual machine is created i.e. instance on AWS.It will give instance id, type.in the
diagram instance state is shown as running. Instance type is t2 micro. Status check is 2/2 that all services
related to this virtual machine working properly. If user wants to set alarm for notification it can be
possible. Availability zones are shown with its public IPv4 DNS address [17][18][19].

%
local Mark Files Commands Session Options Remote Help

Queve +  Transfer Settings Defaul 8-
3 ubuntu3.1381029 x G New Session
3 My douments + (4[> DRIQD

News [Pl 3
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C\Users\Delf Documents)

Name Sae Type q Ste Changed Rehts  Omner
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Not connected.

Figure.2-a. Local host Connectivity
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Fig.2 (a) shows local host connectivity by using windows secure copy protocol. With WinSCP Putty option
local machine is connected to virtual machine. Session will start by entering few of the commands and it will give
IP address of connected remote machine [20][21].

Figure.2-h. Local host connectivity

As per Fig.2 (b) system can analyze configurations of virtual machine. It uses fiddler tool as debugger to
capture network traffic. Hence it will show header status either empty or ok. It is possible with IP addresses
[22][23].

Change Security Groups

Instance 1D:1-065425
Interface ID:e

Select Security Group(s) to associate with your instance

Security Group ID Security Group Name Description

50-018913901b211ca98 launch-wizard-1 launch-wizard-1 created 2020-10-23723.09:51.365+05:30

Figure.3. Security group creation

Ref. [11], above diagram fig.3 shows created security groups for virtual machine users. There are two ways to
create security group. One is by default from EC2 service. Second by creating own security group. As per
Eur. Chem. Bull. 2023, 12(Special Issue 7), 401-416 407
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diagram shown instance id security group is attached with security group ID, secutiy group name and its overall
description[24][25].
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Figure.4. Performance of Virtual Machine

Virtual machine performance can be captured from instance information and its ID as shown in Fig.4.as per
the resources used performance is calculated. Figure shows Total CPU utilization, network in bytes,
network out bytes as well as total of network packets count [24][25][26].

Table 1: Test cases

Test No. Test Data Result Test Status Remark
1 Username and § Account Pass Without
Blank Password Balance: Protection
) 50000
xie' or '1'--2
2 Username and User ID or] Fail With Protection
Password is same Password is
invalid
1 or '1'="1
1lor'1=1
3 Common user login Account Pass Without
Username xie Balance: Protection
50000
Password darrenl
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Ref. [12] as per table 1, above test cases is performed to validate attacks. These cases show identification
and detection of SQL injection attacks. Different Methods are used to provide protection. Test performed on
intentionally vulnerable web applications example sites; we got SQL injection scanner report as start time,
finish time, scan duration and test count. We will also get vulnerable parameter, risk description. Hence
performing one test will take 41 seconds [27][28].

‘est with and without

SQL Injection Test
© without Protection ® With Protection

User Name xie’ or '1'-' J

User Pass: |seessesseeees I

| submit |

Response from MySQL DB:

User ID or password in Invalid!

Figure.5. Test Case Execution of SQL Injection Attack

Ref [13] Figure 5 shows result of SQL injection attack. If user will select with protection that means
rules are written and if user will select without protection it means without rules. If protection is
provided so there is no possibility of attacks and vice versa [29][30].
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Figure.6.Instance performance by using AWS
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Instance performance is observed as per incoming and outgoing traffic to that instance. It is shown in
figure 6.

® OO m O @ moH & F o T EEENES

Figure 7-a.Utilization of memory and space with database
& Voumesaeenshring 0 LEaTad

4
PO m® @ m o & F o

Figure.7-b. Utilization of memory and space with database
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Simulation of SQL injection attack module is shown as per fig.7 and b. Execution of workspace analyzed on
local host. Calculated Usage 33.2% execution time from 7.69 GB. Observed result is
, Processes=100, Memory Usage=53%, on IP address: 172.31.42.165.

Table 2: Result Analysis

Sr. No.

Previous Work

Proposed Work

Ref(2)

Query fired on username and password.

Query fired on database to extract the
data, but some conditions are provided

Ref(3)

SQLIA attack occurred due to SQL
parameters used and input validation.

Protection is given to avoid the problem
by using validation techniques

Ref(5)

Auto saved username & password

Proposed system provides protection to
username and password

SQL Injection Scanner Report Example

http://vulnapp.example.com

Summary

Risk rating
High:

Medium: 0
Low: O
Info:

Scan information:

Start time: 2021 11-13 16:47:15

Finish time:

2021 11-13 16:47:56
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Scan duration: 41
sec Tests

performed: 2/2

Scan status: Finished
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Findings

SQL Injection

Vulnerable Vulnerable Metho Attack Vector
Page Parameter d
[travel.php id GET http://vulnapp.example.com/travel.php?id=5-2
/bookings.php  cat GET http://vulnapp.example.com/bookings.php?cat=4+AND+1%3
D1+--+

. http://vulnapp.example.com/user_profile.php
g‘ﬁp—p—ser rofile.ph uname POST ' pOST Data: uname=zAP' OR 'T'="1" --

. http://vulnapp.example.com/user_profile.php
luser_profile.ph pass POST  poST Data: pass=ZAP' OR '1'=1' -

p

Risk description:
SQL injection may be possible.

Recommendation:
Do not trust client-side input, still there is client-side validation in place. typically, type checks all
data on the server side. If the application uses IDBC, use prepared statement or callable statement, with
parameters passed by ?This does not eliminate SQL injection, but minimizes its impact. Grant
the minimum database access that is necessary for the application.

Scan coverage information
List of tests performed (2/2) Spidering target
Scanning for SQL Injection...

Scan parameters Website http://vulnapp.example.com

Scantype: Light Authentication: False

CONCLUSION

The system uses a new approach to ensure authentication and confidentiality. Types of HTTP
vulnerability attacks are identified. Simulation of SQL injection attack and identity- based encryption
successfully deployed on virtual machine using AWS EC2 services. Hence observed that by using
cloud services, deployment of application takes less time with good storage capacity. System gives
optimized results on cloud as compared to local machines. System proposed a new attack detection
method for web application attacks with HTTP structure. This proposed system is used for sensitive
website like banking. In future, this type of application can be used in organization or any industry to
detect and prevent web-based attacks. Instead of SQL injection attack other vulnerabilities can be
considered to identify and detect attacks.
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