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Abstract: Cryptocurrencies recently are getting more popular, globally, and have a huge market value which is more
than many reputed companies. Cryptocurrencies are just like digital assets which can be transferred between parties.
There are various protocols that govern the working of cryptocurrencies, and it uses blockchain the underlying
technology, to secure the transactions. It uses digital signatures to authenticate transactions. There are many digital
signature schemes with each of them offering different advantages and disadvantages, the main algorithms or
protocols are the consensus algorithm and the digital signature scheme. In this paper, we have shown a hybrid
method to gain a few advantages over existing protocols of cryptocurrencies. We show how schnorr digital
signatures are better than the ESCDA digital signature. We have proposed modifications to the proof of work
consensus protocol to reduce the time and energy consumed in the mining process of the blocks.

Keywords: Blockchain, Cryptocurrencies, Digital signature, Digital asset, Cryptography, Digital Signatures,
Schnorr Digital Signature.

1. Introduction

Blockchain, cryptocurrency, cryptography is connected and we explore the concept of digital signatures and
the blockchain consensus protocol. In this paper, we address the major disadvantages of the current bitcoin
protocol, and other protocols i.e., speed, computation energy, carbon footprint, scalability issues,
environmental issues [23][24]. Keeping these factors in account we approached to develop a protocol that can
address the above-said issues about the current bitcoin protocol. We have used the same concept as proof of
work with adding additional features such as microtransactions and capping the hardness of the mathematical
problem, to enhance the speed and thus reduce the carbon footprint due to mining, also we have made use of
the latest digital signature called the Schnorr digital signature which tends to have various advantages over the
current digital signature i.e., ECSDA. (Elliptical curve digital signature algorithm. We have also shown our
results when compared to the existing protocols and techniques.

2. Related Works

Consensus algorithm is one of the most important part of blockchain technology. There have been continuous
improvements in consensus algorithms done by many researchers around the world [2][19]. Some of the well-
known consensus algorithms which have become very popular are discussed here.

e Proof of Work: - it is a protocol where the computation work done is considered as proof to add valid
transactions into the block, nodes also called miners competent with each other to solve the mathematical
problem using computation power, and the first who solves with the most computation power is
considered as the best-trusted miner, and he receives a reward, POW also checks double-spending.

e Proof of Stake: - Unlike proof of work, in proof of stake the node that will mine next is chosen based on
its stake in the network, which refers to the number of coins it owns. However, there is a problem: what if
the same miner keeps accumulating more stakes and is always selected next? To address this issue,
several methods have been proposed, including selecting nodes at random based on the highest stake and
lowest hash value, but we can predict the next node because the stake is present in the public.

e Delegated Proof of Stake: -This is different from Proof of Stake in that they try to improve scalability
and productivity by reducing the number of nodes that do validation. The validators are chosen by voting,
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reducing the strain on the network. Nodes that own tokens are eligible to vote, and the weighting of votes
is based on their stakes in the network. There is also another mechanism where tokens can be transferred
to another node in the network. We may utilize the words democracy and give equal weight to poor and
affluent nodes in this way.

e Proof of Elapsed Time: - POET was developed by Intel in 2016, and it requires less computer resources
because there isn't much computing necessary [1]. The key idea behind this protocol is that each node has
a timer that determines whether the node will participate in block mining or not. But before the elapsed
time determines the node, there is a protocol called Software guarded extension that acts as the verifier
and performs the attestation. It protects the code and secures it from outside interaction, ensures that the
nodes download the correct code and attest to it, and it generates a pair of security keys, which the nodes
sign and forward.

e Practical Byzantine Fault Tolerance: - Byzantine fault tolerance refers to the distributed system's ability
to reach consensus despite the presence of malfunctioning or malicious nodes in the network. Byzantine
fault tolerance is the name given to this distributed network ability [16][17]. Byzantine fault tolerance is
utilized to provide protection against these problems caused by malevolent nodes in the network, often
known as traitors. To give immunity against this defect, all the honest nodes gather together and ensure
that all the messages are legitimate and originate from a specific node. This is done by progressively
organizing the nodes and picking one node as the leader and other nodes as backup nodes. The condition
assumed that the fault nodes can’t exceed one third the population of honest nodes, or equal to one third.

e Proof of Authority: - In this protocol system, a group of nodes or individual users who want to be
authorities must go through a strict selection process, and it should be equally likely for all long-term
committed nodes to be validators or authorities [5]. Those who want to be authorities must reveal all of
their holdings and stakes to the public, and the number of such authority nodes must be small. Of course,
this appears to be decentralization.

o Leased Proof of Stake (LPoS): - This protocol is similar to the proof of stake with a subtle difference:
stakeholders can lease or "hire" other small miners to mine a complete node or a portion of the node in
exchange for a piece of the reward, allowing stakeholders to be compensated without mining.

e Proof of Importance (Pol):- Unlike proof of work and proof of stake, where miners or nodes are given
the opportunity to mine depending on their computing power or the amount of bitcoin they own (stake),
this is a clear example of biased decentralized working nature [7]. Hence, in 2015, a foundation called
NEM.io introduced proof of importance to overcome this partiality. In proof of importance, nodes with a
history of more transactions and are active in the network are given an importance score based on many
factors such as the amount of money vested, net transfers, cluster activity, and they are given the chance
to mine based on this score. This also encourages more use of cryptocurrency and thus makes it more
fungible.

e Proof of Activity: - Proof of Activity aims to combine the greatest features of both proof of work and
proof of stake. In this process, the protocol uses the proof of work idea to construct a block that will be
added next; in this stage, miners must compete using their computing power, and any single entity must
have more than 51 percent of the computation power for an attack to succeed. Following this initial step,
we employ the PoS principle to pick the next miners; as explained in the PoS, the next miner is selected
depending on his stake. Stake refers to the quantity of coins held by a node, but to prevent selecting the
same node again and over, they employ a random selection mechanism, which is part of the PoS protocol.
So, the first phase is to use the PoW protocol to discover a block, and the second step is to use the PoS
protocol to validate or sign a block.

e Proof of Capacity: - This protocol was created to counter the energy considerations of PoW and coin
hoarding in the PoS protocol. In this protocol, network miners are allowed to use their own computer
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hardware to store possible solution values, which they can later match with the hash value required,
similar to a lottery winner who can collect or have as many lottery tickets as he wants.

e Proof of Burn: - Proof of Burn is a consensus method that uses less energy than other consensus
algorithms such as PoW. The coins are burnt during the proof of burn procedure by sending them to an
eater address[14]. Miners begin coin burns as a method to prove their engagement in the network and be
permitted to mine, and it employs virtual mining rigs to validate transactions. The miner's virtual mining
setup will grow in size as more coins are burnt.

The comparative analysis of the various consensus algorithms is shown in Table 1. The speed of Practical

byzantine tolerance protocol has the best speed. POW and proof of burn has the highest energy consumption.

The security of Practical byzantine tolerance protocol is the least and PoS and proof of burn has the highest

degree of centralization [25][27].

Table 1: Comparison of various consensus protocols, with respect to speed for block validation, energy consumed for
mining, security of the protocol, the degree of centralization.

Speed Energy Security Degree of
Consumption Centralization

Proof of Work Slow Very High Secure Very Low
Proof of Stake Normal Normal Secure Low
Practical Byzantine Fast Very Low Least High
Fault Tolerance Secure
Delegated Proof of Normal Normal Secure Normal
Stake
Proof of Activity Slow Normal Secure Very Low
Proof of Burn Normal Very High Secure Very High
Proof of Elapsed Time Normal Low Secure Very Low

3. Proposed Work and Research Objectives

For a variety of reasons, blockchain technology is the ideal answer for micropayments. It offers the
infrastructure for digital payments that are becoming quicker by the day, and, more crucially, both Bitcoin and
Ether (ETH) have extremely low minimum payment units [4][6]. Furthermore, crypto wallets may be simply
integrated into any digital device, such as a smartphone, laptop, or other Internet of Things device. While rates
vary considerably between networks and on different occasions, many protocols do not have fees, which can
be as little as fractions of a penny.

Last but not least, there's the issue of user privacy [8][9]. Due to the asymmetric encryption of blockchain, the
payer only exposes their public address while making a payment, giving hackers almost little information
about their wallets. Unfortunately, the same cannot be said for a credit card transaction, which needs the payer
to provide their whole credit card data and trust that the payment platform is safe[22].

In our literature review, we have identified the pros and cons of many consensus algorithms, and created a
better protocol, with the following objectives to suit the requirement of micropayments.

1) Reducing the time taken for cryptocurrency transactions, with macro and micro transaction
implementation.

2) Reducing the 51% attack chance by combining both proof of work and proof of stake consensus
algorithm.

3) By Reducing the use of proof of work algorithms we reduce the computation power required hence
reducing carbon footprint.

4) With better-improved schnorr digital signature, we have better scalability and security.
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4. Schnorr Digital Signature Scheme

ECDSA and the Schnorr Digital Signature Scheme both use elliptic curve encryption (ECC). Schnorr
signatures provide substantial advantages over ECDSA in terms of computing efficiency, storage, and
privacy.

4.1  Key and Signature Aggregation

The most significant advantage of Schnorr signatures is key aggregation. A typical digital signature consists
of a single public key, a message to be signed, and a signature asserting that the public key's owner signed the
message. When many parties want to sign the same message, such as when sending money from a multisig
address, they must each supply their public key and signature. The evidence will include three public keys and
signatures if three people want to sign the same message. This is wasteful in terms of computation and storage
since each node must do signature verification three times and store three sets of signatures and public keys.

4.2  Digital Signatures

Schnorr requires relatively lower computation and storage than ECDSA while also allowing for better privacy
[12][13]. The additional feature that schnorr provides over ECDSA is Batch Validation which improves the
time, computation resources required to validate multiple transactions.

The linear nature of schnorr enables multi signatures. Since there are more operations in ECDSA, it is slower
than schnorr digital signature. Batch validation makes schnorr a faster algorithm. The reason that bitcoin had
not already used schnorr over ECDSA was due to schnorr being patented., Since shorter size signatures
require lower time and computational resources than the longer ones, micro transaction or transactions with
amounts smaller than regular transactions can be made to use smaller signatures to provide faster validations
for transactions, thereby optimizing the security and speed of the system as lower stake addresses/transactions
do not require nearly as much security than higher stake addresses/transactions.

Signing \Erifiing

Setreiey 320y Publckey, 2byte

Mcro- Mero-
o —Nok  msg32byie o —lx msg:32byte
7 7
fransaction? 2 hye fransaction? sig b
L Secretkay. 16Byte L Publickey. 16/32byie
Yes—»  msg: 16Bvie Yes—*  msp; 16bte
2 32Byte 5ig: 32byte

Figure 1: Microtransactiosn vs macro transactions.
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5. Proposed Work

A Consensus mechanism is required to settle the valid blocks and the order of those blocks in the blockchain
by the cooperation of all nodes on a rule. The requirement for proof is to have a voting system for the
blockchain in which the order of the blocks will be decided on the majority of the votes. But in a blockchain
system, the votes are based on the resource consumed, the more resource consumed, the heavier the vote. It is
different from the typical voting system by which it is conducted by numerical superiority, because in a
system such as this, numerical superiority can be faked by just creating numerous virtual machines that act as
a single entity, thereby jeopardizing the use for voting. When proof-of-work has been implemented the effect
of a high computational node is high, in proof-of-stake instead of computation the number of coins or the
stake of that node in the system is considered.

Proof of work or stake is a consensus algorithm where the consensus algorithm itself is decided by the hash of
the block.

When the block is finished, it gets hashed, the last digit of the hash is taken and checked if divisible by 2 or
even number (Figure 1). When it’s even, proof-of-stake is used, else proof-of-work is used as consensus.

The probability of the last digit of a block being odd or even is random but over time the blocks mined with
proof-of-work or proof-of-stake will converge to 50% and 50%.

6. Implementation

The transaction process is customized to suit the requirements of micro transactions. Figure 2 shows the micro
transactions are implemented in a way that they are 16-byte separate addresses for those smaller transactions.
A 16-byte address can send to only another 16-byte address but a 32-byte can send to either a 16 or 32-byte
address. The yellow arrows indicate unidirectional and the green arrows are bidirectional.

16-byie address

18-byite address [ }

| |

Figure 2: Macro transaction address size split up
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e Algorithm 1: - In the below pseudocode, If the transaction amount of any transaction is greater than
1000, we use a 128 bit, prime key. Else a smaller 64-bit key. This accounts to the trade-off between speed
and security.

Algorithm 1: Algorithm to set the prime key size based on the type of transaction

tx = new transaction;

if tx.amount< 1000 then

prime set to 64 bit key length ;

if Verify Signer (ix, prime) then
| addTransaction(tx);

else
| verificationError();

end

else

prime set to 128 bit key length;

if Verify Signer (ix, prime) then
| addTransaction(tx);

else
| verificationError();

end

end

Algorithm 2: - Below is code about the usage of hybrid protocol, for better security and less carbon footprint.

Algorithm 2: Algorithm to set the Hybrid Consensus Protocol
Hash = SHA256(block);
if Hashflastdigit]% 2 == 0) then
| ProofOfWork();
else
| ProofOfStake();
end
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Figure 3: - Modified consensus algorithm

As shown in Figure 3, a hash value for the block is generated. Based on the last digit of the hash i.e., Odd or
Even value, the Proof of Stake or Proof of Work consensus algorithm is selected.

EE Servernode Files Blockchain.py
- current_transactions: list
- chain: list
-nodes: set

+ register_node(list):
+wvalid_chain(list)bool
+ resolve_conflicts ():bool
+ forward_bddict):
URLS + forwardBlockidict)
+ new_block(string string boaol)dict
+ new_transaction(string string,string string,string,string)
+last_block(}list

A

VIEWS P +hashilist)string
Il + proof_of_work(listyint
+ valid_proof(int string)
MODELS
TESTS Schnorr

+ hashThis(int,string):int

+ producekeys (int,int): intint

+ signTransaction(int,int,int,int,int,int).dic
+verifySigner(dict):bool

Figure 4: - Python modules used for implementation
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The proposed algorithms are implemented on Linux platform using python language. Figure 4: shows the
python modules used for implementation of the blockchain network and the digital signatures using python,

the whole model simulates the real-time working of the coins. From which the results are obtained and
compared.

6. Results Analysis

We did the performance analysis of the proposed techniques on various parameters shown in Figure 5, Figure
6, and Figure 7.

Figure 5 shows the time taken for producing the 64-bit vs 128-bit key. The analysis shows that it takes almost
50% -60% less time to produce the 64-bit key compare to the 128-bit key. The reduced size of the key saves
significant time in the overall process.

Producing keys in seconds

0.0002
0.00015
0.0001

0

&4 bit 128bit

Figure 5: Comparison of time taken for producing 64-bit vs 128-bit key

The Figure 6 shows the time comparison for signing a transaction using 64-bit key and 128-bit key. It is
important to notice that signing the transaction with a 128-bit key takes almost 30% more time compare to
signing the transaction with 64-bit.

Signing t in seconds

0.0003
0.00025
0.0002
0.00015
0.0001
0.00005

0

64 bit 12Bbit
Figure 6: Comparison of time taken for signing 64-bit vs 128-bit key transactions

Transaction verification is one of the most important processes. We observed in our analysis that verification
of the transaction signed with 64-bit takes 60%-70% less time compared to the verification of a transaction
signed with a 128-bit key (Figure 7). It’s a significant improvement.

Verifying tx in seconds

0.0005
0.0004
0.0003
0.0002
0.0001 .

0

64 bit 128bit
Figure 7: Comparison of time taken for verifying 64-bit vs 128-bit key transactions
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Figure 8: Time complexity analysis of different digital signatures for Sign and Verification

Figure 8 shows the difference in the performance of ECDSA, schnorr and single_BLS signing and verifying.
It’s observed that the single BLS is faster for smaller sizes but, with larger size data schnorr performance is
best in terms of speed.

In our experiment, the elliptical curve digital signature algorithm and the schnorr digital signature algorithm
were with the blockchain consensus protocol. Figure 8 shows the time taken by both algorithms during the
signing and verifying process as the message length grows. We observed that schnorr takes less time than
ECDSA. This is because of the various benefits that schnorr offers. For example, schnorr has less multiplication
operations than ECDSA and can-do batch validation since it is linear.

Time taken for Single and Batch Verification of schnorr signs.

Batch verification

Single verification

000 002 004 006 008 010 012 014 016
Time(seconds)
Figure 9: - batch and single verification of 5 transactions.

Figure 9 shows the time taken by single schnorr verification vs the batch verification time taken by schnorr
digital signature. Due to the linear nature of the schnorr, batch verification is possible which reduces the time.
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7. Conclusion

We have used proof of work as the main protocol, and have used the schnorr digital signature which has
various advantages over the already existing ECDSA.

We maodified the proof of work algorithm to save time for macro and micro transactions and has a positive
environmental effect by reducing the computational power for mining processes. Comparing the performances
of both ECDSA and schnorr with the similar environment of the proof of work protocol we observed that
schnorr performs better, and faster. We can say that the newly proposed protocol with the help of the schnorr
digital signature, can have a good impact on the energy and environmental considerations.
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