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Abstract: Efficient key management is crucial for secure communication among smart devices in the Internet of Things 

(IoT). While existing security mechanisms can protect the network from various attacks, efficient key management 

schemes are necessary to ensure optimal network performance. This research proposes a smart key management 

technique that utilizes pairwise, foreign, and home keys for intra-cluster communication, communication outside the 

cluster, and establishment of communication, respectively. The proposed cluster-based scheme is suitable for mobile 

devices, as it reduces energy consumption and enhances scalability. The proposed protocol also minimizes the 

computational overhead incurred in the key management process by reducing the rekeying process required for nodes 

in different networks through the use of foreign keys. The performance of the proposed technique was evaluated in Ns 

3 and it is compared with other state-of-the-art models, including TSRM and CKMT, using metrics such as energy 
consumption, delay, and throughput. The results showed that the proposed technique outperformed other models in 

terms of these metrics, highlighting its potential for enhancing the security and performance of IoT networks.  
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1. INTRODUCTION 

The sensor nodes are used in different applications such as military, medical, farming, water management, 

home automation, smart city, smart garbage, etc. In IoT, sensor nodes are playing a key role in the 

transmission of information. This information could be private or sensitive information since most IoT 
applications comprise sensitive information. Most of the sensor nodes are left unattended which induces 

the attacker to perform some attacks such as eavesdropping or extracting confidential information. The 

security of sensor nodes is a critical issue because of their dynamic nature [1-4]. Many kinds of research 

have been evolved to protect the sensor network. However, all those are focused on encryption that uses a 
key management strategy to secure the environment. Secure communication is an important concern to 

prevent the network from catastrophic attacks such as DDoS attacks. To provide secure communication 

among the sensor nodes in IoT, key establishment is a challenging task when the key is distributed among 
the nodes. There are many attacks possible such as node capture attacks that may destroy the security of 

the entire network due to the exposure of the key during its distribution to other nodes inside or outside the 

network.  The network can be saved from such disasters if a reliable and secure key management technique 
is employed in it.  There are many key management schemes available, but most of those schemes are 

probabilistic for the distribution of keys in the cluster-based environment [5].  The probabilistic-based 

schemes could not guarantee the security of a key when it is shared between different clusters. A node 

cannot participate in the network if it could not establish a shared key. Alternatively, if more than one node 
uses the same key then the network may be prone to severe attack if any one of the nodes is compromised.  

The current key management mechanisms incurred large computational costs which leads to performance 

degradation mainly the energy consumption increases due to the increase of the computational costs. This 
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is because the currently available schemes cannot cope with the dynamic nature of the sensor network.  To 
overcome these issues, an efficient key management technique is proposed in this section. The work 

proposes 3 keys local key, pairwise key, and foreign key to be established. The foreign key is required when 

the nodes are moved to other clusters. The local key is used when the nodes in a similar cluster are 

communicated. Pairwise keys are established and shared with all the nodes to ensure the authenticity of the 
device. Hence the proposed scheme reduces the computational costs when the mobile nodes are changing 

location.  

2. RELATED WORK 

The latest cluster-based key management techniques are discussed here. We observed that most of the 

techniques are based on probabilistic and are not scalable. Hence they cannot be adapted to resource-

constrained nodes that are dynamic. Mousavi et.al 2016 [6] introduces a unique key management 
mechanism that uses the ECDSA scheme for the distribution of shared keys. The results show that the 

network performs well with less energy and delay. However, the network is experiencing increased 

computational costs during the mobility of CN. Sachin et.al 2016 [7] proposed a hash-based key 

establishment technique for the establishment of the secret key. The work uses pre-distribution of random 
keys during communication which increases the performance with reduced energy, time, and delay. The 

results show the increased achievement of the proposed work but the CH used in this scheme is not mobile. 

Dilip et.al 2017 [8] described a mobile key management scheme based on the RC-5 algorithm which is well 
scalable and the network performance increased. However, the proposed method is less efficient than our 

proposed method because of using the RC-5 algorithm.  Robinson et.al 2016 [9] proposed an efficient key 

management method based on the cluster network. The proposed algorithm selects high-power nodes to 
create clusters and it effectively manages the load among cluster nodes. The performance of the proposed 

work is enhanced and the network achieves high throughput and efficient energy.  Zhang et.al 2019 [10] 

describes a novel key management strategy for the distribution of shared key securely in the network. The 

authors proposed an EDDK scheme based on ECDSA which uses only two key local key and pairwise key. 
The proposed method lowers the energy but the computational cost increases during the mobility of CN. 

Lin You et al. (2015) [11] propose a novel technique for key management based on DKH-KD. The proposed 

work establishes an efficient pairwise key well using hash chains. When mobile nodes change location, 
however, the rekeying procedure incurs a higher computational cost. 

Danyang et al. 2016 [12] presented an efficient AKMS key management system. Using the Lightweight 

authentication scheme to authenticate sensor nodes during communication, the proposed method effectively 

improves the efficacy of the network.  
Ehdai et al. 2016 [13] implement a 2D hash key management mechanism that can effectively prevent the 

node capture attack. The proposed work improves the network's efficacy by decreasing delay and energy 

consumption, but the computational cost increases when sensor nodes are relocated to other locations. 
 LA. Ahlawat et al. (2017) [14] propose an innovative defense scheme based on the random pre-distribution 

of keys. The proposed method effectively detects the path's vulnerability and improves network 

performance by increasing energy efficiency and delay.  
Priyanka et al. (2015) [15] described a mobile key management scheme that exploits the node capture attack 

based on a hash chain. The proposed work analyses the probability of each cluster being compromised and 

creates a hash chain based on this analysis.  The algorithm effectively reduces node capture attacks, but it 

increases computation overhead and the re-keying process across clusters.  
Anita et al. 2015 [16] propose a hybrid key management technique to provide a secure channel during 

sensor node network communication. The proposed work decreases computational overhead and improves 

network efficacy. However, implementing the algorithm in a real-time setting is difficult.  
From the preceding observation, we can conclude that all related schemes are reliable and effective and that 

the low performance is due to the mobility of cluster nodes. All of the designs have the significant drawback 

that they are not scalable to accommodate the mobility of nodes.  The primary cause of this issue is that 
they only provide a secure connection for one-hop nodes, which is unsuitable for large networks [17-20]. 
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A further essential finding of the study is that none of the currently available schemes are suitable for the 
IoT environment because the secure link is only established between nodes with a single hop. 

 The proposed key management mechanism is a hash-based system for single-hop and multiple-hop nodes. 

The proposed work is evaluated in the presence of a DDoS attack using a network simulator, and the 

outcome demonstrates that the work improves network performance concerning energy, latency, 
throughput, and computational cost.  The proposed plan is contrasted with all of the related plans that were 

discussed. We observed that the proposed work safeguards the network from jamming issues with a secure 

and efficient key management technique and that the network's performance improves compared to all 
related schemes discussed in this section. The performance evaluation of the proposed work takes into 

account three parameters: energy, delay, and computational cost. The computational cost was incurred 

during authentication and encryption, as well as the establishment of secret keys during mobility. Energy 
consumption is the average amount of energy consumed by network elements.  

3. THE PROPOSED WORK 

This section introduces a secure key management scheme called a smart key management technique 

(SKMT) which effectively establishes the shared key among all the nodes in clusters. The proposed work 
is well applicable to cluster-based networks where all the nodes are divided into clusters. Each cluster has 

a coordinator node called Cluster Head (CH) and one or more sensor nodes in the same proximity.  

The maximum distance node in the border proximity region of different clusters is declared as CH. All the 
nodes in a cluster need to communicate with CH to transfer their messages to BS. CH will maintain the 

information about the connected nodes in the cluster and any changes in the path need to be informed to 

CH and the CH will transform the information in the network and all the nodes will be aware of it. 
Clustering helps to save energy by sending the aggregated information to BS. Figure 1 shows the design of 

the cluster network. In this model, a network consists of sensor nodes CNs, BS, and CH. The network is 

clustered into many forms based on the proximity of the nodes in the network and the nodes are grouped 

into similar clusters if they are in the same ranges.  
 

 
Figure 1: Cluster formation 

 

All the communications between sensor nodes cannot be direct and it should occur via CH [21,22]. A CH 

will act as a central node in the cluster, it will receive the messages from the nodes and transfer the 
aggregated data to the BS and thus saving energy. The key management scheme proposed in this section 

act as a key manager for the connected nodes in the cluster. The algorithm undergoes two phases for cluster 

initialization and setup. Phase 1 will first divide the network into different clusters and helps in the 
formation of clusters. Then CH node will be elected based on the maximum distance of the node. Phase 2 

is used for the maintenance of the network. This will take the responsibility of adding and removing the 

nodes in the network and changing the CH node upon communication failure.  
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3.1 Cluster Initialization 
All nodes are initially set to a NULL state during the cluster initialization phase. After the cluster has been 

configured, each node in the network will broadcast a HELLO message to gather information about the 

other nodes connected to it. This information is needed subsequently to determine the optimal path for 

transmitting data to the destination node [23-25].  After collecting information about its neighboring nodes, 
each node will send a CH_EL message to designate a cluster head node.  This message comprises 

information about the cost metric and stability level of a node. Ultimately, CH will be selected based on the 

stability and cost metrics.  The node with the highest cost metric value and a high degree of stability is 
known as a CH node.  

Now, the CH will send this elected information to all cluster nodes via CH_CLAIM. As a joining request 

in response to CH_CLAIM, each node in the cluster will send an RTJ (Request To Join) message. After 
obtaining the RTJ, CH will confirm the joining request with ATJ (Affirm to join).  Once all nodes within 

clusters have been initialized.  

 

3.2 Establishment of Secret key 
Two keys (Kl, Kf) need to be maintained by each node in the network. Kl is the local key and Kf is the 

foreign key. Another key used in this algorithm is Kpair: the pairwise key that needs to be established 

during intra-cluster communication. The foreign key is used during inter-cluster communication when the 
nodes are mobile for secure communication. The pairwise key is generated through one way hash function 

with the node’s device ID. The nodes in different clusters will use a pairwise key to authenticate each other. 

Malicious nodes can be easily identified during the authentication process of the attacker device.  
When the CHi requests BS for a pairwise key, BS will send it by encrypting the message with Kpair using 

Kl.  CH will send the keys to all CNs after authenticating the BS.  

 So initially all the nodes are assigned with key Ki during the node initialization process. Next, the master 

key Km is established after establishing the initial key ki. When a node in a network wants to communicate, 
it requests a pairwise key using its master key Km. This hash chain length is fixed with the compromised 

probability of every cluster in the network.  

 For node A  hxa(hya(ki))      (1) 
For node B   hxb(hyb(ki))      (2) 

The following formula is generated for node A as a pair-wise key 

hxb(hyb(ki)) iff Xa < = Xb & Ya < = Yb     (4) 

Node B’s pair-wise key is 
hxa(hya(ki)) iff Xa > = Xb & Ya > = Yb     (5) 

the pairwise key generated for both nodes is 

hmax(hxa(hya(ki)))        (6) 
/Algorithm 1: Master Key Establishment Algorithm 

Input: Set of nodes N in the network, cluster head CH, one-way function f() 

Output: Master key MK for the cluster 
1. Divide the sensor network into clusters, with each cluster having a cluster head node CH. 

2. For each node, i in the network, generate a random key RK_i and assign a unique identifier ID_i. 

3. Each node i sends its ID_i and RK_i to the cluster head CH. 

4. CH collects the IDs and RKs of all nodes in the cluster. 
5. CH computes the master key MK using the one-way function f() as follows: 

MK = f(CH.ID, {ID_i, RK_i} for i in N) 

6. CH distributes the MK to all nodes in the cluster using secure communication. 
7. Each node stores the MK and its own RK securely. 

8. To communicate securely with another node j in the same cluster, node i derive a pairwise key PWK_ij 

as follows: 
PWK_ij = f(MK, RK_i, RK_j) 

9. To communicate with node k in another cluster, node i requests the MK and RKs of the nodes in k's 

cluster from CH. 
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10. Using the received MK and RKs, node i derive a pairwise key PWK_ik to communicate securely with 
node k as follows: 

PWK_ik = f(MK, RK_i, RK_k) 

The following are the notations used in algorithm 1 

N: The set of nodes in the network. 
CH: The cluster head node. 

RK_i: The random key generated by node i. 

ID_i: The unique identifier assigned to node i. 
MK: The master key is generated by the cluster head. 

f(): A one-way function used to generate the master key and pairwise keys. This function takes one or more 

inputs and generates a fixed-length output that is computationally infeasible to reverse. The specific 
function used will depend on the requirements of the system and may vary between implementations. 

PWK_ij: The pairwise key generated by node i and node j to communicate securely within the same cluster. 

PWK_ik: The pairwise key generated by node i and node k to communicate securely with a node in another 

cluster. 
Algorithm 2: Cluster Initialization Algorithm 

Input: Set of nodes N in the network, cluster size s, one-way function f() 

Output: Cluster formation and master key MK for each cluster 
1. Divide the sensor network into clusters of size s, with each cluster having a cluster head node CH. 

2. For each node, i in the network, generate a random key RK_i and assign a unique identifier ID_i. 

3. Each node i sends its ID_i and RK_i to the cluster head CH of the cluster it belongs to. 
4. CH collects the IDs and RKs of all nodes in the cluster. 

5. CH computes the master key MK for the cluster using the one-way function f() as follows: 

6. MK = f(CH.ID, {ID_i, RK_i} for i in N within the cluster) 

7. CH distributes the MK to all nodes in the cluster using secure communication. 
8. Each node stores the MK and its own RK securely. 

9. Repeat steps 2-7 for each cluster in the network. 

This algorithm follows a similar structure to the master key establishment algorithm, but it initializes the 
cluster formation and master key establishment process for the entire network. The algorithm divides the 

sensor network into clusters of a specified size and generates random keys and unique identifiers for each 

node. Each node sends its ID and RK to its respective cluster head, which collects the IDs and RKs of all 

nodes in the cluster. The cluster head computes the master key for the cluster using a one-way function and 
distributes it to all nodes in the cluster using secure communication. Each node stores the master key and 

its random key securely. The process is repeated for each cluster in the network. 

 

 
Figure 2: One-hop nodes and multi-hop nodes 
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After the setup phase, a maintenance phase follows where the Cluster Head (CH) and Cluster Nodes (CNs) 
exchange HELLO messages periodically to maintain connectivity. The CH assumes the key manager role, 

which is handed over to another CH when the current CH leaves the network. As nodes are mobile, the 

network needs to adapt to changes in topology. If the CH does not receive any communication from a node 

after a certain time, that node can be removed from the cluster. To add a new CN, it sends a Request to Join 
(RTJ) to the CH, which replies with an Accept to Join (ATJ) using the local and foreign keys. The nodes 

can be added or removed from the network accordingly. When a CH in a cluster disconnects, a new CH is 

elected to coordinate CNs in the cluster. If a CN changes its location, the home cluster generates a foreign 
key for the leaving node to forward incoming messages to their destination. 

Algorithm 2 is used for the cluster initialization phase, providing step-by-step instructions on how to set up 

the cluster. The key generation algorithm above is used for pairwise key generation when the CH requests 
the Base Station (BS) to generate Kpair. 

For authentication of one-hop nodes, an Auth-Req packet is sent to the BS. Figure 2 shows the one-hop 

nodes and multi-hop nodes in the network. The node requesting to connect sends a request to the BS for 

authentication, and the BS replies with an Auth-Res using the requested node's public key. After 
authentication, the node can participate in the network and must send periodic HELLO messages to inform 

of its availability. 

For authentication of multi-hop nodes, the same procedure is followed as in single-hop authentication for 
each cluster in the network. Multi-hop nodes can establish their pairwise key using a simple one-way hash 

function, generating a secure link between one-hop and multi-hop nodes. 

4. RESULTS DISCUSSION 

The proposed work is implemented using discrete event simulator NS-2. The simulation parameters are 

given in Table 1. The algorithm is implemented in the simulation in the presence of jamming attacks with 

an increasing number of malicious nodes to analyze the performance of the network. The work considers 

the following performance metrics to evaluate the proposed work.  
 Performance by increasing attacker nodes 

 Performance by considering energy 

 Performance by considering the delay 
 Performance by considering packet loss rate 

 Performance under mobility scenario 

 Performance without mobility 

 Performance with mobile CH 
 Performance with one-hop and multi-hop nodes 

The proposed scheme is compared with the modern scheme such as EDDK and CMKMS. The results are 

compared in terms of energy, delay, and computational work. The proposed algorithm SKMT is well 
applicable to the IoT environment after evaluating its performance over the existing schemes. Even though 

all the key management schemes in related work are efficient they are not well suitable for mobility 

conditions and are performing well when combined with other schemes. Simulation parameters are given 
in Table 1. 

 

Table 1: Simulation Parameters 
Parameters Values 

Network simulator NS-2 

Simulation Area 100 x 100 

Range 100 m 

TH value 1.8 

Size of data 150 bytes 

Rate 256 Kbps 
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Malicious terminals 35 

Traffic rate 1s-10s 

Mobility Speed 1-25 km/hr 

Number of Nodes 100 

Traffic Intervals 1s-10s 

 

In the first set of simulations, the algorithm's performance is tested by varying traffic intervals, attacker 

nodes, and the random mobility of sensor nodes to measure crucial factors such as energy consumption, 
latency, throughput, and packet loss rate. The traffic rate varies from 1 to 10 seconds. The fastest traffic 

rate is measured in 1s, while the slowest pace is measured in 10s. The simulation employs 100 nodes, and 

the number of attacker nodes introduced into the network varies from 2 to 25. The mobility behavior is 
monitored at 1 to 25 km/hr. increments. 

 

4.1 Experimental evaluation 
Figures 3, 4, and 5 show how the suggested work performs in terms of energy consumption, latency, and 

computing cost as the number of attacker nodes increases. After implementing the suggested technique, the 

simulation environment enables jamming assaults with 100 nodes and 5, 10, 15, 20, and 25 attacker nodes. 

However, the processing overhead spent during authentication, encryption, and hashing as a result of the 
algorithm's inefficiency leads to an increase in energy usage. The suggested solution tackles these 

difficulties by using two keys: a local key for internal network communication and a foreign key for 

communication in a foreign network. As a result, when compared to current techniques, our suggested 
solution improves energy usage, decreases latency, and minimizes computing overhead. 

The suggested method was tested for performance by adjusting traffic intervals, and the results were 

analyzed for energy, delay, and computing cost. The suggested approach makes use of local and foreign 

keys for communication inside and across clusters, resulting in increased energy efficiency. Even as the 
number of attacker nodes increased, the simulated findings revealed a drop in packet loss rate. 

The proposed algorithm also efficiently detects and eliminates jamming from the network even when the 

nodes are randomly mobile. The proposed scheme demonstrated a significant improvement in packet loss 
rate, energy consumption, and delay compared to existing schemes. 

However, when the CH is mobile, the proposed work incurs overhead in terms of energy, delay, and 

computational cost. In contrast, existing schemes require a rekeying process for establishing the master key 
and pairwise key whenever a node changes its location, resulting in increased computation cost, energy 

consumption, and delay. The proposed scheme overcomes this limitation by using a foreign key when a 

node leaves the home network. The proposed work establishes three keys, namely, the local key, the 

pairwise key, and the foreign key. The foreign key is required when nodes move to other clusters, the local 
key is used when nodes in the same cluster communicate, and pairwise keys are established and shared with 

all nodes to ensure the authenticity of the device. 

 

 
Figure 3: Performance under traffic interval considering energy 
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Figure 4: Performance under traffic interval considering Delay 

 

 
Figure 5: Performance under traffic interval considering Throughput 

 

 
Figure 6: Performance in Mobile CH considering Computational cost 

 

 
Figure 7: Performance in Mobile CH Considering Energy 
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Figure 8: Performance in Mobile CH Considering Delay 

5. CONCLUSION 

The current key management mechanisms in wireless sensor networks are known to incur large 

computational costs, which can lead to performance degradation, particularly in terms of energy 

consumption. This is because the existing schemes are often unable to cope with the dynamic nature of the 
sensor network, as nodes move around and change location. To address these issues, a new hash-based key 

management technique for cluster-based wireless networks is proposed in this section. The proposed 

technique involves establishing three types of keys: local keys, pairwise keys, and foreign keys. Local keys 

are utilized to communicate between nodes in a similar cluster, while pairwise keys are shared among all 
nodes to ensure device authenticity. Foreign keys are required when nodes are moved to other clusters. The 

proposed scheme aims to reduce computational costs when mobile nodes change location, which can help 

to mitigate scalability issues that can arise due to the dynamic characteristics of sensor nodes. In addition 
to the proposed hash-based key management technique, future improvements to wireless sensor networks 

could also involve the use of deep learning algorithms. Deep learning can be used to analyze large amounts 

of data collected by sensor nodes and can help to identify patterns and anomalies that may be useful for 
improving network performance. For example, deep learning could be used to detect and prevent security 

breaches or to optimize network routing. By incorporating deep learning into key management and other 

aspects of wireless sensor networks, it may be possible to achieve even greater improvements in network 

performance. 
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